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Introduction

The FortiGate Cookbook (Expanded Version) is a web-only version of the FortiGate
Cookbook that will be continuously updated with new examples not contained in
the print version. See the Change log for a list of the most recent additions.

The FortiGate Cookbook provides examples, or recipes, of basic and advanced
FortiGate configurations to administrators who are unfamiliar with the unit. All
examples require access to the graphical user interface (GUI), also known as the
web-based manager.

Each example begins with a description of the desired configuration, followed by
step-by-step instructions. Some topics include extra help sections, containing tips
for dealing with some common challenges of using a FortiGate unit.

Using the FortiGate Cookbook, you can go from idea to execution in simple steps,
configuring a secure network for better productivity with reduced risk.

The Cookbook is divided into the following chapters:

Installing & Setup explains the configuration of common network functions and the
different network roles a FortiGate unit can have.

Security Policies & Firewall Objects describes security policies and firewall objects,
which determine whether to allow or block traffic.

Security Features describes the core security features that you can apply to the
traffic accepted by your FortiGate unit.

Wireless Networking explains how to configure and maintain a wireless network.
IPv6 shows how to use the new IPv6 protocol with your FortiGate.

Authentication describes the FortiGate authentication process for network users and
devices.

SSL and IPsec VPN explains the configuration and application of SSL and IPsec
virtual private networks (VPNs).

This edition of the FortiGate Cookbook (Expanded Version) was written using FortiOS 5.0.7.



Tips for using the FortiGate Cookbook

Before you get started, here are a few tips about using the FortiGate Cookbook:

Understanding the basics

While the FortiGate Cookbook was written with new FortiGate users in mind, some basic
steps, such as logging into the FortiGate unit, are not included in most recipes. This
information can be found in the first example, “Connecting a private network to the Internet
using NAT/Route mode” on page 7, or in the QuickStart guide for your FortiGate unit.

Screenshots vs. text

The FortiGate Cookbook uses both screenshots and text to explain the steps of each
example. The screenshots display the entire configuration, while the text highlights key
details (i.e. the settings that are strictly necessary for the configuration) and provides
additional information. To get the most out of the FortiGate Cookbook, start with the
screenshots and then read the text for more details.

Model and firmware

GUI menus, options, and interface names may vary depending on the FortiGate model you
are using and the firmware build. For example, the menu Router > Static > Static Routes
is not available on some models. Also, on different models, the Ethernet interface that would
normally connect to the Internet could be named port1, wan1, wan2, or external.

Also, some features are only available through the CLI on certain FortiGate models, generally
the desktop models (FortiGate/WiFi-20 to 90 Series).

FortiGate ports

The specific ports being used in the documentation are chosen as examples. When you are
configuring your FortiGate unit, you can substitute your own ports, provided that they have
the same function.

For example, in most recipes, wan1 is the port used to provide the FortiGate unit with
access to the Internet. If your FortiGate uses a different port for this function, you should use
that port in the parts of the configuration that the recipe uses wan1.

Tips for using the FortiGate Cookbook



IP addresses

IP addresses are sometimes shown in diagrams to make it easier to see the source of the
addresses used in the recipe. When you are configuring your FortiGate unit, substitute your
own addresses.

Turning on features

Some FortiOS features can be turned off, which means they will not appear in the GUI. If an
option required for a recipe does not appear, go to System > Config > Features and make
sure that option has not been disabled.

Text elements

Bold text indicates the name of a GUI field or feature. When required, italic text indicates
information that you must enter.

Selecting OK/Apply

Always select OK or Apply when you complete a GUI step. Because this must be done
frequently, it is an assumed step and is not included in most recipes.

The FortiGate Cookbook 5.0.7



Ins’ralling & Se’rup

The FortiGate unit provides protection for a variety of different network functions
and configurations. This section contains information about the basic setup for
common network functions as well as different roles that a FortiGate unit can have
within your network.

This section contains the following examples:
o Connecting a private network to the Internet using NAT/Route mode
o Extra help: NAT/Route mode
° Quickly connecting a network to the Internet using DHCP
o Extra help: Private networks with DHCP
o Adding a FortiGate unit without changing the network configuration
° Extra help: Transparent mode
o Using VDOMs to host two FortiOS instances on a single FortiGate unit
o Verifying and updating the FortiGate unit’s firmware
o Setting up FortiGuard services
o Extra help: FortiGuard
o Logging network traffic to gather information
o Extra help: Logging
o Using FortiCloud to record log messages
o Setting up a limited access administrator account
o Using SNMP to monitor the FortiGate unit
o Setting up an explicit proxy for users on a private network

° Adding packet capture to help troubleshooting

Installing & Setup



Protecting a web server on the DMZ network

Using port pairing to simplify transparent mode

Using two ISPs for redundant Internet connections

Adding a backup FortiGate unit to improve reliability

Associating a domain name with an interface that has a dynamic IP
Allowing VolIP calls using FortiVoice and FortiCall

Allowing access from the Internet to a FortiCamera unit

The FortiGate Cookbook 5.0.7



Connec’rin/gﬁa priva’re network to the Internet
using NAT/Route mode

In this example, you will learn how to connect and configure a new FortiGate unit
to securely connect a private network to the Internet. Typically, a FortiGate unit is
installed as a gateway or router between a private network and the Internet, where
the FortiGate operates in NAT/Route mode in order to hide the addresses of the
private network from prying eyes, while still allowing anyone on the private network
to freely connect to the Internet.

1. Connecting the network
. Configuring the FortiGate unit’s interfaces

2
3. Creating a policy to enable NAT/Route mode
4

. Results

d
Internet

|

NAT /Route
mode

}

1

FortiGate

Internal Network

Connecting a private network to the Internet using NAT/Route mode



Connec’ring the network

Connect the FortiGate WAN1 interface to
your ISP-supplied equipment.

Connect the internal network to the FortiGate
internal interface (typically port 1).

Power on the ISP’s equipment, the FortiGate
unit, and the PCs on the Internal network.

ConFigurin the FortiGate
unit's interfaces

From a PC on the Internal network, connect
to the FortiGate web-based manager using
either FortiExplorer or an Internet browser.

You can configure the PC to get its IP
address using DHCP and then browse
to https://192.168.1.99. You could also
give the PC a static IP address on the
192.168.1.0/255.255.255.0 subnet.

Login using admin and no password.

Go to System > Network > Interface and.
Edit the wan1 interface.

Set the Addressing Mode to Manual and
the IP/Netmask to your public IP.

ISP

FortiGate W

Internal Network

Name admin
Password
Addressing mode (=) Manual () DHCP () PPPoE () Dedicate to FortiAR/FortiSwitch
IP/Network Mask 1172.20.120.14/255.255.255.0)
Administrative Access | HTTPS [ PING || HTTP | FMG-Access |_| CAPWAP

("] SSH [C) SNMP [ TELNET [[] FCT-Access
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Edit the internal interface.

Set the Addressing Mode to Manual and
set the IP/Netmask the private IP of the
FortiGate unit.

Go to Router > Static > Static Routes and
select Create New to add a default route.

Set the Destination IP/Mask to
0.0.0.0/0.0.0.0, set the Device to wanf,
and set the Gateway to the gateway (or
default route) provided by your ISP or to the
next hop router, depending on your network
requirements.

A default route always has a Destination
IP/Mask of 0.0.0.0/0.0.0.0. Normally, you
would have only one default route. If the
static route list already contains a default
route, you can edit it or delete it and add a
new one.

The FortiGate unit’s DNS Settings are set to
Use FortiGuard Services by default, which
is sufficient for most networks. However, if
you require the DNS servers to be changed,
go to System > Network > DNS and add
Primary and Secondary DNS servers.

Addressing mode

IP/Network Mask

Administrative Access

Destination IP/Mask

Device

Gateway
Distance

Priority

DNS Settings

(®) Manual () DHCP () PPPoE

192.168.1.99/255.255.255.0

HTTPS @ PING M HTTP
# SSH

™ FMG-Access

SNMP TELNET FCT-Access

0.0.0.0/0.0.0.0

wanl

172.20.120.2

10 (1-255, Default=10)

0 (0-4294967295)

() Use FortiGuard Servers (=) Specify

Primary DNS Server

Secondary DNS Server

208.91.123.53

208.91.123.52

Local Domain Name

CAPWAP

Connecting a private network to the Internet using NAT/Route mode



Creaﬁng a Policy o enable
NAT/Route mode

Go to Policy > Policy > Policy and select
Create New to add a security policy that
allows users on the private network to
access the Internet.

Select Enable NAT and Use Destination
Interface Address and click OK.

Some FortiGate models include this

security policy in the default configuration.

If you have one of these models, this step
has already been done for you and as
soon as your FortiGate unit is connected
and the computers on your internal
network are configured, they should be
able to access the Internet.

Results

On the PC that you used to connect to the
FortiGate internal interface, open a web
browser and browse to any Internet website.
You should also be able to connect to the
Internet using FTP or any other protocol or
connection method.

Go to Policy > Monitor > Policy Monitor
to view information about the sessions being
processed by the FortiGate unit.

Policy Type (@) Firewall (VPN

Policy Subtype (=) Address () User Identity (_Device Identity

Incoming Interface portl

w
Source Address =l all b
Outgoing Interface wanl W
Destination Address =l all bl
Schedule [T always -
Service D ALL e
Action + ACCEPT -

# Enable NAT

(#) Use Destination Interface Address [ | Fixed Port

() Use Dynamic IP Pool Click to add...

Top Policy Usage by Active Sessions

0 20 40 60 80 100 120

Active Sessions

[ Poticy 12 | Source tnterfsce/Zons | Destination Intarface/2ons | Acton | Actve Sassiors | Bytes | Packets
1 107

lan wanl v 3.16 GB 4,328,504

10
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Extra help: NAT/Route mode

This section provides instructions for troubleshooting connection issues in situations
when a NAT/Route configuration is used.

1. Use FortiExplorer if you can’t connect tot he FortiGate GUI or CLI

If you can’t connect to the FortiGate GUI or CLI, you may be able to connect using
FortiExplorer. See your FortiGate unit’s QuickStart Guide for details.

2. Check for equipment issues.

Verify that all network equipment is powered on and operating as expected. Refer to the
QuickStart Guide for information about connecting your FortiGate to the network and about
the information provided by the FortiGate unit LED indicators.

3. Check the physical network connections.

Check the cables used for all physical connections to ensure that they are fully connected
and do not appear damaged. Also check the Unit Operation dashboard widget, which shows
the connection status of FortiGate network interfaces (System > Dashboard > Status).
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4. Verify that you can connect to the internal IP address of the FortiGate unit.

Use a web browser to connect to the web-based manager from the FortiGate internal
interface by browsing to its IP address. From the PC, try to ping the internal interface IP
address; for example, ping 192.168.1.99 If you cannot connect to the internal interface,
verify the IP configuration of the PC. Go to the next step when you can connect to the
internal interface.

5. Check the FortiGate interface configurations.

Check the configuration of the FortiGate interface connected to the internal network, and
check the configuration of the FortiGate interface that connects to the Internet to make sure
it includes the proper addressing mode.

6. Verify that you can communicate from the FortiGate unit to the Internet.

Access the FortiGate CLI and use the execute ping command to ping an address or
domain name on the Internet. You can also use the execute traceroute command to
troubleshoot connectivity to the Internet.

Extra help: NAT/Route mode 11
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7. Verify the DNS configurations of the FortiGate unit and the PCs.

Check for DNS errors by pinging or using traceroute to connect to a domain name; for
example:

ping www.fortinet.com

ping: cannot resolve www.fre.com: Unknown host

If the name cannot be resolved, the FortiGate unit or PC cannot connect to a DNS server
and you should confirm the DNS server IP addresses are present and correct.

8. Verify the security policy configuration.

Go to Policy > Policy > Policy and verify that an internal -> wan1 security policy has been
added and check the Session column to ensure that traffic has been processed. Check the
configuration of the policy to make sure that Enable NAT and Use Destination Interface
Address is selected.

9. Verify the static routing configuration.

Go to Router > Static > Static Routes and verify that the default route is correct. Go to
Router > Monitor > Router Monitor and verify that the default route appears in the list as
a static route. Along with the default route, you should see at least two connected routes,
one for each connected FortiGate interface.

§) ] On some FortiGate models, routing options are configured by going to System > Network >
Routing or through the CLI.

10. Disable web filtering.

A web filtering security policy may block access to the website that you are attempting to
connect to. This could happen because the configuration of the default web filter profile is
blocking access to the site.

It is also possible that FortiGuard Web Filtering has produced a rating error for the website,
causing the web filter profile to block access. A rating error could occur for a number of
reasons, including not being able to access FortiGuard. To fix this problem, go to Security
Profiles > Web Filter > Profile and, in the default profile, enable Allow Websites When
a Rating Error Occurs.

The FortiGate Cookbook 5.0.7



11. Verify that you can connect to the wan1 IP address of the FortiGate unit.

Once you have established that the internal network is operating, ping the FortiGate wan1
interface IP address. If you cannot connect to the wan1 interface, the FortiGate unit is not
allowing internal to wan1 sessions.

12. Verify that you can connect to the gateway provided by your ISP.
Try pinging the default gateway IP address from a PC on the internal network.
13. Consider changing the MAC address of your external interface

Some ISPs do not want the MAC address of the device connecting to their network cable
to change. If you have added a FortiGate unit to your network, you may have to change
the MAC address of the external interface (typically, WAN1) by using the following CLI
command:
config system interface
edit wanl

set macaddr <XX:XX:XX:XX:XX:XX>
end
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end

14. Reset the FortiGate unit to factory defaults and try again

If all else fails, use the CLI command execute factoryreset. When prompted, type vy
to confirm the reset.

Extra help: NAT/Route mode 13



Quickl connec’ring a network to the Internet
using HCP

In this example, you will learn how to use a FortiGate unit to securely connect to the
Internet with minimal configuration, using DHCP.

Kequiremen’rs

e An ISP that provides connectivity with DHCP and accepts DHCP requests without authentication.
e A FortiGate default configuration that includes a DHCP server for the internal interface and a
security policy that allows all sessions from the internal network to the internet.

1. Connecting to the ISP and to the internal network
2. Configuring your PCs
3. Results

ISP

ISP provides Internet
connec+ivi+y with DHCP

Internet

[

Internal Network
that uses DHCP

14 The FortiGate Cookbook 5.0.7



Connec’ring to the ISP and
to the internal network

Connect the FortiGate wan interface to your
ISP-supplied equipment. ISP

Connect the internal network to the FortiGate
internal interface (in this example, lan).

Turn on the ISP’s equipment, the FortiGate Z:j /[’/_J

unit, and the PCs on the internal network.

Internal Network
ConFiguring your PCs

If required, configure the PCs on the internal Status: Connected
network to automatically get their network Ethernet is currently active and has the IP
configuration using DHCP. address 192.168.1.110.

Each PC gets an address on the Configure IPv4: | Using DHCP B
192.168.1.0/255.255.255.0 subnet.

IP Address: 192.168.1.110
Subnet Mask: 255.255.255.0

Router: 192.168.1.99

Results

From any PC on the internal network, open a
web browser and browse to any website. You
should successfully connect to the Internet.

Go to Policy > Policy > Policy and select O cresteten 4 @.ectionien B Ciakaliien A Search____
[Sea# | From| “To | Adion | < Semions |+ Coun]

Global View. View Sessions and Count 1| tan | wam | ¥ Accem " 652,560 Packets |
columns for information about the sessions 2 any  any  @Deny
being processed by the FortiGate.

If these columns are not visible, right-click on
the menu bar, select Sessions and Count,
and select Apply.

Quickly connecting a network to the Internet using DHCP 15



Extra help: Private networks with DHCP

This section provides instructions for troubleshooting connection issues when your
network uses DHCP to connect to your ISP and configure your internal network.

1. Check the wan interface.

Verify that the wan interface is getting network settings from the ISP. Go to System >
Network > Interfaces. Highlight the wan interface and select Edit. Confirm that the
Addressing Mode is set to DHCP and that the Distance is set to 5, and ensure that
Retrieve default gateway from server and Override internal DNS are both enabled.

Addressing mode ) Manual @ DHCP ) PPPoE
Status connected &
Obtained IP/Netmask 172.20.120.229 255.255.255.0
Expiry Date December 09, 2013 03:32 PM
Acquired DNS £.5.8.8 None
Default Gateway 172.20.120.2
Distance 5
Retrieve default gateway from server.
Override internal DNS.

If the IP address seems incorrect or missing, select Renew to renew the lease and get
a new IP configuration from your ISP. If you cannot get a valid IP address this way, the
FortiGate unit cannot communicate with the ISP’s DHCP server.

2. Verify that your ISP automatically provides a DNS server with DHCP.

If your ISP does not supply a DNS server with DHCP, you can go to System > Network >
DNS and manually add one.

3. Verify that your ISP supplies a default gateway with DHCP.

If your ISP does not supply a default gateway with DHCP, you can go to Router > Static>
Static Route > Create New and manually add a default route that points from the wan
interface to the ISP’s default gateway.
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4. Check the internal network configuration.

If the internal network is configured to get IP addresses from the FortiGate DHCP server, go
to System > Interfaces. In the Address Range highlight your interface and click Edit.
Confirm that the DHCP server configuration uses system DNS settings as shown below.

DHCP Server ™ Enable

Address Range ) Create New [ Edit T Delete

Surdngte | Enare |
192.168.1.110 192.168.1.210

Netmask 255.255.255.0
Default Gateway (=) Same as Interface IP () Specify
DNS Server (=) Same as Systam DNS () Specify

5. Confirm that your PC successfully receives its address using DHCP.

Go to System > Monitor > DHCP Monitor to view information about the PCs configured
by the FortiGate unit DHCP server. There should be one entry here for each PC on the
network that successfully receives its address using DHCP. The following example can be
used for comparison.

Interfoce| 1P| WAC | Mostinformstion | Bgie | sows |
| lan | 192.168.1.110 |c4:2c:03:0b:0c:0f Hostname: techdocs-Mini| Wed Dec 25 06:08:33 2013

If problems persist, see “Connecting a private network to the Internet using NAT/Route
mode” on page 7.
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Adding a FortiGate unit without changing the
network conFigura‘rion

This section describes how to connect and configure a new FortiGate unit to protect
a private network without changing the network configuration. This is known as
Transparent mode and it allows you to add network security without replacing the
router. The FortiGate unit blocks access from the Internet to the private network but
allows users on the private network to connect to the Internet. The FortiGate unit
monitors application usage and detects and eliminates viruses.

1. Connecting the FortiGate and configuring Transparent mode
Creating a security policy

Connecting the network

0D

Results

Internet

Router

i

H . ! Security policies
i FortiGate : diow traf i:lp between

(Transparen+ .: network segments

Mode) %

Internal Network
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Connec’ring the FortiGate
and conFiguring Tmnsparen’r
mode

Changing to Transparent mode removes
most configuration changes made in
NAT/Route mode. To keep your current
NAT/Mode configuration, backup

the configuration using the System
Information dashboard widget.

Go to system > Dashboard > Status > + System Information £ X
System Information and beside Operation | | HostName FG10003G12801345 [Change]
Serial Number FG10003G12801345
Mode select Change. Operation Mode
HA Status Standalone [Configure]
System Time Mon Aug 26 10:24:54 2013 (FortiGuard) [Change]
Firmware Version v5.0,build0228 (Interim) [Update] [Details]
System Configuration [Backup] [Restore] [Revisions]
Current Administrator admin [Change Password] /1 in Total [Details]
Uptime 17 day(s) 4 hour(s) 58 min(s)
Virtual Domain Disabled [Enable]
Set the Operation Mode to Transparent. Operation Mode (Transparent %)
Set the Management IP/Netmask and Management IP/Netmask |10 31.101.40/255.255.255.0
Default Gateway to connect the FortiGate Default Gateway 10.31.101.100
unit the internal network.
You can now access the web-based
manager by browsing to the Management
IP (in the example, you would browse to
https://10.31.101.40).
The FortiGate unit’s DNS Settings are set to DNS Settings
Use FortiGuard Services by default, which () Use FortiGuard Servers (*) Specify
is sufficient for most networks. However, if Primary DNS Server 208.91.112.53
you require the DNS servers to be changed, Secondary DNS Server 208.91.112.52
goto System > Network > DNS and add )
Primary and Secondary DNS servers. Local Domain Name
Adding a FortiGate unit without changing the network configuration 19



Crea‘ring a securi’ry Policy

Go to Policy > Policy > Policy and select
Create New to add a security policy that
allows users on the private network to
access the Internet.

Under Security Profiles, enable Antivirus
and enable Application Control.

Press OK to save the security policy

Power off the FortiGate unit.

Connec’ring the network

Connect the FortiGate unit between the
internal network and the router.

Connect the wan1 interface to the router
internal interface and connect the internal
network to the FortiGate internal interface
port.

Power on the FortiGate unit.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

Security Profiles
@ Antivirus
OFF _ Web Filter

@™ Application Control

11

FortiGate

(=) Firewall (_) VPN

(®) Address (_)User Identity (_)Device Identity
portl

= all

wanl

= all

[T always -

¢ C ¢ C

7 ALL

C

" ACCEPT -

default X2
default

default =

T

Internal Network

20
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Results

On the PC that you used to connect to the
FortiGate internal interface, open a web
browser and browse to any Internet website.
You should also be able to connect to the
Internet using FTP or any other protocol or
connection method.

Go to Policy > Monitor > Session Monitor | I ML NS G T T T R Y T T T

. . . tcp 10.31.101.50 4218 23.1.111.139 80
to view the sessions being processed by the < pp—— R— 65.80.95 34 0
FortiGate unit. tcp 10.31.101.50 4225 63.84.95.34 80
tep 10.31.101.50 4220 63.84.95.34 B0
tep 10.31.101.50 4221 63.84.95.34 B0
tep 10.31.101.50 4222 63.84.95.34 B0
i . L tep 10.31.101.50 4223 63.84.95.34 80
If a FortiGate unit operating in Transparent udp 103110050 1132 8888 53
mode is installed between a DHCP server udp 103110150 2815 6.8.8.8 53
: w Sesslons per Second: 3 / Total Concurrent Sesslons: 57 FINEINEN 2 » M Total: 57
and PCs that get their address by DHCP, /

you must add a security policy to allow the
DHCP server’s response to get back
through the FortiGate unit from the DHCP
server to the DHCP client. The internal to
wan1 policy allows the DHCP request to
get from the client to the server, but the
response from the server is a new session,
not a typical response to the originating
request, so the FortiGate unit will not
accept this new session unless you add a
wan1 to the internal policy with the
service set to DHCP.
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Extra help: Transparen’r mode

This section provides instructions for troubleshooting connection issues when using
a FortiGate in Transparent mode.

1. Use FortiExplorer if you can’t connect to the FortiGate GUI or CLI

If you can’t connect to the FortiGate GUI or CLI, you may be able to connect using
FortiExplorer. See your FortiGate unit’s QuickStart Guide for details.

2. Check for equipment issues.

Verify that all network equipment is powered on and operating as expected. Refer to the
QuickStart Guide for information about connecting your FortiGate to the network and about
the information provided by the FortiGate unit LED indicators.

3. Check the physical network connections.

Check the cables used for all physical connections between the PC, the FortiGate unit, and
your ISP-supplied equipment to ensure that they are fully connected and do not appear
damaged. Also check the Unit Operation dashboard widget, which indicates the connection
status of FortiGate network interfaces (System > Dashboard > Status).

4. Verify that you can connect to the management IP address of the
FortiGate unit from the Internal network.

From the internal network, attempt to ping the management IP address. If you cannot
connect to the internal interface, verify the IP configuration of the PC and make sure the
cables are connected and all switches and other devices on the network are powered on
and operating. Go to the next step when you can connect to the internal interface.

5. Verify that you can communicate from the FortiGate unit to the Internet.

Access the FortiGate CLI and use the execute ping command to ping an address or
domain name on the Internet. You can also use the execute traceroute command to
troubleshoot connectivity to the Internet.
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6. Verify the DNS configurations of the FortiGate unit and the PCs on the
internal network.

Check for DNS errors by pinging or using traceroute to connect to a domain name; for
example:

ping www.fortinet.com

ping: cannot resolve www.fre.com: Unknown host

If the name cannot be resolved, the FortiGate unit or PC cannot connect to a DNS server
and you should confirm the DNS server IP addresses are present and correct.

7. Verify the security policy configuration.

Go to Policy > Policy > Policy and verify that an internal -> wan1 security policy has been
added and check the Session column to ensure that traffic has been processed.

8. Verify the static routing configuration.
Go to System > Network > Routing Table and verify that the default route is correct.
9. Disable web filtering.

A web filtering security policy may block access to the website that you are attempting to
connect to. This could happen because the configuration of the default web filter profile is
blocking access to the site.

It is also possible that FortiGuard Web Filtering has produced a rating error for the website,
causing the web filter profile to block access. A rating error could occur for a number of
reasons, including not being able to access FortiGuard. To fix this problem, go to Security
Profiles > Web Filter > Profile and, in the default profile, enable Allow Websites When
a Rating Error Occurs.

10. Verify that you can connect to the gateway provided by your ISP.
Try pinging the default gateway IP address from a PC on the internal network.
11. Confirm that the FortiGate unit can connect to the FortiGuard network.

Once registered, the FortiGate unit obtains antivirus and application control and other
updates from the FortiGuard network. Once the FortiGate unit is on your network, you
should confirm that it can reach the FortiGuard network. The FortiGate unit must be able
to connect to the network from its management IP address. If the following tests provide

Extra help: Transparent mode

23



incorrect results, the FortiGate unit cannot connect to the Internet from its management
IP address. Check the FortiGate unit’s default route to make sure it is correct. Check your
Internet firewall to make sure it allows connections from the FortiGate management IP
address to the Internet.

First, check the License Information dashboard widget to make sure the status of all
FortiGuard services matches the services that you have purchased. The FortiGate unit
connects to the FortiGuard network to obtain this information.

Go to System > Config > FortiGuard. Open web filtering and email options and select
Test Availability. After a minute, the GUI should indicate a successful connection.

12. Check the FortiGate bridge table.

The bridge table is a list of MAC addresses of devices on the same network as the FortiGate
unit and the FortiGate interfaces from which each MAC address was found. The FortiGate
unit uses this table to determine where to forward a packet. If a the MAC address of a
specific device is getting added to the bridge table, then packets to that MAC address will
be blocked. This may appear as traffic going to a MAC address but no reply traffic coming
back. In this situation, check the bridge table to ensure the correct MAC addresses have
been added to the bridge table. Use the following CLI command to check the bridge table:.

diagnose netlink brctl name host root.Db

show bridge control interface root.b host.

fdb:

size=2048, used=25, num=25, depth=1

Bridge root.b host table

port no device devname mac addr ttl attributes

4

N W W Wk W w Ww
SO oY W D

5

wanl 00:09:0f:cb:c2:77 88

wanl 00:26:2d:24:07:d3 0

wanl 00:13:72:38:72:21 98

internal 00:1a:a0:2f:bc:c6 6

dmz 00:09:0f:dc:90:69 0 Local Static
wanl c4:2c:03:0d:3a:38 81

wanl 00:09:0£:15:05:46 89

wanl c4:2c:03:1d:1b:10 O

wan2 00:09:0£:dc:90:68 0 Local Static

If your device’s MAC address is not listed, the FortiGate unit cannot find the device on the
network. This could indicate that the device is not connected or not operating. Check the
device’s network connections and make sure it is operating correctly.

24
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13. Reset the FortiGate unit to factory defaults and try again
If all else fails, use the CLI command execute factoryreset. When prompted, type vy

to confirm the reset.

Resetting the FortiGate unit to factory defaults will put the unit back into NAT/Route mode.

Extra help: Transparent mode
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Usin? VDOMs to host two FortiOS instances on a
sing e FortiGate unit

Virtual Domains (VDOMSs) can be used to divide a single FortiGate unit into two or
more virtual instances of FortiOS that function as independent FortiGate units. This
example simulates an ISP that provides Company A and Company B with distinct
Internet services. Each company has its own VDOM, IP address, and internal
network.

1. Switching to VDOM mode and creating two VDOMS
Assigning interfaces to each VDOM

Creating administrators for each VDOM

Creating a basic configuration for VDOM-A

Creating a basic configuration for VDOM-B

Connecting the gateway router

N o o &~ e N

Results

Internet

Gatewa
Router
172201202

l I ‘ ”‘ ----- FortiGate with

H two Virtual
: VDOM-B Domains

................

Compoany A Company B
1921810.0 192168.20.0

The FortiGate Cookbook 5.0.7



Switching to VDOM mode
and cred ing two VDOMS

Go to System > Dashboard > Status.

In the System Information widget, find
Virtual Domain and select Enable.

You will be required to re-login after
enabling Virtual Domain due to the GUI
menu options changing.

Go to Global > VDOM > VDOM.

Create two VDOMS: VDOM-A and VDOM-B.

Leave both VDOMs as Enabled, with
Operation Mode set to NAT.

+ System Information £ B X

Host Name

Serial Number
Operation Mode

HA Status

System Time
Firmware Version
System Configuration
Current Administrator

Uptime

FG100D3G12812324 [Change]
FG100D3G12812324

NAT [Change]

Standalone [Configure]

Wed Oct 30 06:28:30 2013 (FortiGuard) [Change]
v5.0,build0246 (Interim) [Update] [Details]
[Backup] [Restore] [Rewvisions]

admin [Change Password] /1 in Total [Details]

2 day(s) 0 hour(s) 46 min({s)

I‘u"irtual Domain

Disabled [Enable] |

MName

Enable
Operation Mode

Comments

Mame

Enable
Operation Mode

Comments

VDOM-A

“

A NAT -

Write 2 comment...

0/255
VDOM-B
o
E3NAT -
Write a comment...
0/255

Using VDOMSs to host two FortiOS instances on a single FortiGate unit 27



Assigning interfaces to each
VDO%/\ ]

Go to Global > Network > Interfaces.

Edit port1 and add it to VDOM-A. Set
Addressing Mode to Manual and assign
an IP/Network Mask to the interface (in the
example, 172.20.120.10/255.255.255.0).

Edit port2 and add it to VDOM-A. Set
Addressing Mode to Manual, assign an
IP/Network Mask to the interface (in the
example, 192.168.10.1/255.255.255.0), and
set Administrative Access to HTTPS,
PING, and SSH. Enable DHCP Server.

Edit port3 and add it to VDOM-B. Set
Addressing Mode to Manual and assign
an IP/Network Mask to the interface (in the
example, 172.20.120.20/255.255.255.0).

Name
Alias

Link Status
Type

Virtual Domain

Addressing mode
IP/Network Mask

IPv6 Address

Name
Alias

Link Status
Type

Virtual Domain

Addressing mode
1P/Network Mask

IPv6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server

Address Range

Netmask

Name
Alias

Link Status
Type

Virtual Domain

Addressing mode
IP/Network Mask

IPv6 Address

port1(00:09:0F:B0:EB:FQ)

Down &
Physical Interface

3 VDOM-A ~
(®) Manual () DHCP () PPPOE () One-Arm Sniffer () Dedicate to FortiA

172.20.120.10/255.255.255.0
/0

port2(00:09:0F:B0:EB:F1)

Down ©
Physical Interface

VDOM-A

() Manual () DHCP () PPPoE ()Dedicate to FortiAP/FortiSwitch

192.168.10.1/255.255.255.0

/0
™ HTTPS & PING [ HTTP [ | FMG-Access [ | CAPWAP
™ SSH (] SNMP [ TELNET [| FCT-Access
(] HTTPS [ PING [ HTTP [ FMG-Access [ | CAPWAP
[ SSH [ SNMP () TELNET
™ Enable

& Create New

192.168.10.2 192.168.10.254

255.255.255.0

port3(00:09:0F:B0O:EB:F2)

Down ©
Physical Interface

£3VDOM-B ~

(9) Manual (_) DHCP () PPPOE (1) One-Arm Sniffer (_)Dedicate to FortiAP/F
172.20.120.20/255.255.255.0
/0
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Edit port4 and add it to VDOM-B. Set
Addressing Mode to Manual, assign an
IP/Network Mask to the interface (in the
example, 192.168.20.1/255.255.255.0), and
set Administrative Access to HTTPS,
PING, and SSH. Enable DHCP Server.

Creating administrators for
each VDOM

Go to Global > Admin > Administrators.

Create an administrator for VDOM-A,
called a-admin. Set Type to Regular, set a
password, and set Admin Profile to prof_
admin.

Create an administrator for VDOM-B,
called b-admin. Set Type to Regular, set a
password, and set Admin Profile to prof_
admin.

Make sure to remove the roeot VDOM from
both administrator accounts.

Name
Alias
Link Status
Type

virtual Domain

Addressing mode
IP/Network Mask

IPv6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server

Address Range

Netmask

Administrator

Type

Password

Confirm Password

Comments

Admin Profile

Virtual Domain

Administrator

Type

Passwaord

Confirm Password

Comments

Admin Profile

Virtual Domain

port4(00:09:0F:B0:EB:F3)

Down ©

Physical Interface

§% VDOM-B ~

(=) Manual () DHCP () PPPoE () One-Arm Sniffer () Dedicate to FortiAP/FortiSwitch
192.168.20.1/255.255.255.0
/0

™ HTTPS © PING () HTTP (| FMG-Access | | CAPWAP
™ SsH ) SNMP [ ] TELNET [ | FCT-Access
[ HTTPS [ PING [ | HTTP (| FMG-Access | | CAPWAP
) SSH ) SNMP [ TELNET
™ Enable
@ Create New
192.168.20.2 192.168.20.254
255.255.255.0
a-admin
(*)Regular ( JRemote [ _IPKI

[write a comment... b/zss
| prof_admin 5

VDOM-A *| @
b-admin

(*)Regular ( Remote ( IPKI

saRErEEN

|Write a comment... biz2ss

| prof_admin 5

VDOM-B x|
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Creating a basic
conFigura’rion for VDOM-A

Go to Virtual Domains and select
VDOM-A.

Go to Router > Static > Static Routes.

Add a default route for the VDOM. Set
Destination IP/Mask to 0.0.0.0/0.0.0.0,
set Device to port1, and set Gateway to
the IP of the gateway router (in the example,
172.20.120.2).

Connect a PC to port2. Using HTTPS
protocol, browse to the IP set for port2 and
log into VDOM-A using the a-admin account
(in the example, https://192.168.10.1).

Go to Policy > Policy > Policy.

Create a policy to allow Internet access.
Set Incoming Interface to port2 and
Outgoing Interface to port1. Select
Enable NAT.

Destination IP/Mask 0.0.0.0/0.0.0.0

Device portl
Gateway 172.20.120.2
Policy Type () Firewall (VPN

Policy Subtype

Incoming Interface

Source Address

Outgoing Interface

Destination Address

Schedule

Service

Action

# Enable NAT
@ Use Destination Interface Address
() Use Dynamic IP Pool
(' Use Central NAT Table

(*) Address () User Identity () Device Identity

port2 W/
=] all L7
portl LT
=] all LT
[T always -
7 ALL (¥
v ACCEPT -
Fixed Port

Click to add...
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Creating a basic
conﬁigura’rion for VDOM-B

If you have logged out of the FortiGate unit,
log back in.

Go to Virtual Domains and select
VDOM-B. Go to Router > Static > Static
Routes.

Add a default route for the VDOM. Set
Destination IP/Mask to 0.0.0.0/0.0.0.0,
set Device to port3, and set Gateway to
the IP of the gateway router (in the example,
172.20.120.2).

Connect a PC to port4. Using HTTPS
protocol, browse to the IP set for port2 and
log into VDOM-B using the b-admin account
(in the example, https://192.168.20.1).

Go to Policy > Policy > Policy.

Create a policy to allow Internet access.

Destination IP/Mask

0.0.0.0/0.0.0.0
Device port3
Gateway 172.20.120.2
Policy Type (@ Firewall (VPN

Policy Subtype

Incoming Interface

(®) Address (_User Identity

(_Device Identity

Set Incoming Interface to port4 and Source Address :_]m: :
Outgoing Interface to port3. Select Outgoing Interface port3 e
Enable NAT. Destination Address = all o
Schedule [T always
Service 2 ALL ¥
Action v ACCEPT
 Enable NAT
(*) Use Destination Interface Address Fixed Port
() Use Dynamic IP Pool Click to add...
() Use Central NAT Table
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Connec’ring the gaJreway
router

Connect port1 and port3 of the FortiGate unit
to the gateway router to allow Internet traffic
to flow.

Results

Connect to the Internet from the company A
and company B networks and then log into
the FortiGate unit.

Go to Virtual Domains and select
VDOM-A. Go to Policy > Policy > Monitor
to view the sessions being processed on
VDOM-A.

Go to Virtual Domains and select
VDOM-B. Go to Policy > Policy > Monitor
to view the sessions being processed on
VDOM-B.

i

| VDOM-B |

FortiGate

0 50 100 150 200 250 300 350

Active Sessions

[ Poioy 10 Sourc Interfce/ Zane | — Desinaion nterface/2one | —hcton
1

port2 portl v 380

0 50 100 150 200 250 300 350

Active Sessions

[ Policy 10 | Source intaiace/Zans | Destinaion itarface/Zona | Actien
1

porta port3 v 312
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VeriFying and upda’ring the FortiGate unit's
firmware

This example verifies the current version of FortiOS firmware and, if necessary,
updates it to the latest version.

Always review the Release Notes before installing a new firmware version. They provide the recommended upgrade
path for the firmware release as well as additional information not available in other documentation. Only perform a
firmware update during a maintenance window.

1. Checking the current FortiOS firmware

Downloading the latest FortiOS firmware

X
(@]
(@]
m
X
(@]
(@]
(@)
L
<
)
'_
oc
(@]
L
L
T
'_

2
3. Updating the FortiGate to the latest firmware
4

Results

Download and
install current

Version
Check C
. urrent
firmware  —— \— version?
version
No action
required
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Checking the current
FortiOS firmware

Log in to the web-based manager and view
the dashboard System Information widget
to see the Firmware Version currently
installed on your FortiGate unit.

Downloading the latest
FortiOS Firmware

To download a newer firmware version,
browse to http://support.fortinet.com and log
in using your Fortinet account user name and
password.

Your FortiGate unit must be registered
before you can access firmware images
from the Support site.

Go to Download Firmware Images >
FortiGate. Locate and download the
firmware for your FortiGate unit.

Download and read the Release Notes

for this firmware version. Always review

the Release Notes before installing a new
firmware version in case you cannot update
to the new firmware release from the one
currently running.

+ System Information £ X

Host Name
Serial Number
Operation Mode

HA Status

NAT [Change]

System Time

FG100D3G12801345 [Change]
FG100D3G12801345

Standalone [Configure]
Fri Aug 23 11:14:41 2013 (FortiGuard) [Change]

Firmware Version

v5.0,build0228 (Interim) [Update] [Details]l

System Configuration

Current Administrator

Virtual Domain

[Backup] [Restore] [Revisions]

admin [Change Password] /1 in Total [Details]
Uptime 14 day(s) 5 hour(s) 48 min(s)

Disabled [Enable]

§ .| Download

» FortiGuard Service Updates

» Firmware Images
» Firmware Image Checksums

Please select from the products listed below for Firmware Downloads:

» FOMIADC > FOriADG-E » FortiAnalyzer » FOTtAP »
FortiCarrier > FortiGlient > FortiClientMac > FortiConverter

FortiGate-One » FortiLog » FortiMail > FortiManager » FortiRecorder > FortiScan » FortiSwitch >

» FortiVoice > FortiVoiceOS :: FortiWeb » TalkSwitch

‘The ehecksums to all images are stored HERE

» FortiBridge > FortiCache »

» FortiDB  » FortiDDoS » FOrtiDNS » FortiExplorer » FortiGate »

» FortiToken

Index of ftp://pftpinti@support.fortinet.com/FortiGate/v5.00/5.0/5.0.4/

Up to higher level directory

Name
“ FGR_100C-+500-build0228-FORTINET.out

5 FCT_1000C-v500-build0228-FORTINET.out

| FGT_100D-v500-build0228-FORTINET.out

- FCT_110C-v500-build0228-FORTINET.out

| FGT_111C-w500-build0ZZB-FORTINET.out

5 FGT_1240B-v500-build0228-FORTINET.out

Size Last Modified

28248KB  2013-08-12 1L:32:00 PM
31786KE  2013-08-09 11:34:00 PM
31328KE  2013-08-03 11:33:00 PM
25265KE  2013-08-09 11:33:00 PM
26780 KB  2013-08-03 11:33:00 PM
32958KB  2013-08-03 11:34:00 PM
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http://support.fortinet.com

Upda’ring the FortiGate to
the latest Firmware

Go to System > Dashboard > Status.

Host Name FG100D3G12801345 [Change]
Backup your configuration from the System Serial Number FG100D3G12801345
- . Operation Mode NAT [Change]
Information dashboard widget, next to A Status E——
System c°nfiguration__ System Time Fri Aug 23 11:14:41 2013 (FortiGuard) [Change]
Firmware Version v5.0,build0228 (Interim) [Update] [Details]
AIWayS I’emember tO baCk up your System Configuration Restore] [Revisions]
. . . . Current Administrator admin [Change Password] /1 in Total [Details]
configuration before doing any firmware Uptime 14 day(s) 5 hour(s) 48 min(s) v
upg rades Virtual Domain Disabled [Enable] 8
m
X
o
3
Under System Information > Firmware L
Version, select Update. 3
=
Find the firmware image file that you Q
downloaded and select OK to upload and &
. . . . =
install the firmware build on the FortiGate
unit.

The FortiGate unit uploads the firmware
image file, updates to the new firmware
version, restarts, and displays the FortiGate
login. This process takes a few minutes.

From the FortiGate web-based manager, go
to System > Dashboard > Status. In the
System Information widget, the Firmware
Version will show the updated version of
FortiOS.
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36

SeHing up FortiGuard services

If you have purchased FortiGuard services and registered your FortiGate unit, the
FortiGate should automatically connect to a FortiGuard Distribution Network (FDN)
and display license information about your FortiGuard services. In this example, you
will verify whether the FortiGate unit is communicating with the FDN by checking
the License Information dashboard widget.

d
Internet

FortiGuard

1

FortiGate

-
7

Internal Network
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VeriFying the connection

On the dashboard, go to the License
Information widget.

Any subscribed services should have a green
check mark, indicating that connections are
successful.

A grey X indicates that the FortiGate unit
cannot connect to the FortiGuard network, or
that the FortiGate unit is not registered.

A red X indicates that the FortiGate unit was
able to connect but that a subscription has
expired or has not been activated.

You can also view the FortiGuard connection
status by going to System > Config >

¥ License Information

Support Contract

Registration

Hardware

Firmware

Enhanced Support
Comprehensive Support

FortiGuard Services

Antivirus

IPS & Application Control
Vulnerability Scan

Web Filtering

Email Filtering

Support Contract

Registration

Registered (Login: vancouver_support@fortinet.com)
[Login Now]

8 x 5 support (Expires: 2013-12-10)

o

8 x 5 support (Expires: 2013-12-10)
24 % 7 support (Expires: 2013-12-10)

24 % 7 support (Expires: 2013-12-10)

Licensed (Expires 2013-12-10)
Licensed (Expires 2013-12-10)
Licensed (Expires 2013-12-10)

Licensed (Expires 2013-12-09)

CO0Oe ©eoee

Licensed (Expires 2013-12-09)

Registered (Login ID: vancouver_support@fortinet.com) [Login Now] @

Hardware 8 x 5 support (Expires: 2013-12-10) (]
Forthuard Firmware 8 x 5 support (Expires: 2013-12-10) Q
Enhanced Support 24 x 7 support (Expires: 2013-12-10) (]
Comprehensive Support 24 x 7 support (Expires: 2013-12-10) (]
FortiGuard Subscription Services
AntiVirus Valid License (Expires 2013-12-10) (]
AV Definitions 1.00000 (Updated 2012-10-17 vie Manual Update) [Update]
AV Engine 5.00032 (Updated 2012-10-16 via Manual Update)
1PS & Application Control Valid License (Expires 2013-12-10) (]
IPS Definitions 4.00295 (Updated 2013-01-28 vie Manual Update) [Update]
IPS Engine 2.00132 (Updated 2013-02-20 via Manual Update)
Vulnerability Scan Valid License (Expires 2013-12-10) Q
VCM Plugins 1.00297-L (Updated 2013-03-04 via Manual Update) [Update]
VCM Engine 1.00297 (Updated 2013-03-04 via Manual Update)
Web Filtering valid License (Expires 2013-12-09)
Email Filtering Valid License (Expires 2013-12-09)
Messaging Services Unreachable
Setting up FortiGuard services 37
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Extra help: FortiGuard

This section contains tips to help you with some common challenges of using
FortiGuard.

FortiGuard services appear as expired/unreachable.

Verify that you have registered your FortiGate unit, purchased FortiGuard services and that
the services have not expired at support.fortinet.com.

Services are active but still appear as expired/unreachable.
Verify that the FortiGate unit can communicate with the Internet.

The FortiGate is connected to the Internet but can’t communicate with
FortiGuard.

Go to System > Network > DNS and ensure that the primary and secondary DNS servers
are correct. If the FortiGate interface connected to the Internet gets its IP address using
DHCP, make sure Override internal DNS is selected.

Also, determine if the default port used for FortiGuard traffic, port 53, is being blocked, either
by a device on your network or by your ISP. If you cannot unblock the port, change it by
going to System > Config > FortiGuard and selecting the service(s) where communication
errors are occurring. Under Port Selection, select Use Alternate Port.

Communication errors remain.

FortiGate units contact the FortiGuard Network by sending UDP packets with typical source
ports of 1027 or 1031, and destination ports of 53 or 8888. The FDN reply packets would
then have a destination port of 1027 or 1031. If your ISP blocks UDP packets in this port
range, the FortiGate unit cannot receive the FDN reply packets.

In effort to avoid port blocking, You can configure your FortiGate unit to use higher-
numbered ports, such as 2048-20000, using the following CLI command:

config system global
set ip-src-port-range 2048-20000

end

Trial and error may be required to select the best source port range. You can also contact
your ISP to determine the best range to use.

The FortiGate Cookbook 5.0.7


https://support.fortinet.com

Lo%ing network traffic to 9a’rher information

This example demonstrates how to enable logging to capture the details of the
network traffic processed by your FortiGate unit.

1. Recording log messages and enabling event logging
2. Enabling logging in the security policies

3. Results

Securi+y events
only Securit

event in
session?

Log all
traffic?

Session begins — ;\00?32??

YCS

No record Record Q\J

session data

i B

Logging network traffic to gather information
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Recording log messages and
enabling évent |099in9

Go to Log & Report > Log Config > Log
Settings.

Select where log messages will be recorded.

You can save log messages to disk if

your FortiGate unit supports this, to a
FortiAnalyzer or FortiManager unit if you
have one, or to FortiCloud if you have a
subscription. Each of these options allow
you to record and view log messages and to
create reports based on them.

In most cases, it is recommended to

Send Logs to FortiCloud, as shown

in the example. For more information on
FortiCloud, see “Using FortiCloud to record
log messages” on page 44.

Next, enable Event Logging.

You can choose to Enable All types of
logging, or specific types, such as WiFi
activity events, depending on your needs.

Logging and Archiving
| Disk
[_| Send Logs to FortiAnalyzer/FortiManager
1P Address: Test Connectivity
@ Send Logs to FortiCloud
Account: email@example.com | Test Connectivity |
Upload Option
() Realtime
# Event Logging
# Enable All @ WiFi activity event # System activity event @ User activity event
o Router activity event @ VPN activity event o Explicit web proxy event

GUI Preferences

Display Logs From | FortiCloud 2
@ Resolve Hostnames (Using reverse DNS lookup)

@ Resolve Unknown Applications (Using remote application database)

| Apply

40
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Enabling logging in the
securi+y po ICiés

Go to Policy > Policy > Policy. Edit the

policies controlling the traffic you wish to log.

Under Logging Options, you can choose
either Log Security Events or Log all
Sessions.

In most cases, you should select Log
Security Events. Log all Sessions can
be useful for more detailed traffic analysis
but also has a greater effect on system
performance and requires more storage.

Results

View traffic logs by going to Log & Report
> Traffic Log > Forward Traffic. The logs
display a variety of information about your
traffic, including date/time, source, device,
and destination.

To change the information shown, right-
click on any column title and select Column
Settings to enable or disable different
columns.

Peolicy Type
Policy Subtype

Incoming Interface

() Firewall (VPN

(=) Address (_)User Identity (| Device Identity

internal

Source Address =] all
Outgoing Interface wanl
Destination Address =] all
Schedule [T always
Service T ALL
Action + ACCEPT
# Enable NAT

(#) Use Destination Interface Address [ | Fixed Port

() Use Dynamic IP Pool Click to add...

Logging Options
) Mo Log
() Log Security Events

@ Log all Sessions

Jownload Raw Log
| s |
ﬂ 192.168.1.117
192.168.1.117
192.168.1.100
192.168.1.100
192.168.1.117
192.168.1.100
192.168.1.100
192.168.1.100
192.168.1.117
192.168.1.100
192.168.1.114

@ 00:0c:29:c2:38:8e
@ 00:0c:29:c2:38:8e
B o0:09:0f:7e:71:fe
B 00:09:0f:7e:71:fe
@ 00:0c:29:c2:38:8e
B 00:09:0f:7e:71:fe
[ 00:09:0f:7e:71:fe
B 00:09:0f:7e:71:fe
@ 00:0c:29:c2:38:8e
[ oo:09:0f:7e:71:fe
[ 00:0c:29:4b:d7:cc

CCQCC

m T Application Name | 7 Sent / Received I

[0 208.591.113.70 NTP
[*0208.91.112.53 DNS
[l 208.91.113.184 Unknown
[l 208.51.112.53 DNS
[l 208.91.112.50 NTP
[0 208.91.113.184 Unknown
[0 208.91.113.184 Unknawn
[l 208.591.112.53 DNS
[*0 208.91.113.70 NTP
[0 208.91.113.184 Unknown
192.168.110.9 Unknown

608 B/ 603 B
43.06 KB / 93.73 KB
1208/08B

536 B /777 B
912B/912B
120B/08B
120B/0B

670 B/ 1.08 KB
1.48 KB/ 1.48 KB
120B/0B
77B/389B
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You can also select any entry to view more Dst [#] 208.91.112.184  Virtual Domain root
information about a specific session. Received o Source Country  Reserved
Src NATIP 172.20.120.123 Sent / Received 120B/0B
Device Type Fortinet Device Duration 123
Sent 120 Src NAT Port 62620
Application Details Device BH 00:09:0fi72:71:fe
Service HTTPS Protocol =
byod_name Destination Country Canada
Dst Port 443 roll 63406
Status timeout Timestamp Meon Mar 11 10:26:43 20132
Tran Display snat 0S Name Fortinet OS
Sequence Number 954732 Policy ID 3
Src Interface portl Src 152.168.1.100
Sent Packets 2 Level notice
Src Port 2204 Log ID 13
Sub Type forvard Threat
Received Packets o Date/Time 10:36:43 (Mon Mar 11 10:36:43 2013)
Dst Interface wanl
D Refresh @ Download Raw Log Logl

Different types of event logs can be found at

O S . S
Log & Report > Event Log. S

Performance statistics

interface wan1 gets a DHCP lease, 1p1172.20.120.234, mask:255.255.255.0, gateway:172.20.120.2, lease expires:Tue Jul 2 12:39:48 2013

Performance statistics

2
3

N

5 113245
6 11:27:45
7
8
B

Performance statistics

Performance statisties

The example shows the System log
that records system events, such as :
administrative logins and configuration it iores

12 11:02:45

Performance statistics

Performance statistics

Performance statistics
interface wan1 gets a DHCP lease, ip:172.20.120.234, mask:255.255.255.0, gateway:172.20.120.2, lease expires:Tue Jul 2 12:09:48 2013
Performance statistics

Performance statistics

= Ferformance sattes
changes, ] )

o O

s erformance sttics

As with the Forward Traffic log, select an Virtual Domain root Level notice
entry for further information. Memory &8 Timestamp  Tue Jul 2 11:37:45 2013
CPU o Log ID 40704
Sub Type system Total Sessions 43
Action perf-stats Date/Time 11:37:45 (Tue Jul 2 11:37:45 2013)
Message Ferformance statistics




Extra help: Lo%ing

This section contains tips to help you with some common challenges of FortiGate
logging.

No log messages appear.

Ensure that logging is enabled in both the Log Settings and the policy used for the traffic
you wish to log, as logging will not function unless it is enabled in both places.

If logging is enabled in both places, check that the policy in which logging is enabled is the
policy being used for your traffic. Also make sure that the policy is getting traffic by going to
the policy list and adding the Sessions column to the list.

Logs from a FortiAnalyzer, FortiManager, or from FortiCloud do not appear in
the GUI.

Ensure that the correct log source has been selected in the Log Settings, under GUI
Preferences.

The FortiGate unit’s performance level has decreased since enabling disk
logging.

If enabling disk logging has impacted overall performance, change the log settings to either
send logs to a FortiAnalyzer unit, a FortiManager unit, or to FortiCloud.

Log All Sessions is enabled on all security policies and cannot be changed.
This can occur if Client Reputation is enabled.
Logging to a FortiAnalyzer unit is not working as expected.

The firmware for the FortiGate and FortiAnalyzer units may not be compatible. Check the
firmware release notes, found at support.fortinet.com, to see if this is the case.

Extra help: Logging 43
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Using FortiCloud to record Iog messages

This example describes setting up FortiGate logging to FortiCloud, an online log
retention service provided by Fortinet. It also describes how to use FortiCloud to
view and access FortiGate traffic logs.

You must register your FortiGate unit before you can activate FortiCloud.

1. Activating FortiCloud
Sending logs to FortiCloud

Enabling logging in your security policies

> @D

Results

ortiCloud

¢

Internal Network
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Ac’riva’ring FortiCloud

Go to System > Dashboard > Status.

In the FortiCloud section of the License
Information widget, select the green
Activate button.

Fill in the required information to create a
new FortiCloud account.

+ License Information £ 0 X

Support Contract

Registration Registered (Login: @.
Imullen@fortinet.com)
[Logim Now]
Hardware 8 x 5 support (Expires: @.
2014-05-24)
Firmware 8 x 5 support (Expires: @.
2014-05-24)
Enhanced Support 24 x 7 support (Expires: @-
2014-05-24)
Comprehensive Support 24 x 7 support (Expires: @.
2014-05-24)
FortiGuard Services
Next Generation Firewall
IPS & Application Control Licensed (Expires 2014-05-24) @.
ATP Services
AntiVirus Licensed (Expires 2014-05-24) @-
Web Filtering Licensed (Expires 2014-05-23) @.
Other Services
Vulnerability Scan Licensed (Expires 2014-05-24) @.
Email Filtering Licensed (Expires 2014-05-23) @.
FortiCloud
Account [Activate]
FortiClient Software [ Mac [ windows

Registered/Allowed Y IT (Cctails] [Enter License]

FortiToken Mobile

Assigned/Allowed l 0of2 |

Activate FortiCloud

@) Login @ Create Account

Please enter the information below and click the activate button

Email: admin@company.com
Re-type email: admin@company.com
Password: sesesnre

Re-type Password: [

1 Agree to the FortiCloud Terms & Conditions [View]

Using FortiCloud to record log messages
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Sending Iogs to FortiCloud

Go to Log & Report > Log Config > Log
Setting.

Enable Send Logs to FortiCloud and
adjust the Event Logging settings as
required.

Select Test Connectivity to verify the
connection between the FortiGate unit and
your FortiCloud account.

Set the GUI Preferences to Display Logs
from FortiCloud, to easily view your logs.

Enabling Iog ing in the
securi‘ry po ICiés

Go to Policy > Policy > Policy. Edit the
security policies that control the traffic you
wish to log.

Under Logging Options, select either Log
Security Events or Log all Sessions,
depending on your needs.

In most cases, Log Security Events will
provide sufficient information in the traffic
logs. Log all Sessions can be useful for
more detailed traffic analysis but also has a
greater effect on system performance and
requires more memory for storage.

Logging and Archiving
() Disk
Send Logs to FortiAnalyzer/FortiManager
1P Address:

™ Send Logs to FortiCloud
Account:

Upload Option
(® Realtime

o Event Logging
# Enable All

GUI Preferences

Display Logs From FortiCloud

Imullen@fortinet.com

@ WIFi activity event
@ Router activity event & VPN activity event

Test Connectivity

Test Connectivity

™ System activity event @ User activity event
@ Explicit web proxy event

™ Resolve Hostnames (Using reverse DNS lookup)

™ Resolve Unknown Applications (Using remote application database)

Policy Type
Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule
Service
Action
@ Enable NAT

(*) Use Destination Interface Address

() Use Dynamic IP Pool

Logging Options
() No Log
G) Log Security Events

() Log all Sessions

| Apply |

(=) Firewall (VPN

(=) Address () User Identity () Device Identity
internal

E=] all

wanl

£=] all

[T always -

CCCOC

7 ALL v

« ACCEPT -

Fixed Port

Click to add...

46

The FortiGate Cookbook 5.0.7



Results

Go to System > Dashboard > Status.

In the FortiCloud section of the License
Information widget, select Launch Portal.

From the portal, you can view the log data
and reports.

You can access your FortiCloud account at
any time by going to www.forticloud.com.

Daily Summary reports can also be found
through the FortiGate unit by going to Log &
Report > Report > FortiCloud.

You can also configure your FortiCloud
account to have these reports emailed to
you.

Logs viewed through the GUI will also now
read Log location: FortiCloud in the upper
right corner.

FortiCloud

Dashboards Logs & Archives Drilldown

Logs & Archives

Reports

Traffic Log - FG100D3G612804195

Device: FG100D3G12804195

P Refresh | [Column Settings & Clear Filters | Period: Last 7 days =

Management

@Formatted ©)Raw

— Time Level T Service T Source T Destination T N
=i 1 2013-03-27 05:44:38 8010/tcp 192.168.1.111 192.168.1.99 0
#Event Log 2] 2013-03-27 05:44:38 8612/udp  172.20.120.14  172.20.120.255 o
& Antivinus Log 3 2013-03-27 05:44:38 8612/udp  172.20.120.14 224.0.0.1 0

4 2013-03-27 05:44:37 8010/tep  192.168.1.200 192.168.1.99 0
W Web Filter Log ] 2013-03-27 05:44:36 8512/udp 172.20.120.83  172.20.120.255 ]
~ Ea Application Conral Log 3 2013-03-27 05:44:38 8612/udp  172.20.120.83 224.0.0.1 0
7 2013-03-27 05:44:34 DCE-RPC  192.168.1.111  208.81.113.213 800
& attack Log ) 2013-03-27 05:44:33 HTTPS 192.166.1.111  208.91.113.96 5889
- @ Antigpam Log 9 2013-03-27 05:44:33 HTTPS 192.168.1.111  208.91.113.96 6305
10 2013-03-27 05:44:33 HTTPS 192.166.1.111  208.91.113.96 5953
= (3 Archives
1 2013-03-27 05:44:33 HTTPS 192.166.1.111  208.91.113.96 5889
+* IPS Packets 12 2013-03-27 05:44:33 HTTPS 192.168.1.111  208.81.113.96 4615
+» DLP & Archives 13 2013-03-27 05:44:32 HTTPS 192.166.1.111 65.54.52.250 sa4
« LogFiles 14 2013-03-27 05:44:31 8612/udp  172.20.120.14 224.0.0.4 o
15 2013-03-27 05:44:31 8612/udp  172.20.120.14 | 172.20.120.255 0
« »
LI »
* click anywhere in a row to view details
Summary Report
Bandwidth and Applications
Bandwidth Usage Number of Sessions
1 2,000
o8 1,800
0.8 500
o g
=13 G200
.5 Fheto
4 200
Fos &0
0z g0
o1 200

:
P R

Top Users by Bandwidth Usage Top Users by Sessions
Usar a | Traffic Usar [ =] Seesion (Count)
192.168.1.110 |mw|- sszskaiaaks | | 192.16B.1.110 10005 | I s
Totak 662.6 KB/ 840.8 KB Tokal: 1963
[ Semt Raceived [ Seesion (Court)
Top Applications by Bandwidth Top Applications by Sessions
Application | e Trafic pplicatis [ Session (Gount)
<Empay- woo% | [ ssaskaisnoke | | <Emptys 1000 | I e
Totak 8626 KB/ 340.9 KB Tokal: 1963
[0 Sant Racaived [ Sassion (Gourt)
Top Destination by Bandwidth Usage Top Destination by Sessions
172.20.120.123 172,20 120,123
P08.81.113.43 %
192.188.110.8 a:.l‘:q Cther (248)
o8N

20861 113 213
82%

@ 208.01.113.213 = 314 KB

© 102.168.110.0 = 263.3 KB

() 208.81.113.43 = 196.3 KB

@ 172.20.120.123 = 175.5 KB

) 69.171.153.181 = 40.4 KB @ Other (246) = 644 KB

192.188.110.6
,|IN

@ 192.168.110.8 = 772  172.20.120.123 = 153
) 208.91.113.213 =97 @ 192.168.221.201 = 90
() 208.91.113.43 = 60 ) Other (246) = 811

Using FortiCloud to record log messages
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SeHing up a limited access administrator
account

This example adds a new FortiGate administrator account that uses an
administrative profile with access limited to read and write for authentication and
device information and to reading for logs and reports. Account access to the
firewall will be limited to connections from a specific subnet.

1. Creating a new administrative profile
2. Adding a new administrator and assigning the profile

3. Results

Admin Account

Admin ProfFile

/ | \

Read-Write
Read Only \

Fortigate
Functions
a1

No Access

Fortigate
Functions
v~ 1

Fortigate
Functions
e~ 1
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Creating a new
administrative Pro@ile

Go to System > Admin > Admin Profile. Profile Name: PETST———
L . Comments: Members have rights to manage J
Create a new administer profile that allows authentication and review logs and reports /] 7255
the administrator with this profile to view and Access Control [/ Nome  []ReadOnly [ Read-Write
. . System Configuration @]
edit components of User and Devices and Network Configuration
to view logs and reports. Admin Users
FortiGuard Update
Maintenance

Router Configuration

-

Firewall Configuration

-

Security Profile Configuration
VPN Configuration

User & Device O ®
WAN Opt & Cache ]
Endpoint Security
WiFi Controller

¥ Log & Report

Configuration

JORORONORORORORORO)

NoRORORORO)

Data Access

®®00000

Report Access

Setting up a limited access administrator account



Adding a new administrator
and assigning the Pro@ile

Go to System > Admin > Administrators.

Create a new administrator account and
assign it to the profile new that was just
created.

Restrict access to the firewall to logins from
Trusted Hosts Only by adding the IP address

range to one of the Trusted Host fields.

Results

Log in to the FortiGate unit using the user
name of new administrator account.

The admin profile controls what features of
the FortiGate configuration the administrator
can see and configure from web-based
manager and CLI.

This administrator can create and edit
elements regarding users, authentication and

Administrator t.white

Type (*)Regular (_Remote [ PKI

Password

Confirm Password

Comments [Authentication Manager 227285

Admin Profile | Authentication_Management # |

Contact Info

@ Email Address t.white@example.com

[ 15Ms * FortiGuard Messaging Service

Phone Number

Custom

| Enable Two-factor Authentication

@] Restrict this Admin Login from Trusted Hosts Only

Trusted Host #1 172.20.120.0/24

Trusted Host #2 0.0.0.0/0.0.0.0

Trusted Host #3 0.0.0.0/0.0.0.0 ]
IPv6 Trusted Host #1 ::/0
IPv6 Trusted Host #2 ::/0

IPv6 Trusted Host #3 ::/0

|| Restrict to Provision Guest Accounts

H © create new Q_Search
| 7 User Name| T Type| T Two-factor Authentication | T Ref.

S —

N George LOCAL [ %) 3
=G User John LocAL (%] 3
Paul LOCAL [x] 4

User Group Ringo LOCAL (%] 3

Guest Management Yoko LoCAL [x] o

‘& Device guest LOCAL (%] 1

‘i Authentication

‘& Two-factor Authentication
-sl Vulnerability Scan

@ Monitor
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devices etc. Also available for viewing are the
logs and reports. Elements not specified as
Readable do not appear.

Log in with a super admin account.

Go to System > Dashboard > Status, and
view the System Information widget.

Select Details for the Current Administrator
to view all administrators logged in.

Go to Log & Report > Event Log >
System.

The upper pane will show the activity, such
as the successful login of the t.white admin
account.

Select the entry for the new administrator
login to get more detailed information to
show in the lower pane.

The details show that the new administrator
account logged in from an IP address that is

within the ranges specified in the Trusted
Hosts field.

+ System Information £ X

Host Name FG100D3G12804410 [Change]
FG100D3G12804410

NAT [Change]

Standalone [Configure]

Thu Sep 5 17:05:03 2013
[Change]

5.0,build0228 (GA Patch 4)
[Update] [Details]

[Backup] [Restore] [Revisions]

Serial Mumber
Operation Mode
HaA Status

System Time

Firmware Version

System Configuration

Current Administrater admin [Change Password] /5 in

Total [Details]
6 day(s) 2 hour(s}) 13 min(s)
Disabled [Enable]

Uptime

Virtual Domain

Administrators logged in

D Refresh

8 [ser Name ~ Access profile —Tfype From | Time |

O admin super_admin https 192.168.150.50 Thu Sep 5 15:45:36 2013
Authentication_Management https 172.20.120.229 Thu Sep 5 16:20:21 2013
https 172.20.120.22% Thu Sep 5 16:21:59 2013

(] t.white

O admin super_admin

| # |7 Date/Time| Tlevell YuUser | TMessanc __________J

m 16:20:21 = @l t-white | Administrator t.white logged in successfully from https(172.20.120.229)

17 16:16:50 Performance statistics
18 16:11:50 Performance statistics
19 16:06:51 Performance statistics
[4[4] 1 /55 [ /(M [ Total: 2726 ]
Action login Date/Time 16:20:21 (137839802
Level Iinformation Log ID 32001
Message Administrater t.white logged in successfully from https{172.20.120.229) Profile Name Authentication_Manag
Reason none Status success
Sub Type system Timestamp Thu Sep 5 16:20:21 2

User 1 twhite User Interface https{172.20.120.229
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Using SNMP to monitor the FortiGate unit

The Simple Network Management Protocol (SNMP) enables you to monitor
hardware on your network. You configure the hardware, such as the FortiGate
SNMP agent, to report system information and send traps (alarms or event
messages) to SNMP managers.

In this example, you configure the FortiGate SNMP agent and an example SNMP
manager so that the SNMP manager can get status information from the FortiGate
unit and so that the FortiGate unit can send traps to the SNMP manager.

1. Configuring the FortiGate SNMP agent
2. Enabling SNMP on a FortiGate interface

3. Downloading Fortinet MIB files to and configuring an
example SNMP manager

4. Results

Internet

Internal Network

7 T ] I

FortiGate

SNMP Manager
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Confi uring the FortiGate
SNM agen’r

Go to System > Config > SNMP.

Configure the SNMP agent.

SNMP Agent Enable
Description Company FortiGate unit
Location Head Office, server room
Contact admin@company.com

| Apply J

SNMP v1/v2c

& Create New

|
(8] CommunityNome | Queries |
]

FortiGates (7]

(/]

SNMP v3

@ Create New [ Edit M Delete

Security Level Notification Host m

FortiGate SNMP MIB

Download FortiGate MIB File
Download Fortinet Core MIB File

Using SNMP to monitor the FortiGate unit
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Under SNMP v1/v2c create a new
community.

Add the IP address of SNMP manager (in
the example, 192.168.1.114/32). If required,
change the query and trap ports to match
the SNMP manager.

You can add multiple SNMP managers or set
the IP address/Netmask to 0.0.0.0/0.0.0.0
and the Interface to ANY so that any SNMP
manager on any network connected to the
FortiGate unit can use this SNMP community
and receive traps from the FortiGate unit.

Enable the SNMP Events (traps) that you
need. In most cases leave them all enabled.

Enabling SNMP on a
FortiGate interface

Go to System > Network > Interfaces.

Enable SNMP administrative access on the
interface connected to the same network as
the SNMP manager.

Edit SNMP Community

Community Name FortiGates

Hosts:
192.168.1.114/255.255.255.255 portl - o
| Add |
Queries:
v1 161
v2c 161
Traps:
roncor e P e e
v1 162 162
vae 162 162

[¥]CPU usage is high [¥]Memary is low
[¥]Log disk space is low [¥]Interface IP is changed
[¥] VPN tunnel up [¥] VPN tunnel down
WiFi Controller AP down
FartiSwitch Controller Session down

WiFi Controller AP up
[¥] FortiSwitch Contraller Session up

HA cluster status is changed
HA member up

HA heartbeat failure
HA member down

[¥]Virus detected
[¥] Fragmented email detected

Matched file pattern detected
Oversized filefemail detected
Oversized file/email blocked
[¥]AV bypass happens

Oversized filefemail passed

[¥]11PS anomaly detected
[¥]IPS package updated

IPS attack detected

System enters conserve mode System configuration is changed

FortiAnalyzer disconnected

Name portl (00:09:0F:4E:10:1F)
Alias |
Link Status Up

Addressing mode
IP/Network Mask:

@ Manual ) DHCP ) Dedicate to FortiAP/FortiSwitch

192.168.1.99/255.255.255.0

IPvG Address: /0
Administrative Access HTTPS PING [(|HTTP  [|FMG-Access
[7]55H [#]SNMP [] TELNET []FCT-Access
IPvE Administrative Access [[JHTTPS [[JPING [CJHTTP  [[|FMG-Access
[F155H [C1SNMP [T] TELNET
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Downloading the Fortinet
MIB Files t6 and conPiguring
an example SNMP mariager

Go to System > Config > SNMP to
download FortiGate SNMP MIB file and the
Fortinet Core MIB file.

Two types of MIB files are available for
FortiGate units: the Fortinet MIB, and the
FortiGate MIB. The Fortinet MIB contains
traps, fields, and information that is common
to all Fortinet products. The FortiGate MIB
contains traps, fields, and information that is
specific to FortiGate units.

Configure the SNMP manager at
192.168.1.114 to receive traps from the
FortiGate unit. Install the FortiGate and
Fortinet MIBs.

Results

This example uses the SolarWinds SNMP
trap viewer.

In the SolarWinds Toolset Launch Pad, go to
SNMP > MIB Viewer and select Launch.

SNMP Agent [¥]Enable
Description Company FortiGate unit
Location Head Office, server room
Contact admin@company.com

| Apply |
SNMP v1/v2c

@ Create New [ jiu
T T ————T
] @

FortiGates (/]

SNMP v3
@ Create New [ il

W] userName | Security Lovel | Notification Host | Queries |

FortiGate SNMP MIB

Download FortiGate MIB File
Download Fortinet Core MIB File

% MIB Yiewer
File:

Hostname or IP Address

ISe\ect Device... @J
- Download
MIB Table

MIB Table to download

|

MIB ‘Viewer will download, format, and display any SHNMP MIB
“ariable. Simply enter the name of the MIB variable, a MIB Table
name, ar an OID sequence (1.3.2.6.1...etc). The MIB Viewer
uses Solatvyinds extensive MIB database to automatically
determine details about each SMNMP MIE Yariable.

You can also use Solarinds MIB Browser to find the specific
B variable that has the infarmation you are looking for.

More Details

Using SNMP to monitor the FortiGate unit
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Choose Select Device, enter the IP address
of the FortiGate unit, and choose the
appropriate community string credentials.

Open the SNMP Trap Receiver and select
Launch.

Device Credentials x|

Device or IP address:

[192.762.1.93 =l

Credentials:

= Cammurnity string:

IleiG ates j
I SNMP Version 3:
ISB\ECI or add credenhials j A

Test I Ok | Cancel |

1 search results for SNMP Trap Receiver

% SNMP Trap Receiver
Logs, and display SNMP traps sent from a network device, server, or application

= Receives, logs, and displays SNMP traps
= Includes traps that are sent from a network device, server or application

Launch

IS[=] E3

“®GNMP Trap Receiver
- File Edit Traps Help

B ¢ B O =

Expork Prink Clear Pause  Zettings |

Trap Details

Community Device Type

IP Address

Trap Time
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On the FortiGate unit, perform an action to
trigger a trap (for example, change the IP
address of the DMZ interface).

Venfy that the SN M P manager recelves the Trap Time IP &ddress Community | Device Type Trap Detailz
trap. sysllpTime = 6976332
08-har-13 ) snmpTraplID = fnTrapinfChg.1.3.0 201
1049 AN 192168199 | FortiGates frTrapinfChi1.1.1 = FG100D3G1 2801361
. aysMame = FG10003G1 2801361
ifindex = 2

sysUpTime = BI7E332
snmpTrapliD = fnTrapSystem.1.1004.0.201

0&-hlar-13 192168499 FortiGates fnTrapSystem.1 1004 fnTrapinfChg.1.1.1 = FG10003031 2801 361

10:49 AW syshlame = FG10003G1 2801 361
ifindex = 2
experimental 10571 =192.165.1.99
sysUpTime = BI7E332
snmpTrapliD = fnTrapSystem 6.0.1004
05-Mar-13 . fnTrapinfChg.1 1.1 = FG10003G1 2501 361
10049 A1 192165199  ForiGates iHame 2 = dmz
nTrapSystem 621 =1010.101
fnTrapSystem 6.2.2 = 2552552550
sysUpTime = BI7E332
snmpTraplID = fnTrapSystem.1.1004.0.1004
08-har13 fnTrapinfChg.1 1.1 = FG10003G1 2501 361
10'_49 .AM 192168199  ForiGates  fnTrapSystem. 1004  ifName.2 = dmz
) nTrapSystem 621 =1010.101
fnTrapSystem 6.2.2 = 2552552550
experimental 10571 =192.165.1.99
On the FortiGate unit, view log messages
showing the trap was sent by going to Log & cfgpath system.interface Date/Time 10:49:28 (Fri Mar 8 10:49:28 2013)
Report s> Event Log > 3ystem i Virtual Domain  root Level information
Timestamp Fri Mar 8 10:43:28 2013 «cfgtid 2943201
logid 44547 Sub Type system
User Interface GUI(172.20.120.21) User Tl admin
Action Edit cfgobj dmz
roll 65409 cfgattr ip[10.10.10.99 255.255.255.0->10.10.10.1
Message Edit system.interface dmz
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SeHing up an exPIici’r proxy for users on a
priva’re network

In this example, an explicit web proxy is set to accommodate faster web browsing.
This allows internal users to connect using port 8080 rather than port 80.

1. Enabling explicit web proxy on the internal interface
Configuring the explicit web proxy for HTTP/HTTPS traffic
Adding a security policy for proxy traffic

> @D

Results

Internet

) ] 1\

LD/ Explicit web ProXy | EortiGate
s dstiingdl shetd 5

Internal Network Fort 4
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Enablin exphci’r web roxy
on the internal interface

Go to System > Network > Interfaces.

Edit an internal port (port 4 in the example).
Enable both DHCP Server and Explicit
Web Proxy.

Go to System > Config > Features. Ensure
that WAN Opt. & Cache is enabled.

MName
Alias

Link Status
Type

Addressing mode

IPfMetwork Mask

Administrative Access

DHCP Server

Address Range

port4 (00:09:0F:4E:0E:C2)

Internal Interface

Down @

Physical Interface

@ Manual O DHCP & PPPoE (O One-Arm Sniffer (O Dedicate to

[10,10.1.99/255.255 255.0 |

HTTPS PING [ HTTR  [] FMG-Access
S5H [ SMMP [ TELMET [J FCT-access

Enable

@ Create New [ Edit T Delete

10.10.1.100 10.10.1.200
Netmask 255.255.255.0
Default Gateway @ Same as Interface IP () Specify
DNS Server & Same as System DNS (O Specify
P Advanced...
secrity Mods
Deavice Management
Detect and Identify Devices O
Enable Explicit Web Proxy

Listen far RADIUS Accounting Messages []

Secondary IP Address
Comments

Administrative Status

Basic Features
Advanced Routing &

WAN Opt. & Cache @
[ on J

O
[write & comment... 07255
® © Up O © Down

f 1 WiFi Controller @
L]

Setting up an explicit proxy for users on a private network
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ConFigurian the explicit web
prox For HTTP/HTTPS
traffic

Go to System > Network > Explicit Proxy | v gxpiicit web proxy options
and enable the HTTP/HTTPS explicit web

Enable Explicit Web Proxy HTTP / HTTPS [C] FTP [C] PAC
proxy.

Listen on Interfaces portd £

Ensure that the Default Firewall Policy TP Port 8080

Action is set to Deny. FTTPS Port 0 (0 t0 use HTTP port)
FTP Port o (0 to use HTTP port)
PAC Port o (0 to use HTTP port)
PAC File Content &
Proxy FQDN default.fgdn
Max HTTP request length 4 Kb
Max HTTP message length 37 Kb
Unknown HTTP version Best Effort -
Realm default

Default Firewall Policy Action () Accept @ Deny
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Adding a securi‘ry Policy For
proxy troffic

Go to Policy > Policy > Policy.

Create a new policy and set the Incoming
Interface to web-proxy, the Outgoing
Interface to an internal port (in the example,
port 3), and the Service to webproxy.

Results

Configure web browsers on the private
network to connect using a proxy server.
The IP address of the HTTP proxy server is
10.10.1.99 (the IP address of the FortiGate
internal interface) and the port is 8080

(the default explicit web proxy port). Web
browsers configured to use the proxy server
are able to connect to the Internet.

Go to Policy > Policy > Policy to see the ID
of the policy allowing webproxy traffic.

Web proxy traffic is not counted by security
policy.

Policy Type @ Firewall OWVPN

Policy Subtype @ Address () User Identity O Device Identity

Incaming Interface web-proxy -
Source Address =] all W
Qutgoing Interface portd -
Destination Address = all LT
Schedule [0 always -
Service 7 webproxy w
action  ACCEPT -
Logging Options
() Mo Log
() Log Security Events
@ Log all Sessions
[] Web Proxy Forwarding Server Click to set... -
Security Profiles
arr | Antivirus default -
orr | WWeb Filter default -
orr | Application Control default s
oFf ) IPS default =
arr  DLP Sensor default e
orr | S5L/55SH Inspection default -

@ Create New @ Section View () Global View
[Seas | +10 |~ Sowce |+ Dostination |+ Servico | Acton |+ Log | coun |
P portd (Internal Interface) - port3 (External Interface) (1 - 2)
W web-proxy - port3 (External Interface) (3 - 3)
= LAN =l all 0 Packets /0 B

3 3 2 webproxy  ACCEPT a

p Implicit (4 - 4)
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Adding packe’r cap’rure to help Jrroulaleshoo’ring

Packet capture is a means of logging traffic and its details to troubleshoot any
issues you might encounter with traffic flow or connectivity. This example shows the
basics of setting up packet capture on the FortiGate unit and analyzing the results.

1. Creating a packet capture filter
Starting the packet capture
Stopping the packet capture

> @D

Results

Original Packet

~
Jooion
ne looy
olodlog

[ 1 ]
FortiGat > LD/

Internal Network

Internet

Duplica’re Packet

loojon
ne looy
©olooliogy

Packet Cap+ure
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Creaﬁng a Packe+ cap’rure
Filter

Go to System > Network > Packet
Capture.

Create a new filter. In this example, the
FortiGate unit will capture 100 HTTP packets
on the internal interface from/to host

Interface
Max. Packets to Save

Capturing Progress

Not Running ©
0/100 Packets Captured
Enable Filters

internal

100

192.168.1.200. Host(s) 192.168.1.200 L2
. . Port(s) 80 2]
e Host(s) can be a single IP or multiple VLAN(S) o
IPs separated by comma, IP range, or orotocol . o
subnet. 7] Include IPvE Packets
[[] Include Non-IP Packets
e Port(s) can be single or multiple
separated by comma or range.
e Protocol can be single or multiple
separated by comma or range. Use 6 for
TCP, 17 for UDP, and 1 for ICMP.
Starting the packet capture
Select Start to begin the packet capture. Interface internal
Using an internal computer, or a device sett0 | ax. packets to Save 00
IP address 192.168.1.200, surf the Internet to | capturing Progress
generate traffic. o
0/100 Packets Captured
Enable Filters
Host(s) 192.168.1.200 e
Port(s) 80 2]
VLAN(S) 7]
Protocol 5 (7]
[ Include IPv6 Packets
[ Include Non-IP Packets
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S’ropping the Packe+
cap’rure

Once the FortiGate reaches the maximum
number of packets to save (in this case 100),
the capturing progress stops and you can
download the saved pcap file.

You can also stop the capturing at any time
before reaching the maximum number of
packets.

Results

Open the pcap file with a pcap file viewer,
such as tcpdump or Wireshark.

Adjust the settings in the filter depending on
the kind of traffic you wish to capture.

Go to Log & Report > Event Log >
System to verify that the packet capture file
downloaded successfully.

Interface

Max. Packets to Save

Capturing Progress

100/100 Packets Captured

Enable Filters

Host(s)
Port(s)
WLAN(S)

Protocol

[ Include IPv6 Packets
[ Include Non-IP Packets

Mo. Time

Source

1 0.000000 192.168.1.200

2 0.045413 173.194.77.94
3 0.045683 192.168.1.200
4 0.045710 192.168.1.200
5 0.088668 173.194.77.94
6 0.093785 173.194.77.94
7 0.203254 192.168.1.200
8 0.218907 199.71.2B.69
9 0.219163 192.168.1.200
10 0.219185 192.168.1.200
11 0.239078 199.71.28.69
12 0.239097 199.71.28.69
13 0.239345 192.168.1.200
14 0.258854 199.71.28.69
15 0.260813 199.71.28.69
16 0.260833 199.71.2B.69
17 0.261260 192.168.1.200

internal

100

192.168.1.200

80

Destination

)
®
&

@
2]
2]
@

Protocol Length Info

173.194.77.94 TCP 66 64969 > http [SYN] Sed
192.168.1.200 TCP 66 http > 64969 [SYN, ACK
173.194.77.94 TCP 60 64969 > http [ACK] Sec
173.194.77.94 HTTP 761 GET /Jurl?sa=t&rct=j&g=
192.168.1.200 TCP 54 http > 64969 [ACK] Sec
192.168.1.200 HTTP 625 HTTP/1.1 200 OK (text
199.71.28.69 TCP 66 64970 > http [SYN] Sec
192.168.1.200 TCP 66 http > 64970 [SYN, ACK
199.71.28.69 TCP 60 64970 > http [ACK] Sec
199.71.28.69 HTTP 559 GET /eng/ HTTP/1.1

192.168.1.200 TCP 1434 [TCP segment of a reas
192.168.1.200 TCP 1434 [TCP segment of a reas
199.71.28.69 TCP 60 64970 > http [ACK] Sec
192.168.1.200 TCP 1434 [TCP segment of a reas
192.168.1.200 TCP 1434 [Tcp segment of a reas
192.168.1.200 TCP 1434 [TCP segment of a reas
199.71.28.69 TCP 60 64970 > http [ACK] Sec

<

]

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, sSrc: Dell_ea:6c:cé (f0:4d:a2:ea:6c:c6), Dst: Fortinet_99:39:70 (00:09:0f:99:
Internet Protocol Version 4, src: 192.168.1.200 (192.168.1.200), Dst: 173.194.77.94 (173.
Transmission Control Protocol, sSrc Port: 64969 (64969), Dst Port: http (80), Seq: 0, Len:

00 09 of

Log ID

User Interface

Action

roll

99 39 70 f0 4d a2
1d 40 00 80 06 d1
€9 00 50 2b 5e 97
6f 00 00 02 04 05

success
warning

32035
GUI(172.20.120.21)
download

83335

c6 08 00
ag 0l c8
00 00 00
03 03 02

ea 6c

Virtual Domain
Timestamp
Sub Type

User
DatefTime

Message

45 00 ....9p.M ..l1...E.

ad c2  .41.@... . .

B0 02 MAL L PHA

01 01 F <
root

Thu Mar 21 11:55:20 2013

system

1 admin

11:55:20 (Thu Mar 21 11:55:20 2013)

Packet Capture File file has been downloaded b
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Pro‘rec’ring a web server on the DMZ network

In the following example, a web server is connected to a DMZ network. An internal-
to-DMZ security policy allows internal users to access the web server using an
internal IP address (10.10.10.22). A WAN-to-DMZ security policy hides the internal
address, allowing external users to access the web server using a public IP address
(172.20.120.22).

1. Configuring the FortiGate unit’'s DMZ interface
Adding virtual IPs

Creating security policies

> @D

Results

/
gn’rernei-

WANI
1722012022 DMZ Network

Web Server
101010.22

Internal Network

Protecting a web server on the DMZ network



Confi uring the FortiGate
unit's DMZ interface

Go to System > Network > Interfaces. Name dmz (00:09:0F 4e:0e:ba)
Hlias
Edit the DMZ interface. A DMZ Network Link Status Up &
Type Physical Interface

(from the term ‘demilitarized zone’) is a
secure network connected to the FortiGate
that only grants access if it has been
explicitly allowed. Using the DMZ interface is

Addressing mode ® Manual O DHCP O PPPoE O Cne-arm Sniffer O

IR/Hetwork Mask [10.10,10.1/255.255.255.0 |

Administrative Access [JHTTPS [ PING [ HTTP  [] FMG-Access

recommended but not required. O ssH [0 SNMP [ TELMET [ FCT-Acosss
DHCP Server [] Enable
Security Mode
Device Management
Detect and Identify Devices O
Enahle Explicit Web Proxy O

Adding virtual IPs

Go to Firewall Objects > Virtual IPs >

Listen for RADIUS Accounting Messages [

Secondary IP Address
Comments

Administrative Status

O

|Write a comment...

® © Up O O Down

0255

Name Web server http access
Virtual IPs. Comments Write a comment... 0/255
. Color [Change]
Create two virtual IPs: one for HTTP access External Interface wani -
and one for HTTPS access. Type Static NAT

Each virtual IP will have the same address,
mapping from the public-facing interface to

[7] Source Address Filter

External IP Address/Range

172.20.120.22

- 172.20.120.22

Mapped IP Address/Range  10.10.10.22 -[10.10.10.22
the DMZ interface. The difference is the port Port Forwarding
for each traffic type: port 80 for HTTP and Protacol @ TCP © UDP ) SCTP
pOf't 443 for HTTPS. External Service Port 20 - 80

Map to Port 20 _[s0
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Crea’ring securi+y Policies

Go to Policy > Policy > Policy.

Create a security policy to allow HTTP and

Name
Comments

Colaor

External Interface

Type

[71Source Address Filter
External IP Address/Range

Mapped IP Address/Range

Port Forwarding
Protocol

External Service Port

Map to Port

Policy Type
Policy Subtype

Incoming Interface

Web server https access

Write a comment... 0/255
[Change]

wanl -

Static NAT

172.20.120.22 - 172.20.120.22

10.10.10.22 -110.10.10.22

@ TCP () UDP () SCTP

443 - 443

443 - 443

@ Firewall © VPN

@ Address () User Identity ) Device Identity

wanl -
HTTPS traffic from the Internet to the DMZ Source Address &all @
interface and the web server. Outgoing Interface dmz (DMZ server network) -
Destination Address Web server http access %
Web server https access ®
Schedule [T always -
Service CUHTTP PR
S HTTPS FY
Action v ACCEPT -
Create a second security policy to allow Policy Type @Firewal OVPN
HTTP and H-I—I-PS trafﬁC from the internal Policy Subtype @ Address (O User Identity (O Device Identity
. Incoming Interface + | -
network to the DMZ interface and the web e
Source Address = all (¥
server. Qutgoing Interface drnz (DMZ server netwark) -

. . . ) Destination Address = all ¥
Adding this policy allows traffic to pass ccheduls  always -
directly from the internal interface to the DMZ | servics SnTTe = e
interface. @ HTTPS 5

Action v BCCEPT -
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Results

External users can access the web
server on the DMZ network from the
Internet using http://172.20.120.22 and
https://172.20.120.22.

Internal users can access the web
server using http://10.10.10.22 and
https://10.10.10.22.

Go to Policy > Monitor > Policy Monitor.

Use the policy monitor to verify that traffic
from the Internet and from the internal

network is allowed to access the web server.

This verifies that the policies are configured
correctly.

Go to Log & Report > Traffic Log >
Forward Traffic.

The traffic log shows sessions from the
internal network and from the Internet
accessing the web server on the DMZ
network.

0 1 2 3 4 5 6 i 8 9 10
Active Sessions

=

176 MB. 2,962
v 1 45.86 KB 315

‘D Refresh @& Download Raw Log

et | cmiace | _petinieace | see Lo ]|
3 seconds age internal 192.168.100.110 10.10.10.22 48 E

4 3 seconds ago internal dmz 192.168.100.110 10.10.10.22 0B

5 4 seconds ago internal dmz 192.168.100.110 10.10.10.22 0B

6 31 seconds ago internal dmz 192.168.100.110 10.10.10.22 1.21

7 31 seconds ago internal dmz 192.168.100.110 10.10.10.22 1.1¢

‘D Refresh @ Download Raw Log

n——m—

T Src Interface T Dst Interface

4 seconds ago 172.20.12(
2 57 seconds ago wanl dmz 172.20.120.123 172.20.12¢
3 1 minute ago wanl dmz 172.20.120.123 172.20.12¢
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Using por’r pairing to simplilly Jrranspcu'en’r mode

When you create a port pair, all traffic accepted by one of the paired ports can
only exit out the other port. Restricting traffic in this way simplifies your FortiGate
configuration because security policies between these interfaces are pre-
configured.

1. Switching the FortiGate unit to transparent mode and adding a static
route

Creating an internal and wan1 port pair
Creating firewall addresses

Creating security policies

o & 0D

Results

Internet

[i Router

Protected web server
1921681200

1

FortiGate

Management IP Internal Network
1921681100 I‘)Z.IQB.I.[HO-ISO]

Internal

Using port pairing to simplify transparent mode
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Swi’rching the FortiGate unit
o +ransparen+ mode and
adding a static route

Go to System > Dashboard > Status.

In the System Information widget,
select Change. Set Operation mode to
Transparent.

Log into the FortiGate unit using the
management IP (in the example,
192.168.1.100).

Go to System > Network > Routing Table
and set a static route.

Creaﬂng an internal and
wanl Por’r pair
Go to System > Network > Interfaces.

Create an internal/wan1 pair so that all traffic
accepted by the internal interface can only
exit out of the wan1 interface.

Operation Mode

Management IP/Netmask

Destination IP/Mask
Gateway

Comments

Priority

Name:

Available Members:

ﬁ

hat
haz

mgmt
wanz

mesh.root (SSID: fortinet.mesh.root,

Transparent -

192.168.1.100/255.255.255.0

0.0.0.0/0.0.0.0
192.168.1.99
0/255

Write a comment...

0 (0-4294967295)

internal-wan1-port-pair

Selected Members({must be 2):

internal -
wanl
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Crea‘ring Firewall addresses

Go to Firewall Objects > Address >
Addresses.

Create an address for the web server using
the web server’s Subnet IP.

Create a second address, with an IP range
for internal users.

Crea‘ring securi+y Policies

Go to Policy > Policy > Policy.

Create a security policy that allows internal
users to access the web server using HTTP

Category

Name

Colaor

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Colar

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Paolicy Type
Policy Subtype
Incoming Interface

Source Address

@ Address IPvE Address

Web_Server

= [Change]
Subnet
192.168.1.200
Any

Write a3 comment...

@ Address IPv6 Address

Internal_Users
= [Change]

IP Range
192.168.1.110-192.168.1.150

Any

Write a comment...

@ Firewall ©) VPN

@ Address ) User Identity

internal

Multicast Address

0/255

Multicast Address

0/255

) Device Identity

¥ Internal_Users w
and HTTPS. Outgoing Interface wanl -
Destination Address 5] Web_Server w
Schedule [T always -
Service [ HTTP W
D HTTPS [l
Action v ACCEPT b
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Create a second security policy that allows
connections from the web server to the
internal users’ network and to the Internet
using any service.

Results

Connect to the web server from the internal
network and surf the Internet from the server
itself.

Go to Log & Report > Traffic Log >
Forward Traffic to verify that there is traffic
from the internal to wan1 interface.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

@ Firewall ©) VPN
@ Address () User Identity () Device Identity

wanl -
=] Web_Server W
internal -
= all (¥
[T always -
3 ALL LT
v ACCEFT -

wanl internal
wanl internal
wanl internal
wanl internal
internal wanl
internal wanl
internal wanl
wanl internal
internal wanl
internal wanl
internal wanl
wanl internal
- P

152.168.1.200

192.168.1.200 = g5.3.8.8 77B/277 B

2
192.168.1.200 == 74.125.225.223 1.04 KB / 9.08 KB 2
192.168.1.200 '==574.125.226.79 728 B/ 2.62 KB 2
192.168.1.200 192.168.1.99 0B/ 1.72KB 2
192.168.1.111  192.168.1.200 164 B/ 132 B 1
192.163.1.111  192.168.1.200 164 B/ 132 B 1
192.168.1.111  192.168.1.200 164 B/ 132 B 1
152.168.1.200 192.168.1.99 0B/1.72KB 2
192.168.1.111  192.168.1.200 1.46 KB [ 2.92 KB 1
192.168.1.111  192.168.1.200 1.33 KB/ 2.70 KB 1
152.168.1.111  192.168.1.200 1.33KB/f2.75 KB 1
192.168.1.200 192.168.1.99 0B/1.72KB 2
4nnm 4£0 4 nAn EE 74 4nc nne €7 ©o nc wo f 0 oAc Mo n
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Select an entry for details.

Go to Policy > Monitor > Policy Monitor
to view the active sessions.

Dst

Received

Application Name

Duration

Application Details

Protocol

Application Control List

roll

Timestamp
Sequence Number
Sre Interface

Sent Packets
Application Category
Src Port

Log ID

74.125.225.223 Virtual Domain root
EEL Source Country Reserved
SSL Sent / Received 1.04 KB / 9.08 KB
17 Sent 1067
Service HTTES
6 Destination Country United States
default Dst Port 443
65531 Status close
Wed Mar 13 11:05:11 2013 Tran Display noop
700150 Palicy 1D 2
wani Src 192.168.1.200
15 Level notice
Web.Surfing Application ID 15895
51218 Application Control Action detected
13 Sub Type forward
16
3
4 6 8 10 12 14 16

Active Sessions

18

Using port pairing to simplify transparent mode
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Using two ISPs for redundant Internet
connections

This example describes how to improve the reliability of a network connection using
two ISPs. The example includes the configuration of equal cost multi-path load
balancing, which efficiently distributes sessions to both Internet connections without
overloading either connection.

1. Configuring connections to the two ISPs
Adding security policies

Configuring failover detection and spillover load balancing

0D

Results

/F\

Internet

I\

FortiGate

Wln+ernal

Network
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ConPigurin connections to
the two ISP

Go to System > Network > Interfaces and
configure the wan1 and wan2 connections.
Make sure that both use DHCP as the
Addressing mode and have Retrieve
default gateway from server and
Override internal DNS enabled.

Name
Alias

Link Status

Addressing mode
Status:
Obtained IP/Netmask:
Expiry Date:
Acquired DNS:
Distance:

wanl (00:09:0F:4E:0E:B9)

up

(JManual (s) DHCP () Dedicate to FortiAP/FortiSwitch
connected
120.20.120.223/255.255.255.0 | Renew |

Mon Feb 11 12:14:55 2013
192.168.110.9 204.187.144.34

10

(¥ Retrieve default gateway from server.

(¥ Override internal DNS.

Administrative Access

Name
Alias

Link Status

Addressing mode
Status:
Obtained IP/Netmask:

Expiry Date:
Acquired DNS:
Distance:

MHTTPS [JPING MHTTP [ |FMG-Access
M 5SH [JSNMP [ TELNET (| FCT-Access
wan2 (00:09:0F:298:39:6C)
|
Up
i Manual @ DHCP ) One-Arm Sniffer ) Dedicate to FortiAP/F
connected

172.20.120.226/255.255.255.0

FriJan 11 08:36:03 2013
192.168.110.9 204.187.144.34
10

Retrieve default gateway from server.

Override internal DNS.

Administrative Access

IPv6 Administrative Access

WIHTTPS  [@IPING [CJHTTP  [¥]FMG-Access
[[]SSH  [[]SNMP [7|TELNET [|FCT-Access

[CIHTTPS  [PING [CJHTTP  [C]FMG-Access

Using two ISPs for redundant Internet connections
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Adding securi+y Policies

Go to Policy > Policy > Policy. Policy Type © Firewall © VPN
Policy Subtype @ Address () User Identity () Device Identity
Create a security policy for the primary Incoming Interface internal -
interface connecting to the ISPs and the Source Address £ all o
internal network. Outgoing Interface want -
Destination Address = all ¥
Schedule [T always -
Service D ALL v
Action v ACCEPT -
Enable NAT
(® Use Destination Interface Address [ Fixed Port
() Use Dynamic IP Pool Click to add...
Create a security policy for each interface Policy Type @ Firewall © VPN
connecting to the ISPs and the internal Policy Subtype © Address ©) User Identity © Device Identity
network. Incoming Interface internal -
Source Address = all F]
Outgoing Interface wanz -
Destination Address =] all o
Schedule [T always -
Service 7 ALL w
Action v ACCEPT -

Enable NAT

(@ Use Destination Interface Address [ Fixed Port

() Use Dynamic IP Pool Click to add...

Configuring failover
detection dnd spillover load
balancing

Interface wanl -
Go to Router > Static > Settings. Gateway IP 0.0.0.0

. Ping Server pingserver.fartinet.net
Create two new Dead Gateway Detection :
i Detect Protocol ICMP Ping =

entries. _

Ping Interval (seconds) 2

Failover Threshold 2

(Pings lost consecutively)

HA Priority 1
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Set the Ping Interval and Failover
Threshold to a smaller value for a more
immediate reaction to a connection going
down.

Go to Router > Static > Settings and set
the ECMP Load Balancing Method to
Spillover.

The Spillover Threshold value is calculated

in kbps (kilobits per second). However, the
bandwidth on interfaces is calculated in kBps
(kilo Bytes per second).

For wan1 interface, Spillover Threshold = 100
kbps = 100000 bps. Assume that 1000 bps
is equal to 1024 bps. Thus, 100000 bps =
102400 bps = 102400/8 Bps = 12800 Bps.

Results

Go to Log & Report > Traffic Log >
Forward Traffic to see network traffic from
different source IP addresses flowing through
both wan1 and wan2.

Interface wan? -
Gateway IP 0.0.0.0

Ping Server

Detect Protocol ICMP Ping ~
Ping Interval (seconds) 2

Failover Threshold

(Pings lost consecutively)

HA Priority 1

pingserver.fortinet.net

ECMP Load Balancing Method

I Source IP based !

| Weighted Load Balance @ Spillover

dmz
hai
haz

internal

mesh.dmgmt-wdom

mesh.root

magmt

modem

ssl.dmgmt-vdom

ssl.root
wanl

wanz2

o o o o o o o o o O

[
o o
o O

m Spillover Threshold

n T Date/Time mm T Dst Interface m

W@ N o s ow [

08:10:40
08:10:38

08:10:38
08:10:38
08:10:34
08:10:34
08:10:34
08:10:34
08:10:34

192.168.1.100
192.168.1.100
192.168.1.100
192.168.1.111
192.168.1.111
192.168.1.111
192.168.1.111
192.168.1.111
192.168.1.111

ES 107.14.43.169

S 74.125.226.77
= 74.125.226.89
= g9.25.24.24
' £9.89.93.5
EE 69.89.93.5
[l 66.185.85.15
[* 66.185.85.15
EE 107.22.183.12

internal
internal
internal
internal
internal
internal
internal
internal

internal

wan2
wanl
wanl
wanl
wanl
wanl
wanl

wan2

585B/333B
840 B/ 20.17 KB
717 B/ 1.48 KB
1.83 KB/ 5.83 KB
1.33 KB/ 5.19 KB
16.46 KB / 1.00 M
52.38KB/3.49M
1.90 KB / 2.47 KB
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Disconnect the wan1 port on the FortiGate
unit to see that all traffic automatically goes
through the wan2 port unit, until wan1 is
available again.

[ # | 7 pate/Time | 7 Src —m T Dst Interface m

internal

- 11:22:41

&) 11:22:41 192.168.1.111 EE 50.18.91.127 internal
3 192.168.1.111 == 107.6.106.10 internal
4 192.168.1.111 == 68.67.159.216 internal
5 192.168.1.111 = 638.67.155.216 internal
6 192.168.1.111 = 68.67.159.216 internal
7 192.168.1.111 = 72.21.51.113 internal
8 192.168.1.111 == 74.125.226.4 internal
9 192.168.1.111 == 72.21.81.113 internal

wanz2

wan2
wan2
wan2
wanz2
wan2
wan2

wan2

730B/682B
3.02KB/5.89 K
853 B/ 1.18 KB
860 B/ 1.06 KB
912B/ 896 B
1.19KB/9.12K
168B/888B
1.69 KB / 18.18
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Adding a backup FortiGate unit to improve
reliability
Adding a backup FortiGate unit to a currently installed FortiGate unit provides

redundancy if the primary FortiGate unit fails. This system design is known as High
Availability (HA) and is intended to improve network reliability.

1. Adding the backup FortiGate unit and configuring HA
2. Testing the failover functionality

3. Upgrading the firmware for the HA cluster

Internet

Internet

WAN |

1)

WAN 1 Dual HA Links

I

WAN 1

1]

HAT  HAL

FortiGate FortiGate FortiGate
(Primary) (Primary) |ua 2 HA 2 | (Backup)
Internal Internal ’ Internal

Switch

rHA ]

L R

Internal Network

Internal Network

Adding a backup FortiGate unit to improve reliability



Adding the laackup
FortiGate unit and
conFiguring HA

Connect the backup FortiGate unit as shown

in the diagram.
Go to System > Dashboard > Status.

Change the host name of the primary
FortiGate unit.

Go to System > Config > HA.

Configure the HA settings for the primary
FortiGate unit.

Go to System > Dashboard > Status.

Change the host name of the backup
FortiGate unit.

Current Name FG100D3G12804195

New Name

Mode

Device Priority

Primary_FGT

Active-Passive -

255

[T Reserve Management Port for Cluster Member | WLAN_1 (SSID: FortiDocs1)

Group Name

Password

hal
haz
internal
mgmt
wanl

wan?2

— Cluster Settings

FGT-HA

Enable Session Pick-up

eartbeat Interface

Pr|or|ty| 0

0

50
50

OF &0

0

ao

Current Name FG100D3G12804195

MNew Name

Backup_FGT
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Go to System > Config > HA.

Configure the HA settings for the backup
FortiGate unit.

Ensure that the Group Name and
Password are the same as on the primary
FortiGate unit.

Go to System > Config > HA to view the
cluster information.

Select View HA Statistics for more

Mode Active-P

Device Priority 128

assive -

[T|Reserve Management Port for Cluster Member | WLAN_1 (S5I0: FortiDocs1)

— Cluster Settings

Group Name  FGT-HA

Password R

Enable Session Pick-up

- s Heartbeat Interface
orc OFII.OF
dmz (] O 0
hal [ 50
haz ] 50
internal ] 0
mgmt [
wanl [ 0
wanz2 ] O 0
[ Cusevenwe [ owame | Seio | oe ]

FiEATINET.

FortiGate 100D

WANL DMZ HA11 3 5 7 9 111315

B = ] T ) ) )
) ) [ O
WANZ MGMT HA22 4 & 8 10121416

Fi:ATINET.
FortiGats 100D WANL DMZ HAl1l1 3 5 7 9 111315
BHIE ) O )

o] (O ) ) ) ) )

WANZ MGMT HA22 4 6 8 101214 16

Primary_FGT FG100D3G12801361 MASTER

Backup_FGT FG100D3G12802485 SLAVE

. " CPU Usage . .
information on the cluster. Active Sessions  Total Packets
0 days
Primary_FGT 23 hours % 13 359829
3 minutes Memory Usage
FGL00D3G12801361 MNetwork Utilization Total Bytes
6 seconds
0 Kbps 62175608
CPU Usags
Active Sessions Total Packets
0 days
Backup_FGT 2 hours 5 6 2002
a7
24 minutes Memory Usage
FGL00D3G12802485 MNetwork Utilization Total Bytes
14 seconds
0 Kbps 1188658
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Go to System > Dashboard > Status to
see the cluster information.

Testing the Failover
Func‘rionali’ry

Unplug the Ethernet cable from the WAN1
interface of the primary FortiGate unit. Traffic
will divert to the backup FortiGate unit.

Use the ping command to view the results.

Shut down the primary FortiGate unit, and
you will see that traffic fails over to the
backup FortiGate unit.

Use the ping command to view the results.

* System Information

Cluster Name

Cluster Members

Serial Number
Operation Mode

HA Status

System Time
Firmware Version
System Configuration
Current Administrator
Uptime

Virtual Domain

Reply from 8
Reply from 8
Reply from 8
Regquest time
Reply from 8
Reply from 8
Reply from 8
Reply from 8
Reply from 8

Reply from 8.
Reply from 8.
Reply from &

Reply from 192.
Reply from 122.
Reply from 1%2.
Reply from 192.

Request timed
Reply from 8.8

Reply from
Reply from
Reply from
Reply from
Reply from

[==1-=1--1--1--]
[=-==1--1--3--}

FGT-HA

Primary_FGT/FG10003G12801361
Backup_FGT/FG100D3G12802485

FG100D3G12801361

NAT [Change]

Active-Passive [Configure]

Wed Nov 21 13:45:56 2012 (FortiGuard) [Change]
v5.0,build0128 (GA) [Update] [Details]

[Backup] [Restore] [Revisions]

admin [Change Pazsword] /3 in Total [Details]

0 day(s) 23 hour(s) 3 min(s)

Disabled [Enable]

hytes=32

8:
8: bhytes=32
8:

8:
8:
8: hytes=32
8:
8:

hytes=32

hytes=32
hytes=32

hytes=32
bytes=32

time=58ms TTL=53
time=38mz TTL=53
time=37ms TTL=53

time=482ms TTL=%3
time=37ms TTL=53
time=36ms TTL=53
time=37ms TTL=53
time=38ms TTL=53

.8.8: bytes=32 time=37ms TTL=53
.8.8: bytes=32 time=37ms TIL=53

[--1--1--1--1--1--]

[==]==]=c]==]==]=-]

168.1.99:
168.1.99:
168.1.99:
168.1.99:
out.

8.8: bytes=32 time=36ms TTL=53

Destination net unreachable.
Destination net unreachable.
Destination net unreachable.
Destination net unreachable.

bhytes=32 time=184msz TTL=53
bytes=32 time=3bms TIL=53
bytes=32 time=36ms TTL=53
bhytes=32 time=36ms TIL=53
bytes=32 time=37ms TIL=53
bytes=32 time=37msz TTL=53
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Uparading the firmware for
the HA cluster

When a new version of the FortiOS firmware
becomes available, upgrade the firmware on
the primary FortiGate unit and the backup
FortiGate unit will upgrade automatically.

Go to System > Dashboard > Status
and view the System Information widget.
Select Upgrade beside the Firmware
Version listing.

The firmware will load on the primary
FortiGate unit, and then on the backup unit.

Go to Log & Report > Event Log >
System.

Go to System > Dashboard > Status. View
the System Information widget again. Both
FortiGate units should have the new firmware
installed.

+ System Information

Cluster Name

Cluster Members

Serial Number
Operation Mode

HA Status

System Time
Firmware Version
System Configuration
Current Administrator

Uptime

Wirtual Domain

Upgrade From
Upgrade File

Upgrade Partition

Boot the New Firmware

FGT-HA
Primary_FGT/FG1

Backup_FGT/FG100D3G12802485

00D3G12801361 (Master)

(slave)

FG100D3G12801361

NAT [Change]

Active-Passive [Configure]
Wed Now 21 14:15:58 2012 (FortiGuard) [Change]
w5.0,build0134 (Interim) [Update] [Details]

[Backup] [Restore] [Rewvisions]

admin [Change Fa
0 day(=s) 0 hour(s)
Dizabled [Enable]

Local Hard Disk

C:\FGT_100D-v500-build0134-FORTINET .out

#2

Farmat Boot Device First [

ssword] /1 in Total [Details]
15 min{s)

-

Erowse...

[ # | Date/Time | ~ievel | _vuser | Message |

1 16 minutes ago
21 minutes ago
21 minutes ago

24 minutes ago

mok WM

24 minutes ago

1 admin
1 admin

HA activity report

Link monitor: Interface ha2 was turned
Link menitor: Interface hal was turned
User admin restored the image from GU

User admin loaded an image from GUI{1

Adding a backup FortiGate unit to improve reliability
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Associa’ring a domain name with an interface
that has a dynamic IP

Using a Dynamic Domain Name Service (DDNS) means that users can reach your
network by means of a domain name that remains constant even when its IP
address changes. This example shows how to set up a FortiGate unit’s Internet-
facing interface to work with the FortiGuard DDNS.

The FortiGuard DDNS service requires an active FortiCare Support Contract.

1. Setting up FortiGuard DDNS from the GUI
2. Setting up FortiGuard DDNS from the CLI
3. Results

N

E o0
=
=

Remote
User

dd
Internet

FortiGuard
DDNS

bronchofficefortiddns.com

1

FortiGate

Internal Network
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Settin up FortiGuard DDNS
from the U

Go to System > Network > DNS and
enable FortiGuard DDNS.

Select the FortiGate Interface connected
to the Internet, select a Server, and add a
name for the network.

The FortiGuard DDNS service verifies that
the resulting Domain name is unique and
valid. The Domain name is then displayed
with the current IP address of the interface.
You can click the domain name to browse to
the address with a web server.

Settin up FortiGuard DDNS
from the CLI

Go to System > Dashboard > Status and
use the CLI Console to setup FortiGuard
DDNS.

Results

You can verify that the DDNS is working with
a utility like dig or nslookup to check that
the domain name resolves to the correct IP
address.

# Enable FortiGuard DDNS

Interface | wan1 3|

Server | fortiddns.com

Unigue Location branchoffice

Domain branchoffice.fortiddns.com (172.20.120.126)

config system ddns
edit O
set ddns-server FortiGuardDDNS
set ddns-domain “branchoffice”
set monitor-interface wanl
end

nslookup branchoffice.fortiddns.com
Server: 208.91.112.53
Address: 208.91.112.53#53

Non-authoritative answer:
Name: branchoffice.fortiddns.com
Address: 172.20.120.126

Associating a domain name with an interface that has a dynamic IP
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AIIowing VolP calls using FortiVoice and FortiCall

This example sets up inbound and outbound Voice over IP (VoIP) calls using
Session Initiation Protocol (SIP) through the FortiGate unit, using a FortiVoice unit
and FortiCall services.

o > 0D

Setting up a FortiCall account

Configuring the FortiVoice unit

Configuring the FortiGate unit for outbound SIP calls
Configuring the FortiGate unit for inbound SIP calls

o

FortiCall

Internet

wan |
1722012022

I\

FortiGate

lan
192181.99/24

FortiVoice

Internal
192168111
2lc8 Network
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SeHing up a FortiCall
account

Go to www.forticall.com and follow the set
up instructions. When the account is set
up, you will be provided with information to
activate your account. You will also need to
choose a phone number for inbound calls.

Con@iguring the FortiVoice
unit

Insert the CD into the CD-ROM drive, the

FortiVoice Install main window will appear

within 20 seconds. Click Install FortiVoice
and follow the instructions.

Open the FortiVoice Management software

Go to Global Settings > VolP
Configuration and set up a service provider
profile for inbound calls.

Install Fortivoice

ZERTINET

Documentation License Agreement

Profile | Profile Name |
MB Mutti-branch

| Fortical

SP2_| Forticall Outbound
[SP3 | Service Provider 3
SP4_| Service Frovider 4

Activate Profik

Profile name: | Forticall

Service Provider |Manual Setup | [ Update configuration

Disable public IP address substitution
Register with authentication username

[ Enable NAT keep alives | Setings

q D
Proxy/Registrar server name:
Reqgistrar server name:
Outbound proxy:

Realm'domain:

Wiew Al Registrations.

fortil secureto.us

fortil secureto.us

fortil secureto.us

forti1 secureto.us

System WolP Opt

Vol Caller

() Use system name in Caller ID information for all outgeing VolP calls

Line
Reserve lines for specific services {optional)
18/ Use extension names in Caller ID information for al cutgoing VoIP calls Reserve WolP Lines.

Allowing VoIP calls using FortiVoice and FortiCall
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Set a service provider for outbound calls.

Go to Lines and Greetings > VolP
Numbers and set your phone number for
inbound calls.

Set a phone number for outbound calls.

Profie
[MB__]| Mutti-branch

SP1 | Fortical

(52 |
SP3 | Service Provider 3
[SP4 | Service Provider 4

i

WolP Number

1-343-8821582

1-613-8621592

12158 |15 e ) 551 81 ) ) ) T R

k
:
B

e e o s e e

Activate Profil

Service Provider | Manual Setup
Profile name: | Forticall Outbound

Disable public IP address substitution

["] Register with authentication username.

[] Enable NAT keep alives | Setiings

Codec Options.

w | | Update Configuration

g

Proxy/Registrar server name: | forti1.secureto.us
Registrar server name:
Outbound proxy:

Realm/domain:

View Al Registrations...

Activate VolP Numb

Select a WolP Profike: |Forticall =
Phone Humb: ©) v and P d ©
Country code: 1 UserfAccount: | 00UF4D002EBC
City or area code: | 343 Password: | Password|
Number: 8821582
(2)

Status: Registered | View All Registrations.

Call Handling:

Mode 1 (Mode 1) } Mode 2 (Mode 2) |

ring extensions: -

I all extensions are busy or the cal is not answered:

When a call comes in on this phone number, perform the followring action:

Numger: |8821592

perform no action - after |5 | rings.
Activate VolP ©
Select a VolP Profile: Forticall Outbound
Phone Number @ v and P d
Country code: |1 User/Account
City or area code: |613 Password

Status: Unregistered | View Al Registrations.

©

rCal g
Wode 1 (Mode 1) ] lode 2 (Mode 2) |

When a call comes in on this phone number, perform the following action

g0 to voicemail -1 -

©
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Conﬁigurin the FortiGate
unit for outbound SIP calls

Go to Security Profiles > VoIP > Profiles.

Create a new profile and set the Limit
REGISTER request and Limit INVITE
request.

Go to Firewall Objects > Address >
Address

Create an IP range for SIP phones.

Name SIP
Comments Write @ comment 0/255
sSIP
Limit REGISTER request 10 (requests/sec/policy)
Limit INVITE request 10 (requests/sec/policy)
Sccp
Limit Call Setup 0 (Calls/min/client)
Category @ Address IPv6 Address Multicast Address
Name Internal-SIP-Phones
Color = [Change]
Type 1P Range =
Subnet / IP Range 192.168.1.110-192,168.1.150
Interface lan -
Show in Address List
Comments Write a comment 0/255

Allowing VolIP calls using FortiVoice and FortiCall
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Go to Policy > Policy > Policy.

Palicy Type @ Firewall 0 VPN
. ) . Policy Subtype @ Address () User Identity () Device Identity
Create a policy allowing outbound SIP traffic. | incoming interface fan -
Set |ncoming Interface ‘tO LAN, source Source Address i¥ Internal-SIP-Phones A
. Outgoing Interface wanl -
Address to the new firewall address, and Destination Address ol o
Outgoing Interface to your Internet-facing Schedule o tluaye -
. Service @ SIP b
interface. Action v accert -
Enable NAT
Under security Profiles’ enable VOIP and @ Use Destination Interface Address  [] Fixed Port
l . (7 Use Dynamic IP Pool Click to add
set it to use the new profile. © Use Central NAT Table
Log Allowed Traffic
Security Profiles
_OrF . AntiVirus default e
_OFF | Web Filter default e
_ore_ Application Control default =2
_OFE_ IPS default =
_orr_ Email Filter default -
_Off _ DLP Sensor default -
@ voIP SIP -8
_orr ) ICAP default =
_Orr_ SSL/SSH Inspection default -

Make sure you place this security policy on Sea# | v1> | TSowrce | T Destination | T Schedule |

w lan - wanl (1 - 2)

the tOp Of the polle ||St. 1 2 [ Internal-SIP-Phones Elall

2 1 = all =l all [T always

T always
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Conﬁiguring the FortiGate
unit £or inbound SIP calls

Go to Firewall Objects > Virtual IPs >
Virtual IPs

Create a new virtual IP mapping the external
IP on the wan1 interface of the FortiGate to
the internal IP of the FortiVoice on UDP port
5060.

Go to Policy > Policy > Policy.

Create a policy allowing inbound SIP traffic.
Set Incoming Interface to your Internet-
facing interface, Outgoing Interface to
LAN, and Destination Address to the new
virtual IP.

Enable VoIP and set it to use the new profile.

Name
Comments

Color
External Interface

Type
[ Source Address Filter

External IP Address/Range
Mapped IP Address/Range

Port Forwarding
Protocol

External Service Port

Map to Port

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

[C] Enable NAT

Log Allowed Traffic

Security Profiles
OFF  AntiVirus

orF  Web Filter

Inbound_SIP
Write 3 comment
Bl [Change]
wanl
Static NAT

172.20.120.22

192.168.1.111

@ TCP @ UDP O

5060

5060

- 172.20.120.22

-1192.168.1.111

SCTP
- 5060

- 5060

@ Firewall ©) VPN

0/255

(.01 XXX, XXXX-VYY.Y, XX

@ Address () User Identity () Device Identity

orr _ Application Control

OFF ) IPS

orr . Email Filter

Ore  DLP Sensor
@ VelP

orF | ICAP

OFF  55L/55H Inspection

wanl

=l all

lan
Inbound_SIP

0 always

7 SIP

v ACCEPT

default
default
default
default
default
default
SIP

default

default

Allowing VolIP calls using FortiVoice and FortiCall
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Results

Go to System > Dashboard > Status and
add the VolP Usage widget.

When the widget appears, verify Voice stp sccp
Voice Calls
ca"s' Currently Active Calls 0 1]
Total Calls (since last reset) 5 1]
Calls Failed/Dropped/Unanswered 0 1]
Calls Succeeded 5 0

;
Go to Log & Report > Traffic Log > — -

1 1 H B 66.11.10.43 14.79 KB/ 20.84 KB 2 SIP
Forward Traffic to verify that both inbound J
172.20.120.22 44.65 KB / 34.70 KB 3 sIP
and outbound SIP traffic is occurring. 172.20.120.22 40.69 KB / 31.42 KB 3 siP
=5 56.11.10.43 110.16 KB/ 107.42 KB 3 SIP
172.20.120.22 2.20 KB/ 1.70 KB 3 SIP
B 65.11.10.43 15.10 KB / 19.15 KB 2 sIP
5 56.11.10.43 205.27 KB/ 201.37 KB 2 SIP
172.20.120.22 4.64 KB / 3.97 KB 3 SIP
172.20.120.22 6.29 KB/ 5.34 KB 3 SIP
E= 66.11.10.43 215.43 KB / 215.04 KB 3 SIP
5 56.11.10.43 1.37 MB/ 1.77 MB 2 SIP
Select an entry for detalls Dst 172.20.120.22 Virtual Domain root
Received 787 Source Country United States
Sent / Received 574 B/ 787 B Dst NAT Port 5060
Duration 29 Sent 574
Application Details Service sIP
Protocol 17 Destination Country Reserved
Dst Port 5060 roll 65530
Status v Timestamp Wed Jan 30 11:52:03 2013
Tran Display dnat Sequence Number 11819
Policy 1D 3 Src Interface wanl
Src 66.11.10.43 Dst NATIP 192.168.1.111
Sent Packets 1 Level notice
Src Port 5060 logid 13
Sub Type forvard Threat
Received Packets 2 Date/Time 11:52:03 (Wed Jan 30 11:52:03 2013)
Dst Interface lan
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AIIowing access £rom the Internet to a
FortiCamera unit

This example sets up a FortiRecorder unit and FortiCamera unit for use with a
FortiGate unit. It also allows the FortiCamera unit, which is located on the internal
network, to be accessed from the Internet

1. Configuring the FortiRecorder and FortiCamera units
Configuring the FortiGate unit’s interfaces

Adding virtual IPs

Adding a security policy to allow access to the FortiCamera

o > 0D

Results

Internet

wan|
Primary IP: 1722012022
Secondary IP: 17220120.25

1|

FortiGate

lan
192168199/24

ortl
921681200

FortiCam

FortiRecorder
PoE Switch
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Configuring the
FortiRecorder and
FortiCamera units

Connect locally to the FortiRecorder.

Go to System > Network > Interface.

Set an IP address for port1.

Set an IP address for port4.

Configuration
Customization
Network
Administrator
Authentication

Certificate

T

‘Configuration
Customization
Network
Administrator
Authentication

Cerlificate

Edit Interface

Interface name: port1 (90-2b-34:58:1d:38)

[] Discover cameras on this port

Addressing Mode
(®) Manual
IP/Netmask: | 192.168.1.200 /24
IPvE/Metmask:
) DHCP
Retrigve default gateway and DNS from server
Connect to server

Access HTTPS PING [ HTTP
SSH [ SNMP [ | TELNET
MTU [] override default MTU value (1500)
(bytes)
Administrative status (@) Up () Down

Edit Interface

Interface name: port4 (90:2b:34:56:1d:3b)

Discover cameras on this port

Addressing Mode
(@) Manual
IP/Metmask:  192.168.200.2 I |24
IPvB/Netmask: =
_) DHCP
Retrieve default gateway and DNS from server
Connect to server

Access [0 HTTPS [] PING [] HTTP
[1ssH [] sNMP [ | TELNET
MTU [ Override default MTU value (1500)
(bytes)
Administrative status () Up (®) Down
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Go to System > Network > DHCP. CEN | | rterfoce | Routing | ovs N

Configuration
Create a DHCP server on port4 to lease IPs oo
to FortiCamera. _—

Authentication

Certificate

ST

Go to System > Network > Routing. onttor
[System
Add a default route. Configuration
Customization
Network
Administrator
Authentication

Certificate

nd Alerts

3
7]
o

& |+

Network Interface Setting
D2
Enable DHCP server.
Interface: port4 w7
Gateway: 192.168.200.2
DNS opticns: Default >
DNS server 1:
DNS server 2:
Domain:
Netmask: 255.255.255.0

Auto Config Setting
Lease time (Seconds): 604800

Conflicted IP timeout (Seconds). 1800

- DHCP IP Range
Efvew... | E i

E—

192168200100 182168200200

| DHCP Excluded IP Range

~|Reserved IP Address

+ | Interface m DNS DHCP

Edit Routing Entry

Destination IP/netmask: 0.0.0.0
Gateway: 192.168.1.99

OK Cancel

Go to Camera > Configuration > Camera. ety [[ et || tsonas

Click on Force Discover to have connected Configuration
cameras displayed. Schene

MNotification

B —

Bystem +| Efyew.., | B g

Pagell [/ b b Records per page: 25 -

Demo-Cami-Morth ~ FCM-204

Force Discaver

I

192.168.200.51

Allowing access from the Internet to a FortiCamera unit
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Conﬁigurin the FortiGate
unit's interfaces

Go to System > Network > Interfaces.

Configure your Internet-facing interface.
Select Secondary IP Address and create a
new IP/Network Mask for the interface.

Adding a secondary IP address adds multiple
IP addresses to the interface. The FortiGate
unit, static and dynamic routing, and the
network see the secondary IP addresses as
additional IP addresses that terminate at the
interface.

Configure the lan interface. Enable DHCP
Server and create a new IP range.

Name
Alias
Link Status

Type

Addressing mode
IP/Network Mask

IPV6 Address

Administrative Access

1Pv6 Administrative Access

DHCP Server

Security Mode

Device Management

Detect and Identify Devices

Enable Explicit Web Proxy

wan1(00:09:0F:99:39:6A)

up &

Physical Interfaca

@ Manual ©) DHCP () PPPoE () Dedicate to FortiAP/FortiSwitch
172.20.120.22/255.255.255.0
/o
HTTRS PING HTTP  [] FMG-Access [V] CAPWAP
SSH  [7] SNMP 7] TELNET [] FCT-Access
[ HTTPS [ ] PING [[] HTTP
[71ssH  [[] SNMP  [[] TELNET

'] FMG-Access [[| CAPWAP

[7] Enable

None -

]

=]
Listen for RADIUS Accounting Messages [

Secondary IP Address

Name
Type

shysical Interface Members

addressing mode
1P/Network Mask

1Pv6 Address

Administrative Access

IPv& Administrative Access

DHCP Server
Address Range

Netmask

& Create New

172.20.120.25/255.255.255.0

Administrative Access

lan
Hardware Switch

portt
port3
ports.
ports
port6
port?
port8
porty
porti0
porti1
port12
port13
portid
portis
port1é
portz

2> o3¢ e ) 3¢ 3 e % x| %

@ Manual DHCP PPPOE
192.168.1.99/255.255.255.0
/0
HTTPS PING [ HTTP [ FMG-Access [[] CAPWAP
SSH [ sNMP [ TELNET [] FCT-Access
[l HTIPS [ PING [ HTTP [ FMG-Access [[] CAPWAP
[1ssH [ SNMP [] TELNET

Enable

@ Create New

Starting 1P

192.168.1.100 192.168.1.254

255.255.255.0
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Adding virtual IPs

Go to Firewall Objects >Virtual IPs >
Virtual IPs.

Create the two virtual IPs: one for HTTPS
traffic and one for RTSP traffic. For both
virtual IPs, set External IP Address/
Range to the secondary IP of the Internet-
facing interface and the Mapped IP
Address/Range to the IP of port1 on the
FortiRecorder unit.

Name

Comments

Color

External Interface

Type

7] source Address Filter
External IP Address/Range
Mapped IP Address/Range

Port Forwarding
Protocal

External Service Port

Map to Port

Name

Comments

Color

External Interface

Type

[ Source Address Filter
External IP Address/Range
Mapped IP Address/Range
Port Forwarding

FortiRecorder_https
Write a comment
[Change]

wanl
Static NAT

172.20.120.25
192.168.1.200

@ TCP ) UDP
443
443

FortiRecorder_rtsp

Write a comment
[Change]

wanl

Static NAT

172.20.120.25
192.168.1.200

0/255

- 172.20.120.25
- 192.168.1.200

SCTP

- 443

0/255

- 172.20.120.25
- 192.168.1.200

Protocol @ TCP ) UDP () SCTP
External Service Port 554 . 554
Map to Port 554 554
Go to Policy > Policy > Policy. policy Type @ Firewall © VPN
i ) Policy Subtype @ Address ) User Identity ) Device Identity
Create a policy allowing access to the .
Incoming Interface wanl (¥
FortiRecorder from the Internet. Set Source Address = sl o
Incoming Interface to your Internet-facing Outgoing Interface lan o
interface, Outgoing Interface to lan, and Destination Address FortiRecorder_https x @
Destination Address to the new virtual IPs. FortiRecorder_rtsp "
Schedule T always -
Service 2 HTTPS IR
T RTSP ®
Action v ACCEPT -
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Results

From the Internet, go to the IP address of the
FortiGate unit’s secondary IP (in the example,
https://172.20.120.25) and you should be
able to see securely live video feed using
HTTPS and RTSP (Real Time Streaming
Protocol)

Go to Log & Report > Traffic > Forward
Traffic.

Verify https and RTSP traffic trough the
FortiGate

Select an entry for details.

At 423 FortiGate - FGL00D3612804195 ortRecor:

€ @ hips/ AT siminFECamadminis

DHCP Stats

Py v

| T Src Interface T Dst Interface T Service

172.20.120.25 wanl lan HTTPS
172.20.120.25 wanl lan HTTPS
172.20.120.25 wanl lan HTTPS
172.20.120.25 wanl lan HTTPS
172.20.120.25 wanl lan HTTRS
172.20.120.25 wanl lan RTSF
172.20.120.21 lan wanl RTSF
172.20.120.25 want lan RTSP
172.20.120.25 wanl lan HTTPS
172.20.120.25 wanl lan HTTPS
172.20.120.25 wanl lan HTTPS
172.20.120.25 wanl lan HTTPS
Application Details Date/Time 10:28:03 (1378376883)
Destination Country Reserved Dst 172.20.120.25

Dst Interface lan Dst NATIP 192.168.1.200

Dst NAT Port 554 Dst Port 554

Duration EEEE] Level notice

Log 1D 13 Policy ID 5

Protocol 5 Received 1617

Received Packets 8 Sent 1819

Sent / Received 1.78 KB/ 1.58 KB Sent Packets s

Sequence Number 25233 Service RTSP

Source Country Reserved Src 172.20.120.21

Src Interface wanl Src Port 63004

Status close Sub Type forvard

Threat Timestamp September-05-13 10:28:03 AM
Tran Display dnat Virtual Domain root
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Securi’ry Policies & Firewall Olojec’rs

Security policies and firewall objects are used to tell the FortiGate unit which traffic
should be allowed and which should be blocked.

No traffic can pass through a FortiGate unit unless specifically allowed to by

a security policy. With a security policy, you can control the addresses and
services used by the traffic and apply various features, such as security profiles,
authentication and VPNs.

Firewall objects are those elements within the security policy that further dictate how
and when network traffic is routed and controlled. This includes addresses,services,
and schedules.

This section contains the following examples:

o Ordering security policies to allow different access levels

° Using port forwarding on a FortiGate unit

o Using AirPlay with iOS, AppleTV, FortiAP, and a FortiGate unit
o Using AirPrint with iOS and OS X and a FortiGate unit
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Orderinp secun’ry pohaes to dllow different
access levels

This example illustrates how to order multiple security policies in the policy table,
in order for the appropriate policy to be applied to different network traffic. In the
example, three policies will be used: one that allows a specific PC access to all
services, one that allows only Internet access to other network devices, and the
default deny policy.

1. Configuring the Internet access only policy
2. Creating the policy for the PC

3. Ordering the policy table
4

. Results

Network PC
All Services
oﬂwp
o= LAN I | ‘ WANI
For‘riéra&e_\/>
é Internet Access Only

o‘?"’;
of:f‘;

Other Network Devices
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Conﬁiguring the Internet
aCCess only Policy

Go to Policy > Policy > Policy.

The screen that appears is the policy list.

In the example, Global View has been
selected, with the Seq.#, From, To, Source,
Destination, Action, Service, and
Sessions columns visible. To change the
visible columns, right-click on the menu bar
and select only the columns you wish to see.

Edit the first policy, which allows outgoing
traffic. Set Service to HTTP, HTTPS and
DNS. This policy now only allows Internet
access.

Creaﬁng the Policy for the
PC

Go to System > Network > Interfaces.

Edit the LAN interface. Under DHCP Server,
expand the Advanced options.

Create a new MAC Address Access
Control List. Set MAC to the MAC address
of the PC and IP to an available IP address.

This will automatically assign the specified

& Create New

[5acs |~ From |+ To | ~Source | Destination] ~ Action | ~ service| v Semsions |
1

lan wani Eall Eall

2 any any El any Elany

()Section View (=) Global View

v Accept @2 ALL

@ Deny B ALL

285 e

Policy Type
Policy Subtype

Incoming Interface

(*)Firewall (VPN

(=) Address () User Identity |

lan

IDevice Identity

w
Source Address =] all v
Outgoing Interface wanl w
Destination Address =] all b
Schedule 7 always -
Service 3 HTTP KW
2 HTTPS =
7. DNS ®
Action v ACCEPT -
™ Enable NAT
@ Use Destination Interface Address | | Fixed Port
i Create New | Edit T Delete [} Add from DHCP Client List

c4:2c:03:21:af:04 192.168.100.200

Unknown MAC Addresses

Assign IP

Ordering security policies to allow different access levels
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IP address to the PC when it connects to the
FortiGate.

Go to Firewall Objects > Address >
Addresses.

Create a new address. Set Type to IP
Subnet, Subnet/IP Range to the IP
address that will be assigned to the PC, and
Interface to LAN.

Using /32 as the Netmask ensures that the
firewall address applies only to the
specified IP.

Go to Policy > Policy > Policy.

Create a new policy. Set Incoming
Interface to LAN, Source Address to the
PC address, and Outgoing Interface to
WANT1.

Ordering the Policy table

Use the PC to browse to any Internet site,
then go to Policy > Policy > Policy.

The policy with Seq.# 1 is the Internet
access only policy, while 2 is the policy for
the PC. The Sessions column shows that
all sessions are currently using the Internet
access policy. Policy 3 is the default deny

policy.

To ensure that traffic from the PC matches

Category

Name

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

@ Enable NAT

(#) Use Destination Interface Address

[ Sea# [ vFrom] vTo | 7 Source |
1 lan wanl Hall

] Network_pPC

Eany

(=) Address () IPv6 Address
Network_PC

Subnet

192.168.100.200/32

lan

&

() Multicast Address

|Write a comment...

0/255

()Firewall (_IVPN

(®) Address (_User Identity
lan

=] Network_PC

wanl

= all

[T always

7 ALL

v ACCEPT

|| Fixed Port

Ean v Accept @D HTTP
BHTTPS
A DNS

Eall v Accept DALL

= any @ peny DALL

() Device Identity

CCCC

T Sessions
4 C——
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the PC policy, not the Internet access only
policy, select the Seq.# column and drag the
policy to the top of the list.

The device identity list will now appear at the mm-ﬂm-mmm

wan1 £l Network_PC Hall ¥ Accept BALL

top of the list. After the list is refreshed, this 1 want Sl v Accept  @uTTR =

CHTTPS

policy will be assigned Seq.# 1. @ons

3 any any Elany Elany @ Deny T ALL

With this new order set, the FortiGate unit
will attempt to apply the policy for the PC to
all traffic from the LAN interface. If the traffic
comes from a different source, the FortiGate
will attempt to apply the Internet access only
policy. If this attempt also fails, traffic will be
blocked using the default deny policy.

When ordering multiple security policies, the
most specific policies (in this case, the policy
for the PC) must go to the top of the list, to
ensure that the FortiGate unit checks them
first when determining which policy to apply.

X
(@]
(@]
m
X
(@]
(@]
(@)
L
<
)
'_
oc
(@]
L
L
T
'_

Results

. ¥ To _ lons
Browse the Internet using the PC and WWWW@? pr—
another network device, then refresh the 2 wam e cun - —
policy list. You can now see Sessions @ons

3 any any El any Elany @ Deny CALL

occuring for both policies.
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Using por’r Forwarding on a FortiGate unit

This example illustrates how to use virtual IPs to configure port forwarding on a
FortiGate unit, which redirects traffic from one port to another. In this example,
incoming connections from the Internet are allowed access to a server on the
internal network by opening TCP ports in the range 7882 to 7999 and UDP ports
2119 and 2995.

1. Creating three virtual IPs
Adding the virtual IPs to a VIP group

Creating a security policy

> @D

Results

Internet

Open TCP Por+s 7882-7999,
ubpP Por+ 2119 and 2995
for traffic from the
Internet to the server

Server

~
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Crea‘ring three virtual IPs

Go to Firewall Objects > Virtual IPs > Name Port range VIP
Virtual IPs. Comments Write a comment... 0/255
Color £l [Change]
Enable Port Forwarding and add a virtual External Interface wani
IP using TCP protocol with the range 7882- Type Static NAT
7999 7] Source Address Filter
External IP Address/Range  172.20.120.23 - 172.20.120.23
Mapped IP Address/Range  192.168.1.200 -1192.168.1.200
Port Forwarding
Protocol @ TCP @ UDP ) SCTP
External Service Port 7882 _ 7000
Map to Port 7882 -|7999
Create a second virtual IP for the UDP port Name First UDP Port VIP
2119. Comments Write a comment... 0/255
Colar £ [Change]
External Interface wanl
Type Static NAT
[T Source Address Filter
External IP Address/Range  172.20.120.23 - 172.20.120.23
Mapped IP Address/Range  192.168.1.200 -1192.168.1.200
Port Forwarding
Protocol ) TCP @ UDP () SCTP
External Service Port 2119 -~ 2119
Map to Port 2119 -|2119
Create a third a virtual IP for the UDP port Name Second UDP Port VIP
2995. Comments Write @ comment... 0/255
Color £l [Change]
External Interface wanl
Type Static NAT
[7] Source Address Filter
External IP Address/Range  172.20.120.23 - 172.20.120.23
Mapped IP Address/Range  192.168.1.200 -1192.168.1.200
Port Forwarding
Protocol ) TCP @ UDP () SCTP
External Service Port 2005 _ 2005
Map to Port 2995 -|2995
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Adding virtual IPs to a VIP
group

Go to Firewall Objects > Virtual IPs > VIP
Groups.

Create a VIP group that includes all three
virtual IPs.

Crea‘ring a securi’ry Policy

Go to Policy > Policy > Policy.

Create a security policy allowing inbound
connections to the server from the Internet.
Set the Destination Address as the new
VIP group.

Group Name:  gSeryer VIP Group

Comments:

Color: 5] [Change]

Interface:
wanl

Available VIPs:

Write a comment...

0/255

Members:

First UDP Port VIP
Port range VIP
Second UDP Port VIP

Paolicy Type
Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule
Service
Action
] Enable NAT
Logging Options
) No Log
() Log Security Events

@ Log all Sessions

@ Firewall © VPN

@ Address () User Identity () Device Identity

wanl -

=l all Lv]

lan -
Server VIP Group -

[T always -

7 ALL W

v ACCEPT -
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Results
Go to po"cy s Monitor > p°|icy Monitor

to see the active sessions.

0 1 2 3 4 5 [ 7

Active Sessions

e i

wanl 544 B 12

Select the blue bar for more information on a
session.

Sessions
J=

G010 Log & Report > Traffic Log > “srcstoal b | | ot [
Forward Traffic to see the logged activity. T ——

wanl |E|r1 172.20.120.21 172.20.120.23 2 ?332!tc:|
wanl lan 172.20.120.21 172.20.120.23 2 7882/t
wanl lan 172.20.120.21 172.20.120.23 2 7882/t
wanl lan 172.20.120.21 172.20.120.23 2 7882/tg
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Select an entry for more information about

the session.

Dst

Received

Sent { Received
Duration
Application Detail:
Protocol

Dst Port

Status

Tran Display
Policy ID

Src

Sent Packets

Src Port

Sub Type
Received Packets

Dst Interface

172.20.120.23

40

48B/408B

121

7esz

timeout

dnat

172.20.120.21

55045

forward

Virtual Domain
Source Country
Dst NAT Port
Sent

Service
Destination Country
roll

Timestamp
Sequence Number
Src Interface

Dst NATIP

Level

Log ID

Threat

Date/Time

root

Reserved
7asz

48

7882/tcp
Reserved
655320

Wed Mar 27 11:13:28 2013
101294

wanl
192.168.1.200
notice

13

11:13:28 (Wed Mar 27 11:13:28 2013)
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Usin AirPlay with i0S, AppIeTV, FortiAP, and a
FortiGate unit

This example sets up AirPlay services for use with an iOS device using Bonjour and
multicast security policies.

1. Configuring the FortiAP and SSIDs
Adding addresses for the wireless network
Adding service objects for multicasting
Adding multicast security policies

Adding inter-subnet security policies

o o M e N

Results

N
iPad

Internal Network
(Os x)

o

(3))
FortiAP

I\

FortiGate

AWe



ConFiguring the FortiAP and
SSIDs

Go to System > Network > Interfaces.

Edit the internal interface to be used for
the FortiAP and set Addressing Mode to
Dedicate to FortiAP.

Connect the FortiAP unit to the FortiGate
unit.

Go to WiFi Controller > Managed Access
Points > Managed FortiAP and authorize
the FortiAP.

Once authorized, it will appear in the
authorized list.

Name
Alias
Link Status

Type

Addressing mode

IP/Network Mask

1 Connected FortiAPs/FortiSwitches

Administrative Access

IPvE Administrative Access

Device Management

Detect and Identify Devices

Comments

Administrative Status

dmz (00:09:0F:99:39:6B)

Up &

Physical Interface

@ Manual ) DHCP

10.10.100.1/255.255.255.0

HTTPS PING
[155H  [7] SNMP
[[] HTTPS [[] PING

] s5H  [] SNMP

=

Write a comment...

@ O Up

[ HTTP

) PPPoE @ Dedicate to FortiAP/F

FMG-Access

[[] TELNET [[] FCT-Access

] HTTP
[7] TELNET

) @ Down

7] FMG-Access

0/255

[ Edit

T Delete
@ Authorize
@ Restart
) Upgrade

@1 10.10.100.2

[Mesh| + Access Point | T State| ¥ Connecte Via | 7 SSIDs | T Chand

o FAPZ22ZB3U11022065

@

B2l 10.10.100.2

Radic 1: All
Radic 2: All

Radio 1: :
Radio 2:
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Go to WiFi Controller > WiFi Network >
SSID.

Create a WiFi SSID for the network for
wireless users and enable DHCP Server.

Adding addresses for the
wireless network

Go to Firewall Objects > Address >
Addresses.

Create an address for SSID 1.

Name
Type
Traffic Mode

IP/Netwaork Mask

IPvG Address

Administrative Access

IPvE Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway
DNS Server
P Advanced...
WiFi Settings
SSID
Security Mode
Data Encryption
Pre-shared Key
Block Intra-SsID Traffic

Maximum Clients

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

WLAN1
WiFi SSID

Tunnel to Wireless Controller

10.10.10.1/255.255.255.0

L]

[T HTTPS [[] PING [ HTTP  [[] FMG-Access
[] SSH ] SNMP  [] TELNET [ FCT-Access
[ HTTPS [ PING [ HTTP  [[] FMG-Access
[ ssH [[] SNMP  [T] TELNET

Enable

(@ Create New

10.10.10.2 10.10.10.254

255.255.255.0
@ Same as Interface [P ) Specify

@ Same as System DNS ) Specify

Ss5ID1
WPA/WPAZ-Personal -
@ AES @ TKIP ) TKIP-AES

sanane (8 - 63 characters)
O
B

@ Address IPvE Address Multicast Address
SSID1_Subnet
B [Change]

Subnet -
10.10.10.0/255.255.255.0

WLANL (S5ID: SS5ID1) -

Write 3 comment... 0/255

Using AirPlay with iOS, AppleTV, FortiAP, and a FortiGate unit
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Create a second address for the internal
network containing the OS X computers.

Adding two service objec’rs
For Aerlay

Go to Firewall Objects > Service >
Services.

Add service objects for each device
connection.

Category

MName

Colar

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Name

Comments

Color

Show in Service List
Category

Protocol Type
IP/FQDN

Protocol

Name

Comments

Color

Show in Service List
Category

Protocol Type
IP/FQDN

Protocol

@ Address IPv6 Address

Internal network
& [Change]
IP Range
192.168.1.110-192.158.1.210
lan

Wired and Wireless devices

AirPlay - Apple TV to i05
Write 3 comment...

E [Change]
Uncategorized

TCP/UDP/SCTP =

Destination Port
Low High

TCP - 7000 -

uoP - 1 - 65535

pirPlay - i0S to apple TV
Write a comment...

B [Change]
Uncategorized

TCP/UDP/SCTP ~

Destination Port

Low High
TCP - 7000 -
TP - 7100 -
TCR - 49152 - 50000
UDP - 1 - 65535

Multicast Address

26/255

0/255

Source Port
Low High

0/255

Source Port
Low High
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Adding multicast securi+y
policies

Go to Policy > Policy > Multicast Policy.

Incoming Interface

Source Address

lan

¥ Internal network LT
Create a policy to allow multicast traffic from Outgaing Interface WLANI (SSID: SSID1) -
the LAN and WLAN1 for AppleTV to iOS Destination Address B Bonjour o
devices. Set Incoming Interface to LAN, DDN;”ab'e SNAT
0.0.0.0
Source Address to the Internal network, protocol Yor =
Outgoing Interface to the SSID, and Port Range 15353
Destination Address to Bonjour. Action ~ ACCEPT ~
¥ Log Allowed Traffic
The Bonjour address allows the devices to
find each other when they connect
through the FortiGate unit.
Go to Policy > Policy > Multicast Policy. Incoming Interface WLANL (S510; SS101) =
) ) . Source Address {5] S51D1_Subnet w
Create a policy to allow multicast traffic Outgeing Interface o -
from the WLAN1 and LAN fOI’ |OS deVICGS Destination Address [ Bonjour (¥
to AppleTV. Set Incoming Interface to [ Enable SNAT
the SSID, Source Address to the SSID DNAT 0.0.0.0
IP, Outgoing Interface to LAN, and Protocol uoe -
. . . Port Range 1-5353
Destination Address to Bonjour. _
Action v ACCEPT -
I Log Allowed Traffic
Using AirPlay with iOS, AppleTV, FortiAP, and a FortiGate unit 113



Adding inter-subnet 9ecuri+y
Policies
Go to Policy > Policy > Policy.

Create a policy allowing traffic from the
Apple TV to the iOS device. Set Incoming
Interface to LAN, Source Address to the
Internal network, and Outgoing Interface to
the SSID.

Create a policy allowing traffic from the

iOS device to the Apple TV. Set Incoming
Interface to the SSID, Source Address to
the SSID IP, and Outgoing Interface to the
LAN.

Results

Use Airplay from the iPad to stream video to
the Apple TV.

Go to Log & Report > Traffic Log >
Multicast Traffic to see the multicast traffic
between the WLAN1 and LAN interfaces.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

Paolicy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

@ Firewall ©) VPN

@ Address () User Identity
lan

B Internal network

WLANI (SSID: 551D1)

[5] 55101 _Subnet

[T always

7 AirPlay - Apple TV to i05

v ACCEPT

@ Firewall 0 VPN

@ Address ) User Identity

WLANL (S5ID: S5ID1)

5] S5ID1_Subnet

lan

B9 Internal network

[0 always

7 AirPlay - 05 to apple TV

v ACCEPT

(©) Device Identity

) Device Identity

[ " Date/time|  Src iterface [ Dst nterface | T Src | st | Application Name

10.10.10.3 224.0.0.251  Unknown 3
192.168.1.112 224.0.0.251  Unknown 2

4 09:49:41 WLANL
5 09:47:28 lan
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. . Dst 224.0.0.251 Virtual Domain root
Select an entry for more information.
Received 1] Source Country Reserved
Sent / Received 300B/0B Duration 1237
Sent 300 Application Details
Service 5353/udp Protocol 17
Destination Country Reserved Dst Port 5353
roll 65498 Status ¥
Timestamp Tue Apr 23 09:43:41 2013 Tran Display noop
Sequence Number 0 Policy ID 5
Src Interface WLANL Src 10.10.10.2
Sent Packets 2 Level notice
Src Port 5252 Log ID 1z
Sub Type multicast Threat
Received Packets 1] Date/Time 09:49:41 (Tue Apr 23 095:45:41 2013)
Dst Interface lan
st 224.0.0.251 Virtual Domain root
eceived 0 Source Country Reservad
sent [ Received 232B/0B Duration 1105
sent 232 Application Details
Service 5353/udp Protocol 17
Destination Country Reserved Dst Port 5353
-oll 65498 Status ¥
fmestamp Tue Apr 23 05:47:28 2013 Tran Display noop
sequence Number 0 Policy ID [
src Interface lan Src 192.168.1.112
sent Packets 1 Lewel notice
src Port 5353 Log ID iz
sub Type multicast Threat
eceived Packets [n] Date/Time 09:47:28 (Tue Apr 23 09:47:28 2013)
Jst Interface WLAN1
Go to Log & Report > Traffic Log > Log | # |7 Date/Time | v Src Interface| v Dst Interface| YSrc | vost |+ pof
Forward and filter policy IDs 6 and 7, which 10:30:09 __Lln 192.1¢ 10.10.10
. . 2 10:28:24 lan WLANL 192.168.1.110 10.10.10.3 Fi
a”OW AIFP|ay traﬁlc 3 10:27:14 WLANT lan 10.10.10.3 192.168.1.110 &
4 10:26:34 WLANL lan 10.10.10.3 192.168.1.110 6
5 10:25:55 WLANL lan 10.10.10.3 192.168.1.110 ©
G 10:25:25 WLANL lan 10.10.10.3 192.168.1.110 &
7 10:25:13 WLANL lan 10.10.10.3 192.168.1.110 &
8 10:24:46 WLANT lan 10.10.10.3 192.168.1.110 &
9 10:24:01 WLANL lan 10.10.10.3 192.168.1.110 &
10 10:24:01 WLANL lan 10.10.10.3 192.168.1.110 6
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Select an entry for more information.

Apple TV can also be connected to the
Internet wirelessly. AirPlay will function
from any i0S device connected to the
same SSID as Apple TV. No configuration is
required on the FortiGate unit.

Dst

Received

Sent / Received
Sent

Service
Destination Country
roll

Timestamp
Sequence Number
Src Interface
Sent Packets

Src Port

Sub Type
Received Packets

Dst Interface

Dst
Received

Sent / Received
Sent

Service

Destination Country
roll

Timestamp
Sequence Number
Src Interface

Sent Packets

Src Port

Sub Type

Received Packets

Dst Interface

10.10.10.3

2888

2.82 KB / 2.82 KB
2888

7010/udp
Reserved

65498

Tue Apr 23 10:30:09 2013
10683

lan

28

7011

forvard

38

WLANL

152.168.1.110
87986

7.26 MB / 85.92 KB
7612538

AirPlay

Feserved

65498

Tue Apr 23 10:27:14 2013
10994

WLANL

5425

49625

forvard

1667

lan

Virtual Domain
Source Country
Duration
Application Details
Protocol

Dst Port
Status

Tran Display
Palicy ID

Src

Level

Log ID

Threat

Date/Time

Virtual Domain
Source Country
Duration
Application Details
Protocol

Dst Port
Status

Tran Display
Policy ID

Src

Level

Log ID

Threat

Date/Time

root
Feserved

282

7010

noop
7
192.168.1.110
notice

13

10:30:09 (Tue Apr 23 10:30:09 2013)

root
Reserved

28

7100
close
noop

&
10.10.10.3
notice

13

10:27:14 (Tue Apr 23 10:27:14 2013)
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Usi?g AirPrint with iOS and OS X and a FortiGate
uni

This example sets up AirPrint services for use with an iOS device and OS X
computers using Bonjour and multicast security policies.

1. Configuring the FortiAP and SSIDs

2.
3.
4.
5.
6.

Adding addresses for the wireless networks and printer
Adding service objects for printing

Adding multicast security policies

Adding inter-subnet security policies

Results

Internal Network
0OS x

7 4 ]

() 11
FortiAP FortiGate

@%
fs]
[ e—1

AirPrint



ConFiguring the FortiAP and
SSIDs

Go to System > Network > Interfaces.

Set an internal interface as dedicated to the
FortiAP unit.

Connect the FortiAP unit to the FortiGate
unit.

Go to WiFi Controller > Managed Access
Points > Managed FortiAP and authorize
the FortiAP.

Once authorized, it will appear in the
authorized list.

Name
Alias
Link Status

Type

Addressing mode

IP/Network Mask

dmz (00:09:0F:99:39:6B)

Up @

Physical Interface

@ Manual ) DHCP @) PPPoE @ Dedicate to FortiAP/FortiSwitch

10.10.100.1/255.255.255.0

1 Connected FortiaAPs/FortiSwitches

Administrative Access

1Pv6 Administrative Access

Device Management

Detect and Identify Devices

Comments

Administrative Status

HTTPS PING [ HTTP FMG-Access
[F185H [ SNMP  [7] TELNET [7] FCT-Access
[C1 HTTPS [] PING  [[] HTTP  [[] FMG-Access
[7] ssH [ SNMP  [C] TELNET

=]

Write a comment... 0/255

@ O Up © © Down

|7 State |7 Connected via | v sstDs |

2 edit @ ®i0.101002

T Delete
@ Authorize
@ Restart
@ Upgrade

[} FAP22B3U11022065

Radio 1: All Radic 1: 3
Radio 2! All  Radio 2: (

@ & 10.10.100.2
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Go to WiFi Controller > WiFi Network >
SSID.

Create a WiFi SSID for the network for
wireless users and enable DHCP Server.

Name
Type
Traffic Mode

IP/Netwark Mask

IPvE Address

Administrative Access

IPvG Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway
DNS Server

P Advanced...

WiFi Settings
S5ID
Security Mode
Data Encryption

Pre-shared Key

WLAN1
WiFi S5ID

Tunnel to Wireless Controller

10.10.10.1/255.255.255.0

/0

[[] HTTPS [[] PING  [[] HTTP  [[] FMG-Access
[7] s5H [C] snMP [T] TELNET [[] FCT-Access

[ HTTPS [0 PING  [C] HTTP  [C] FMG-Access
1 ssH [C] snMP - [C] TELNET

Enable

@ Create New

10.10.10.2 10.10.10.254

255.255.255.0
@ Same as Interface IP ) Specify

@ Same as System DNS ) Specify

S5ID1
WPA/WPAZ2-Personal -
@® AES @) TKIP ) TKIP-AES

rnnee (8 - 63 characters)

Using AirPrint with iOS and OS X and a FortiGate unit
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Create an SSID for the network for the

AirPrint printer and enable DHCP Server.

Adding addresses for the

wireless networks and
Prin’rer

Go to Firewall Objects > Address >
Addresses.

Create addresses for the SSID1, SSID2, and

AirPrint printer.

Name
Type
Traffic Mode

IP/Netwark Mask
IPv6 Address

Administrative Access

1Pv6 Administrative Access

DHCP Server

Address Range

Netmask

Default Gateway

DNS Server

b Advancad...
WiFi Settings

S5ID

Security Mode

Data Encryption

Pre-shared Key

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

WLANZ
WiFi SSID

Tunnel to Wireless Controller

20.20.20.1/255.255.255.0

]

[l HTTPS [ PING  [[] HTTP  [C] FMG-Access
[[]S5H  [] SNMP  [[] TELNET [C] FCT-Access
[ HTtPs [0 PING  [0] HTTP  [C] FMG-Access
] ssH  [C] sNMP [ TELNET

Enable

@ Create New

20.20.20.2 20.20.20.254

255.255.255.0
@ Same as Interface IP ) Specify

@ Same as System DNS () Specify

S551D2
WPA/WPA2-Personal -
@ AES (O TKIP (O TKIP-AES

sesese (8 - 63 characters)

@ Address IPvE Address Multicast Address
SSID1_Subnet
B [Change]

Subnet -
10.10.10.0/255.255.255.0

WLAN1 (S5ID: S5ID1) -

Write a comment... 0/255

@ Address IPvE Address Multicast Address
SSID2_Subnet
B [Change]

Subnet -
20.20.20.0/255.255.255.0

WLANZ (S5ID: S51D2) -

Write a comment... 0/255
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Category @ Address IPvE Address Multicast Address
Name AirPrint Printer IP
Calor £ [Change]
Type Subnet -
Subnet / IP Range 20.20.20.2
Interface WLANZ (S5ID: 55ID2) -
Show in Address List
Comments Write a comment... 0/255
Create an address for the internal network Category @ Address IPvE Address Multicast Address
containing the OS X computers. Name Internal network
Color & [Change]
Type IP Range -
Subnet / IP Range 192.168.1.110-192.168.1.210
Interface lan -
Show in Address List
Comments wired and Wireless devices 26/255
- - - N
Go to Firewall Objects > Service > ame P
s . Comments Internet Printing Protacol 265/255
ervices. Color [ [Change]
i Lo Show in Service List
Create a new service for Internet Printing Category Uncategorized -
Protocol (IPP) for iOS devices. Protocol Type TCPUDB/SCTR ~
IP/FQDN
Destination Port Source Port
Low High Low High
Protocol TCP - 631 ~ _
Create a new service for PDL Data Stream Name PDL
for OS X computers. Comments PDL Data Stream 15/255
Color ] [Change]
Show in Service List
Category General -
Protocol Type TCP/UDP/SCTP ~
IP/FQDN
Destination Port Source Port
Low High Low High
Protocol TCP - 2100 _ _
121
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Adding multicast securi+y
policies

Go to Policy > Policy > Multicast Policy.

Create two policies to allow multicast traffic
from WLAN1 and WLAN2 for iOS devices.

For the first policy, set Incoming Interface
to WLAN1, Source Address to the SSID1
IP, Outgoing Interface to WLANZ2, and
Destination Address to Bonjour.

For the second policy, set Incoming
Interface to WLAN2, Source Address
to the SSID2 IP, Outgoing Interface to
WLANT1, and Destination Address to
Bonjour.

The Bonjour address allows the devices to
find each other when they connect
through the FortiGate unit.

Create two policies to allow multicast
traffic from the LAN and WLAN2 for OS X
computers.

For the first policy, set Incoming Interface
to LAN, Source Address to the Internal
network, Outgoing Interface to WLAN2,
and Destination Address to Bonjour.

Incoming Interface
Source Address
Outgoing Interface
Destination Address
[[] Enable SNAT
DNAT

Protocol

Port Range

Action

Log Allowed Traffic

Incoming Interface
Source Address
Outgoing Interface
Destination Address
] Enable SNAT
DMNAT

Protocol

Port Range

Action

[#|Log allowed Traffic

Incoming Interface
Source Address
Qutgoing Interface
Destination Address
[C] Enable SNAT
DNAT

Protocol

Port Range

Action

Log Allowed Traffic

WLAN1 (SSID: S5ID1)
[=] 55101 _Subnet
WLANZ (SSID: S5ID2)

[EH: Bonjour

0.0.0.0
uoP
1-5353

v ACCEPT

WLANZ (S5ID: S5ID2)
=] 551D2_Subnet
WLANL (S5ID: S5ID1)

EH Bonjour

0.0.0.0
UDF
1-5353

v ACCEPT

lan
B Internal network
WLANZ (SSID: S5102)

[ Bonjour

0.0.0.0
UDP
1-5353

v' ACCEPT
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For the second policy, set Incoming
Interface to WLAN2, Source Address to
the AirPrint, Outgoing Interface to LAN,
and Destination Address to Bonjour.

Adding inter-subnet securi+y
Policies
Go to Policy > Policy > Policy.

Create a policy allowing printing from
wireless devices. Set Incoming Interface to
WLAN1, Source Address to the SSID1 IR,
Outoing Interface to WLAN2, Destination
Address to the AirPrint, and Service to IPP.

Create a policy allowing printing from an

OS X computer to the AirPrint printer. Set
Incoming Interface to LAN, Source
Address to the Internal network, Outoing
Interface to WLAN2, Destination Address
to the AirPrint, and Service to IPP.

Incoming Interface
Source Address
Qutgoing Interface
Destination Address
7] Enable SNAT
DNAT

Protocol

Port Range

Action

Log Allowed Traffic

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

WLANZ (SSID: 55ID2)
E=] AirPrint Printer IP
lan

[ Bonjour

0.0.0.0
UDP
1-5353

v’ ACCEPT

@ Firewall ) VPN

@ Address () User Identity
WLANL (S5ID: 55101)

[=] 55ID1_Subnet

WLANZ (SSID: 551D2)

E=] AirPrint Printer IF

[T always

o IPP

v ACCEPT

@ Firewall ©) VPN

@ Address ) User Identity
lan

B Internal network

WLANZ (S51D: 551D2)

E=] AirPrint Printer IP

[T always

2 POL

v" ACCEPT

() Device Identity

) Device Identity
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Results

Print a document from an iOS device.

Go to Log & Report > Traffic Log >
Multicast Traffic to see the printing traffic
passing through the FortiGate unit.

Select an entry to see more information.

Go to Log & Report > Traffic Log >
Forward Traffic and verify the entry with the
IPP service.

n ¥ Date/Time | ¥ Src Interface | 7 Dst Interface m ¥ Policy ID m

10.10.10.3 224.0.0.251

03-27 20:44
15 03-27 19:44
16 03-27 18:44
17 03-27 17:44
18 03-27 16:44
19 03-27 16:07
20 03-27 15:57
21 03-27 15:55
22 03-27 15:54
23 03-27 15:54

Dst

Received

Sent / Received
Sent

Service
Destination Country
roll

Timestamp
Sequence Number
Src Interface
Sent Packets

Src Port

Sub Type
Received Packets

Dst Interface

Dst
Received

Sent / Received
Sent

Service

Destination Country
roll

Timestamp
Sequence Number
Src Interface

Sent Packets

Src Port

Sub Type

Received Packets

Dst Interface

WLANT
WLANL
WLANL
WLANL
WLANL
WLANT
WLANZ
WLANT
WLANL
WLANZ

224.0.0.251
0
77B/08B
77
5353/udp
Reserved

65520

WLANZ
WLANZ
WLANZ
WLANZ
WLANZ
WLANZ
WLANL
WLANZ
WLANZ
WLANT

Wed Mar 27 20:44:11 2013

Lo}

WLANL

1

5252
multicast
Q

WLANZ

5 20.20.20.2
42012

2,18 KB/ 41.03 KB
2225

631/tcp

United States

65530

Wed Mar 27 15:35:41 2013

40762

WLANL

27

52543

forvard

24

WLANZ

10.10.10.3 224.0.0.251
10.10.10.3 224.0.0.251
10.10.10.3 224.0.0.251
10.10.10.3 224.0.0.251
10.10.10.3 224.0.0.251
20.20.20.2 224.0.0.251
10.10.10.3 224.0.0.251

10.10.10.3 224.0.0.251

20.20.20.2 224.]

Virtual Domain
Source Country
Duration
Application Details
Protocol

Dst Port
Status

Tran Display
Policy ID

Src

Level

Log ID

Threat

Date/Time

Virtual Domain
Source Country
Duration
Application Details
Protocol

Dst Port
Status

Tran Display
Policy 1D

Src

Level

Log ID

Threat

Date/Time

.0.251

root

Reserved

17765

5352

noop

1

10.10.10.3

notice

1z

[ S e X R N

5353/udp
5353/udp
5353/udp
5353/udp
5353/udp
5353/udp
5353/udp
5353/udp
5353/udp
5353/udp

03-27 20:44 (Wed Mar 27 20:44:11 2013)

root

Reserved

2

dose

noop

3

10.10.10.2

notice

13

03-27 15:25 (Wed Mar 27 15:35:41 2013)
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Print a document from an OS X computer.

Go to Log & Report > Traffic Log >
Multicast Traffic to see the printing traffic
passing through the FortiGate unit.

Select an entry to see more information.

Go to Log & Report > Traffic Log >
Forward Traffic and filter the destination
interface for WLAN2 traffic.

Select an entry to see more information.

n ¥ Date/Time | ¥ Src Interface | ¥ Dst Interface ¥ Policy ID m

13:09:28
12:09:28
11:09:29
10:32:57
10:23:44

@ o s W e

10:23:44

Dst

Received

Sent [ Received
Sent

Service
Destination Country
roll

Timestamp
Sequence Number
Src Interface
Sent Packets

Src Port

Sub Type

5 Refresh

lan WLAN2
lan WLANZ
lan WLANZ
lan WLANZ
WLANZ WLANT
WLANZ lan
224.0.0.251

[}

1208/ 0B

iz0

5353/udp

Reserved

83526

Mon Apr 1 10:21:23 2013

5353

multicast

@) Download Raw Log

192.168.1.112 224.0.0.251 4 5353/udp
192.168.1.112 224.0.0.251 4 5353/udp
192.168.1.112 224.0.0.251 4 5353/udp
192.168.1.112 224.0.0.251 4 5353/udp
20.20.20.2 224.0.0.251 2 5353/udp
20.20.20.2 224.0.0.251 3 5353/udp

Virtual Domain root

Source Country Reserved

Duration 417

Application Details

Protocol 17

Dst Port 5353

Status v

Tran Display noop

Policy ID 4

Src 192.168.1.112

Level notice

Log ID 12

Threat

n ¥ Date/Time | T Src Interface Dst Interface _ T Policy ID

2 10:21:21
3 10:21:19
4 10:21:08

Dst

Received

Sent / Received
Sent

Service
Destination Country
roll

Timestamp
Sequence Number
Src Interface
Sent Packets

Src Port

Sub Type
Received Packets

Dst Interface

55 30.20.20.2
saz

40.45 KB/ 532 B
41416

9100/tcp

United Ststes
65526

Mon Apr 1 10:22:15 2013
3444

lan

2z

57631

forvard

10

WLAN2

192.168.1.112
192.168.1.112
192.168.1.112

B 20.20.20.2 5 9100,
%= 20.20.20.2 5 9100
%= 20.20.20.2 5 9100,

Virtual Domain root

Source Country Reserved
Duration 55
Application Details

Protocol [

Dst Port 9100

Status close

Tran Display noop

Palicy ID s

Src 152.168.1.112
Level notice

Log ID 13

Threat

Date/Time 10:22:15 (Mon Apr 1 10:22:15 2013)
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Securify Features

Security features, including antivirus, web filtering, application control, intrusion
protection (IPS), email filtering, and data leak prevention (DLP), apply core security
functions to the traffic accepted by your FortiGate unit.

Each security feature has a default profile. You can also create custom profiles to
meet the needs of your network. These profiles are then applied to your security
policies and used to monitor and, if necessary, block external and internal traffic that
is considered risky or dangerous.

This section contains the following examples:

o Monitoring your network using client reputation

o Controlling network access using application control

o Using a custom signature to block web traffic from Windows XP
o Protecting a web server from external attacks

o Blocking outgoing traffic containing sensitive data

o Preventing credit card numbers from escaping your network

J Blocking access to specific websites

o Extra help: Web filtering

o Blocking HTTP and HTTPS traffic with web filtering

o Using web filter overrides to control website access

o Limiting access to personal interest websites using quotas

o Setting up YouTube for Education

J Inspecting traffic content using flow-based inspection
J Analyzing your network traffic using a one-armed sniffer
o Excluding specific users from security scanning
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Moni’roring your network using client repu’ra’rion

Client reputation allows you to monitor traffic as it flows through your FortiGate unit
to identify users who may be engaging in risky or dangerous behavior. A variety

of different areas can be monitored, depending on what concerns you have about
activity on your network. In this example, particular attention will be given to any
traffic containing peer-to-peer (P2P) downloading.

Client reputation only monitors risky activity, it does not block it. If you discover activity that you are concerned about,
additional action must be taken to stop it, such as applying a more restrictive security policy to the traffic.

1. Enabling logging to disk
2. Enabling client reputation

3. Results

y

Internet

I ‘ Traffic monitored by
client repu’raﬁon
FortiGat

Internal Network
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Enaloling |o%in@ 1o disk

In order to see your Client Reputation
Tracking results, logging to disk must be
enabled.

Go to Log & Report > Log Config > Log
Settings. Under Logging and Archiving,
enable Disk.

Enabling client repu’ra’rion

Go to Security Profiles > Client
Reputation > Threat Level Definition.

Enable Client Reputation Tracking.
Assign a Risk Level Value for each
category, based on your traffic concerns and
needs. In the example, the value for P2P
Applications has been raised to Critical.
All other categories have been left at their
default level.

Enabling client reputation also enables the
Log Allowed Traffic setting for all
security policies. For more information,
see “Logging network traffic to gather
information” on page 39.

Logging and Archiving

™ Disk
(7] Enable Local Reparts

("I Send Logs to FortiAnalyzer/FortiManager

IP Address:

[ Send Logs to FortiCloud

Account:

(7] Event Logging

T Client Reputation Tracking
Application Protection

Botnet Applications

P2P Applications

Proxy Applications

Games Applications

Intrusion Protection

Critical Severity Attack Detected
High Severity Attack Detected
Medium Severity Attack Detected
Low Severity Attack Detected

Informational Severity Attack
Detected

Risk Level Values
Low 5 MED 10

Test Connectivity

Test Connectivity

Malware Protection

Packet Based Inspection

Malware Detected

Botnet Connection Detected

Blocked by Firewall Policy

Failed Connection Attempts

Web Activity
All Blocked URLs
[ | Visit to Security Risk Sites
Visit to Potentially Liable Sites
Visit to Adult/Mature Content Sites
Visit to Bandwidth Consuming Sites
HIGH 30 [ e




Results

After traffic has been monitoed for a day, go
to System > Dashboard > Threat History
to view the Threat History widget, which
shows a graph of monitored threats.

Any sections in red should be examined,
as they contain threats that are considered
Critical. To select this section, click on its
left side and then click on the right side.
Select a Drill-Down option to view more
information about the traffic and the client
reputation scores (the higher the score, the
riskier the behaviour).

Top Sources shows the sources of the risky
behaviour on your network.

Top Destinations shows the destinations
which have caused the risks.

Top Threat Types shows the threat
category and the risk level of the behaviour.

Source: any Destination: any Time Frame: @] 1 Hour 1 Day 1 Week History: | Generate |
Low: 0, Medium: 20, High: 0, Critical: 0, Time Period: 09:50:32 - 09:50:38

Oril-Down To
Too Sources |
Tap Destinations
Top Threat Types

[ Show Al Incigents

Low

Medium

120

High

90

60

° U\J\NW |

WY

@ Critical

w

\ \‘W\M\N’\'\NJ \MWUNWWW‘J lﬁ\'W\ﬂN\l\lU\JWUqﬂﬂ

09:45 09:50 08:55 10:00 10:0%

[ Source | Devic | Total Contributing Score

192,168.13.110 N/ A 2,240

172.20.120.236 MN/A 450 mm

Application Name | Total Contributing Score

224.0.0.1 Local.8612/udp 2,280
172.20.20.20 Local.RSH 470 —
192.168.110.9 Unknown 50 g

EE 54.243.123.60 Unknown 20 |

[*0132.246.2.6 Unknawn 10 |

e e

P2P Applications P2P Applications 2400

Failed Connection Attempts Failed Connection Atternpts | Medium 640 T
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Con’rrolling network access using applica’rion
control

This example uses application control to monitor traffic and determine what
applications are contributing to high bandwidth usage or distracting employees.
After this is determined, a different application sensor is used to block those
applications from having network access.

1. Creating an application sensor to monitor network traffic

2. Adding the monitoring sensor to a security policy
3. Reviewing the application control monitor
4. Creating an application sensor to block applications
5. Adding the blocking sensor to a security policy
6. Results
Action applied
Application
+5|E96+ed?
Application P
Session begins — = f Peci{:ic Alzgﬁ?,gfn
raffic enabled?

Traffic not
offected
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Creating an applica’rion
control sensor o monitor
traffic

Go to Security Profiles > Application
Control > Application Sensors. Select
the plus icon in the upper right corner of
the window to create a new sensor list for
monitoring application traffic.

Select Create New to add a new application
filter. Leave all Filter Options selected.

Ensure that you set the Action to Monitor.
At this stage in the process, you are
monitoring the traffic to locate any problems
that may be occurring, rather than blocking
applications.

Name moniter_application_traffic
Comments \Com ments
Sensor Type @ Filter Based *) Specify Applications

Filter Options]

0/255

Action S vonitor (7 Block % Reset & Traffic Shaping

Category Popularity Technology Risk
[“IBotnet [¥] email [¥IFile.sharing Tty [“IBrowser-Based [¥Botnet
VGame [VGeneral.interest M Ly [V client-server [V Excessive-Bandwidth
MImedia [VINetwork Service  Flp2p Ty [VINetwork-Protocol [¥INone
[@IProxy [VIRemote.Access [] social.Netwaorking ity [VIPeer-to-peer
[VIstorage.Backup  Flupdate Fvorp o
Application Name Category Technology Popularity

012mail eMail Browser-Based o

0z20 File.Sharing Browser-Based @ Excessive-Bandwidth
[ Lund1.Mail eMail Browser-Based @ Excessive-Bandwidth
2Shared.Browse.Upload.File File.Sharing Browser-Based L Excessive-Bandwidth
2Shared.Search.Download.File File.Sharing Browser-Based o« Excessive-Bandwidth
& 2ch Sodial.Networking Browser-Based bxd
@ 2ch_Post Social.Networking Browser-Based @

3PC Network Service Network-Protocol ¥
4 ashared File.Sharing BrowserBased @ Excessive-Bandwidth
& 6en Media Browser-Based L Excessive-Bandwidth
f. 9PFS Network.Service Network-Protocol ¢
gorTv P2P Peer-to-Peer o Excessive-Bandwidth
i 24im ™ Client-Server o Excessive-Bandwidth
&) 51.Com Social.Networking Browser-Based g

LK /164 >/ ¥ [ Total: 226 ]
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Adding the monitorin
sensor 1o a securi’ry Policy

Go to Policy > Policy > Policy.

Edit the security policy that allows internal
users to access the Internet. Under Security
Profiles, enable Application Control and
set it to use the new filter.

Policy Type

Policy Subtype

Incoming Interface

Source Address

Outgoing Interface

Destination Address

Schedule

Service

Action

# Enable NAT
(*) Use Destination Interface Address
(") Use Dynamic IP Paol
() Use Central NAT Table

Logging Options
No Log

Log Security Events

(=) Log all Sessions

Security Profiles
OFF _ AntiVirus

OFF  Web Filter

@ Application Control

(*)Firewall (_)VPN

(*) Address () User Identity () Device Identity

internal
£ all
wanl

=l all

[T always
D ALL

v ACCEPT

| Fixed Port

Click to add...

default
default

maonitor_application_traffic

CCCC
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Reviewing the applica’rion
control monitor

Go to Security Profiles > Monitor >
Application Monitor to see the results
found by the application sensor.

Select a bar to see further details on the
usage statistics.

In the example, you can see an occurrence
of an HTTP segmented download, which
typically occurs during Peer-to-Peer (P2P)
downloads. To avoid this from occurring

in the future, P2P applications must be
blocked.

Creating an application
sensor to block applica’rions

Go to Security Profiles > Application
Control > Application Sensors and create
a new sensor list for blocking application
traffic.

D refresh [ Reset

Top Applications Usage Monitor

Top Applications by Bandwidth # Top Applications by Session Count #

HTTRSegmented Download
HTTRExecutable [11017.2K
sSL 2.5k
HTTRBROWSER |2.1K
MS.indows.Update 18K
DNS 12K

Skype (376
0 sM o loM  LaM

13

4 2oM 36M
Bits per Second

2910 ss Ay
oHs 53
Skype =3
HTTREROWSER 29

MS Windews.Updsta |4

HTTPEsscutable 1

HTTPSegmerted Download |1

Top IP/User for [HTTP.Segmente... |

19216811 29.1M

0 1oM 19M 29 3@M  _48M SIM  67IM  7EM
Bytes

D refresh [ Reset

1921681116 1017.2K

o 488K 977K 1465K

] »

Top Applications by Bandwidth ra Top Applications by Session Count &

m

Top Applications Usage Monitor
192.1681.116

11915K

192.1681.114 | 653K

m

152.168.1.100 | 255K

586K 781K 977K 1172K 136%

Bytes i

o 195K 391K

g m |

Name

Comments

| Block_app-sensor| |

‘Commerts

‘ 0/255

| OK | Cancel |
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Select Create New to add a new application
filter.

In the Category list, select the application
categories you wish to block. As well as
blocking P2P, other types of applications
can be selected that are known to distract
employees.

Ensure that you set the Action to Block.

Adding the I0|ocking sensor
toa securi’ry Policy

Go to Policy > Policy > Policy.

Edit the firewall policy allowing internal users
to access the Internet. Under Security
Profiles, enable Application Control and
set it to use the new filter.

Sensor Type @ Filter Based

[Filter Options]

*) specify Applications

Category
[[IBotnet

[Cemail

[storageBackup ~ [[Update

[ came [Vl General.interest
Media [CINetwork.Service
[Clproxy [CIRemote.Access

[Ivorp

Social.Networking

Popularity

lient-Server

Technology

Browser-Based

xcessive-Bandwidth

letwork-Protocol

Peer-to-Peer

oo rovriy ]

=
s
-]
-

Action

0 ile.Sharing Browser-Based o Excessive-Bandwidth
2Shared.Browse.Upload.File  File.Sharing Browser-Based o Excessive-Bandwidth
2Shared.Search.Download.File File.Sharing Browser-Based o Excessive-Bandwidth
@& 2ch Social.Networking Browser-Based o
&) 2ch_Post Social.Networking Browser-Basad o
4] ashared File.Sharing Browser-Based o Excessive-Bandwidth
& 6en Media Browser-Based o Excessive-Bandwidth
B2ortv PZP Peer-to-Peer o Excessive-Bandwidth
i 24im ™ Client-Server o Excessive-Bandwidth
) 51.Com Social.Networking Browser-Based o
(3 51.Com_BBS Sacial.Netwarking Browser-Based o Excessive-Bandwidth
(§) 51.Com_Music Media Browser-Based o Excessive-Bandwidth
(%) 51.Com_Posting Social.Networking Browser-Based o Excessive-Bandwidth
() 51.Com_Webdisk File.Sharing Browser-Based o Excessive-Bandwidth

KNS / 965 ]

‘& Monitor & Block 4 Reset &) Traffic Shaping

Policy Type

Policy Subtype

Incoming Interface

Source Address

Outgoing Interface

Destination Address

Schedule

Service

Action

¥ Enable NAT
G) Use Destination Interface Address
() Use Dynamic IP Pool
() Use Central NAT Table

Logging Options
No Log
Log Security Events

(®) Log all Sessions

Security Profiles
OFF . AntiVirus

o Web Filter

@™ Application Contral

() Firewall (VPN

(=) Address (_)User Identity () Device Identity
internal

=l all

wanl

Elall

CCCC

[0 always -
2 ALL L)

" ACCEPT hd

[ Fixed Port

Click to add...

default =
default -

Block_app-sensor
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Results

Go to Log & Report > Traffic Log >
Forward Traffic.

You can see the sensor is working and
blocking the traffic from the selected
application types, including the P2P
application Skype.

Select an entry to view more information,

including the application name and the
device the traffic originated on.

I T Application Name| ¥ Appllcatlun Control List| ¥ Application Category| ¥ Appllcatlun Control Acti

2 Skype
Skype
Skype

Dst

Received

Application Name
Sent / Received
Duration

Src NAT Port
Device

Protocol
Destination Country
Dst Port

Status
Application ID
Sequence Number
Sec Interface
Level

Sec Port

logid

Threat

Date/Time

Block_app-sensor

Block_app-sensor
Block_app-sensor

Block_app-sensar

S y57.55.56.147
252
Skypa
248 B/ 252 B
g8
5878
[ 00:0c:25:4b d7iee
3
United States
40041
o
10
13720
internal
notice
5878

iz

drop-session

drop-session

drop-session

virtual Domain

Source Country

Sec NAT IP

Device Type

Sent

Application Details
Service

byod_name
Application Control List
roll

Timestamp

05 Name

Policy 1D

Src

Application Category
Application Control Action
Sub Type

Tran Display

1 minute age (Wed Dec S 22:36:10 2012) Dst Interface

root

Reserved
172.20,120.124
Windows PC

248

40041/ tcp

Block_spp-sensor

65499

wed DecS 22:36:10 2012
Windows

3

192.168.1.114

pzp

drop-session

forward

snat

wanl
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Using a custom signature to block web traffic
from Windows X

When a computer’s operating system lacks vendor support, it becomes a threat
to the network because newly discovered exploits will not be patched. Using the
FortiGate application control feature, you can choose to restrict these computers
from accessing external resources.

This recipe shows how to use application control to block web traffic from PCs
running on Windows operating systems using NT 5, including Windows XP and
Windows Server 2003.

1. Creating a custom application control signature

2. Creating an application control sensor

3. Adding the sensor to the outbound traffic security policy
4

. Results

TrofFic
blocked
Web b ' NT 5
Session begins — =/ " beg%\';'gmﬂ df::;::‘?m
TrafFic not
affected
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Creating a custom
applicahon control signa’rure

Go to Security Profiles > Application Name Windows.NT.5.Web.SL

Control > Application List and select Comments [Write a comment...  erass
Signature F-SBID( --attack_id 8151; --vuln_id 8151;

create New. ==name "Windows.NT.5.Web.Surfing";

--gefault_action drop_session; --service
. . HTTP; --protocol tgp; --app_cat 25; --flow
Use the following text to create the signature: from_client; --pattern "Windows NT 5.%;

--no_case; --context header; ) A 6 Submit Signature

Make sure to remove all hard line breaks
from the signature. To ensure all breaks
have been removed, click and drag the
bottom right corner of the signature box
until the text appears in a single line.

F-SBID( --attack id 8151;

--vuln id 8151; --name "Windows.
NT.5.Web.Surfing"; --default
action drop session; —--service
HTTP; --protocol tcp; --app
cat 25; --flow from client;
--pattern "Windows NT 5."; --no
case; --context header; ) o
The signature will appear at the top of the T Application Name T Category

application list and be listed in the

APP W LNT.5. .
Web.Others category. Windows.NT.5.Web.5urfing Web.Others
Creating an application
SeEnsor
Go to Security Profiles > Application Name | Block Windows NT 5 |
Control > Application Sensors. Select Comments [Comments | or2ss
the plus icon in the upper right corner of the o Allow and Log DNS Traffic

window to create a new sensor.
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After selecting OK, select Create New to
add the new signature.

In order to locate the correct signature, select
Show more... under Category, then select
only Web.Others.

Set Sensor Type to Specify Applications.
The new signature will appear at the top of
the list. Select the signature, then set Action
to Block.

The signature will now appear as part of the
SENsor.

Sensor Type Filter Based @ Specify Applications

Filter Options * Basic Advanced

.Q Type to search applications

T Windows.NT.5 Web Suring
landl Web.Others
5GBfree Web.Others
AZhosting Web.Others

2 AOL Web.Others

& AT&T.Synaptic Web.Others
AffinityLive Web.Others
AffinityLive_New.Project Web.Others
Amazon.AWS_EC2 Web.Others

# Android Web.Others
Answerbase Web.Others
Answerbase_Answer.Question Web.Others
Answerbase_Ask.Question Web.Others
Aplus Web.Others

Action = Monitor &/ Block £} Reset | Traffic Shaping

Name Block Windows NT 5

Comments |Com‘nerts | o285

@ Allow and Log DNS Traffic
(& Create New

“Catopory |+ Action | ~ Appication

Web.Others @ Block Windows.NT.5.Web.Surfing
If_iJ Monitor All Other Known Applications
@ Monitor All Other Unknown Applications
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Adding the sensor 1o the
outbound traffic securi’ry

policy
Go to Policy > Policy > Policy and edit the
policy controlling your outbound traffic.

Policy Type
Policy Subtype

Incoming Interface

(=)Firewall () WPN

(*) Address (_User Identity (_Device Identity

lan w
Under Security Policies, enable Source Address Elall v
. . . Outgoing Interf wan
Application Control and set it to use the wraeing Ttertace ! v
Destination Address =] all ¥
new sensor. In order to also block HTTPS Sehedule e
traffic, enable SSL/SSH Inspection and set Service S o
it to use the default sensor. Action v ACCEPT
# Enable NAT
(*) Use Destination Interface Address (| Fixed Port
() Use Dynamic IP Pool Click to add...
Enabling SSL/SSH Inspecnon will cause Logging Options
web browers to experience a certificate ) No Log
error. To avoid this, see “Preventing @ Log Security Events
security certificate warnings when using O Log all Sessions
SSL inspection” on page 290.
Security Profiles
OFF _ AntiVirus default
OFF  Web Filter default
@ Application Control Block Windows NT § x &
JOFE_) IPS default
ofFF | Email Filter default
oFF _ DLP Sensor default
@D SSL/SSH Inspection default x| B
When a PC running one of the affected
operating systems attempts to connect to
the Internet using a browser, the connection
will fail. This includes Windows virtual
machines.
PCs running on other operating systems,
including later versions of Windows, will not
be affected.
Using a custom signature to block web traffic from Windows XP 139



Go to Log & Report > Traffic Log > | # |7 Policy ID| 7 Date/Time| _ 7 Source | 7 Destination | T Security Event| ¥ Security Ag

11 10:32:25 192.168.100.112  [*]184.150.152.177 (img.youtube.com)  app-cirl [x]

Forwa rd Traffic to see |OgS Of the blocked 2 1 10:30:27 192.168.100.111 = 108.160.165.12 (www.dropbox.com)  app-ctrl Q
. 3 1 08:43:27 192.168.100.112 = 173.194.64.100 (s.ytimg.com) app-ctrl [x]
traffic. 4 1 10:17:33 192.168.100.112 1= 213.180.204.25 (mail.yandex.com) app-ctrl [x]
5 1 08:59:14 192.168.100.112 55 208.91.113.66 (support.fortinet.com)  app-ctrl [x]

6 1 08:58:36 192.168.100.112 [ 131.13.66.128 (www.facebook.com) app-ctrl [x]

In the example, the blocked com puter (I P 71 08:58:16 192.168.100.112 55 208.91.113.66 (support.fortinet.com)  app-ctrl [x]
. 8 1 08:57:00 192.168.100.112 18 87.250.250.25 (mail.yandex.com) app-ctrl [x]

address 192.168.100.112) was running s 1 08:54:03 192168100112 1 131.13.69.128 (www.faceboolccom)  app-ctr o
. 10 1 08:53:09 192.168.100.112 [ 131.13.66.128 (www.facebook.com) app-ctrl [x]
Windows XP. 11 08:52:42 192.168.100.112 =5 208.91.113.66 (support.fortinet.com)  app-ctrl [%]
12 1 08:52:28 192.168.100.112 = 208.91.113.66 (support.fortinet.com)  app-ctrl [x]

13 1 08:50:00 192.168.100.112 =5 173.194.64.100 (s.ytimg.com) app-ctrl [%]

4 1 08:50:00 192.168.100.112 = 173.194.64.100 (s.ytimg.com) app-ctrl [x]

15 1 08:48:35 192.168.100.112 =5 23.41.245.231 (ocsp.entrust.net) app-ctrl %]

16 1 08:44:42 192.168.100.112 == 173.194.64.100 (s.ytimg.com) app-ctrl [%]

17 1 08:43:27 192.168.100.112 =5 173.194.64.100 (s.ytimg.com) app-ctrl %]

This recipe will only block web traffic from
computers running the affected operating
systems. If you wish to block these
computers from being on the network
entirely, further action will be necessary.
However, the logs generated by this recipe
can be used to identify the computers you
wish to block.
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Pro‘rec’ring a web server from external attacks

This example uses the FortiOS intrusion protection system (IPS) to protect a web
server by configuring an IPS sensor to protect against common attacks and adding
it to the policy which allows external traffic to access the server. A denial of service
(DoS) security policy is also added to further protect the server against that specific
type of attack.

1. Configuring an IPS sensor to protect against common
attacks

2. Adding the IPS sensor to a security policy
3. Adding a DoS security policy
4. Results

X
(@]
(@]
m
X
(@]
(@]
(@)
L
<
)
'_
oc
(@]
L
L
T
'_

Attacks

d
Internet

~

Web Server
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ConFiguring an IPS sensor
o Pro’rec’r agains’r common
attacks

Go to Security Profiles > Intrusion
Protection > IPS Sensors. Select the plus
icon in the upper right corner of the window
to create a new sensor.

Create a new IPS filter. Set the Target to
server and set the Action to Block All.

Protect_my_web_Server -

Edit IPS Sensor

Name Protect_my_web_server

Comments "write 3 comment... 0/255

@ create New [ Edir T Delete 48 Insert g To & view Rules
|

| Apply

Sensor Type @ Filter Based

Filter Options]

Specify Signatures

Severity Target

mamn Critical [Cclient

[¥Iserver ¥ Linux

Macos

=mmn high

medium
[7] Other
[ solaris

“Sevrn oo | os ]

2Wire.Wireless.Router. XSRF.Password.Reset medium server, client Windows
3Com.3CDaemon.FTP.Server.Buffer.Overflow high server windows
Com. 1li Center.Directory.Traversal medium server windows
Com i Center.Information.Discl e medium server windows
3Com.OfficeConnect. ADSL.Wireless.Firewall.Router.DoS medium server Windows
4D.WebStar.FTP.Command.Buffer.Overflow =ms high server Windows
4D.WebStar.Tomcat.Plugin.Remote.Buffer.Overflow medium server Windows
7T.IGSS5.0DBC.Server.Memory.Corruption medium server Windows
7T.Interactive.Graphical. SCADA.File.Operations.Buffer.Overflow  =sss high server Windows
7Technologies.IGSS.SCADA.System.Directory.Traversal medium server Windows
427BB.Cookie.Based.Authentication.Bypass medium server All
4278B.Showthread.PHP.ForumID.Parameter.SQL.Injection medium server All
1024CMS.Standard.PHP.File.Inclustion [ high server Windows
ABB.Multiple.Preducts.RobNetScanHost.exe.Stack.Buffer.Overflow w=suss critical server Windows

M 41 /206 ¥/ M [ Total: 2877 ]

Action | || Signature Defaults = Monitor All & Block All £ Reset ¥ Quarantine

Packet Logging
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Adding the IPS sensor to a
securl’ry policy

Go to Policy > Policy > Policy. Edit the
security policy allowing traffic to the web
server from the Internet.

Enable IPS and set it to use the new sensor.

Adding a DoS securi’ry Policy

Go to Policy > Policy > DoS Policy.

Create a new policy. The Incoming
Interface is your Internet-facing interface.

In the Anomalies list, enable Status and
Logging and set the Action to Block for all
types.

Policy Type @ Firewall © VPN

Paolicy Subtype @ Address () User Identity )

Incoming Interface wanl

Source Address = all

Qutgoing Interface lan

Destination Address Weh_server

Schedule [T always

Service 7 ALL

Action v ACCEPT

[7] Enable NAT

Logging Options

) No Log

Incoming Interface wanl
Source Address =] all
Destination Address = all
Service 2 ALL

Anomalies

Device Identity

tep_syn_flood Block = 20

tep_port_scan Block ~ 1000
tep_src_session Block ~ 5000
tcp_dst_session Block v 5000
udp_flood Block + 2000
udp_scan Block + 2000
udp_src_session Block v 5000
udp_dst_session Block » 5000
icmp_flood Block » 250
icmp_sweep Block « 100
icmp_src_session Block -~ 3200
icmp_dst_session Block ~ 1000

Protecting a web server from external attacks
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Results

WARNING: Causing a DoS attack is illegal,
unless you own the server under attack.
Before performing an attack, make sure
you have the correct server IP.

Perform an DoS tcp_sync_flood attack to the
web server IP address. IPS blocks the TCP
sync session when it reaches the tep_syn_
flood threshold, in this case 20.

Go to Log & Report > Security Log >
Intrusion Protection to view the results of
the DoS policy.

Select an entry to view more information,
including the severity of the attack and the
attack name.

swnload Raw Log

Protocol Number

Service
Identity Index
Dst Port

roll
Timestamp
Palicy 1D

sre

Level

peap_id

Log ID

Attack ID

Date/Time

172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp
172.20.120.123 tcp

172.20.120.24

65522
Wed Apr 24 16:04:33 2013
o

172.20.120.123

alert mmmmsn

100663396

18432

100662336

04-24 16:04 (Wed Apr 24 16:04:33 2013)

[ S I N R R VR

{f tcp_syn_flood

100663396
tcp_syn_flood 100663396
tep_syn_flood 100863396
tcp_syn_flood 100653396
tep_syn_flood 100663396
tcp_syn_flood 100663396
tep_syn_flood 100663396

tcp_syn_flood 100653396

tep_syn_flood 100663396

tcp_syn_flood 100663396
tep_syn_flood 100663396
tcp_syn_floed 100663396
Virtual Domain root
Severity critical mammm
Protocol tp

Massage

Reference

Status clear_session

Sequence Number 0

Src Interface vani
Count 4

Sensor Dos-policyl
Src Port 62132

Sub Type anomaly

Attack Name

[ severin]__vSrc |7 Protoco[v Count| 7 Atack Name |7 Atack1 | v Level
=

e

tep_syn_flood

anomaly: tep_syn_flood, 21

anomaly: tep_syn_flood, 21
anemaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21
anomaly: tep_syn_flood, 21

anomaly: tep_syn_flood, 21 > threshold 20, repeats 4 timas

http:/ /www.fortinet.com/ids/VID100662296
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Elcj)rcking ou‘rgoing traffic con’raining sensitive
ata

Data leak prevention (DLP) analyzes outgoing traffic and blocks any sensitive
information from leaving the network. In this example, DLP will be used to block files
using the file’s name and type.

1. Creating a file filter
Creating a DLP sensor that uses the file filter

Adding the DLP sensor to a security policy

> @D

Results

v,
Internet

/<Da+a Leak

1

FortiGate

T 1]

Internal Network

Blocking outgoing traffic containing sensitive data
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Creaﬁn@ a file Filter

Go to Security Profiles > Data Leak
Prevention > File Filter. Select Create
New to make a File Filter Table.

Create a new filter in the table. Set the Filter
Type to File Name Pattern and enter the
pattern you wish to match. If needed, you
can use a wildcard character in the pattern.

Create a second filter, this time setting the
Filter Type to File Type. Select a File Type
from the list.

Name WLAN

Type WiFi 551D

Traffic Mode Tunnel to Wireless Controller

IP/Network Mask 10.10.10.1/255.255.255.0

Administrative Access HTTPS PING [C] HTTP  [J] FMG-Access

New Filter

Filter Type (=) File Name Pattern () File Type

File Name Pattern |Secuﬁtv$_pdr |

0K Cancel

New Filter

Filter Type () File Name Pattern (=) File Type

File Type | Executable (exe) 2]

0K Cancel
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Crea‘ring a DLP sensor that
uses thé file Filter

Go to Security Profiles > Data Leak
Prevention > Sensors. Select the plus icon
in the upper right corner of the window to
create a new sensor.

Select Create New to make a new filter.
Set the type to Files. Enable File Type
included in and set it to your file filter.

Under Examine the following Services,
select the services you wish to monitor with
DLP.

Set the Action to Block.

Name:

Comment:

My_custom_sensor

Comment 0/255

@ Create New

Filter

Action

Services Archive

No matching entries found

© Messages @ Files

O Watermark Sensitivity: | Critical

Containing | Credit Card #

File Size == kB

File Type included in My_custom_file_name_patterns ~
File Finger Print | Critical

"~ Regular Expression
O Encrypted

Examine the following Services

SMTP POP3
IMAP HTTP
FTP AIM
ICQ MSN
¥ahoo! NNTP
MAPI

Action
Block -

Corporate Identifier:

Blocking outgoing traffic containing sensitive data
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Adding the DLP sensor 10 a
securl’ry policy

Go to Policy > Policy > Policy. Edit the
security policy that controls the traffic you
wish to block.

Enable DLP Sensor and set it to use the
new sensor.

Results

Attempt to upload a file that matches the
file filter criteria using FTP protocol. The file
should be blocked and a message from the
server should appear.

Paolicy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

Enable NAT

@ Firewall ) VPN
@ Address () User Identity &) Device Identity

lan -
B Internal network '
wanl A
= all LT
[T always -
D ALL LF)
v ACCEPT -

@ Use Destination Interface Address [7] Fixed Port

) Use Dynamic IP Pool Click to add...

) Use Central NAT Table

Logging Options
Mo Log

) Log UTM Events

@ Log all Sessions

Security Profiles

_OfF . AntiVirus default -
_OFF | Web Filter default A
_0fF . Application Control default =
OFF_J IPS default e
_OFF_ Email Filter default e
@™ DLP Sensor My_custom_sensor -8

i\

Message from the Server :

»

) This has been blocked because it appears to contain a data leak.
*

Error uploading: Security document #1.pdf
From : [Users/talesian/Documents/FTP/Local FTP Site Folder

To : /home/talesian/Remote FTP Site Folder
| Retry | -ng
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To find more information about the blocked Dst I° 65.11.146.20 Virtual Domain —
traffiC, go to Log & Report > Traffic Log > Received 3481 Source Country Resarved
Forward Traffic UTM Action 0 Src NATIP 172.20.120.23
Sent f Received 2.96 KB/ 3.40 KB Duration 11
The selected log message shows the name Sent 3033 Src NAT Port 43843
of the file that was blocked (File_pattern_text. | “*™" "= senice wTe
. . . Protocol 6 Destination Country Canada
exe), the type of file filter that blocked it
. . . . File Name Security Document #1.pdf Dst Port &0
(file-type), and a variety of other information ol cas07 ctatus oo
which may be useful. UTMSubType  filetype Timestamp Man Apr 15 12:15:28 2013
Tran Display snat Sequence Number 21641
Policy ID 1 Src Interface lan !
Src 192.168.1.111 UTM Event dip 8
DLP Rule Index 4 Sent Packets 8 nxj
(@)
Level notice Src Port 45845 O
Log ID 132 Sub Type forvard O
L
Threat & file-type Received Packets & |<T:
Date/Time 12:15:28 (Mon Apr 15 12:15:28 2013) Hostname careers2.hiredesk.net clé)
Dst Interface vanl g
L
L
T
|_
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Preven’ring credit card numbers from escaping
your network

The following recipe describes how to configure your FortiGate to use DLP (Data
Loss Prevention) so that credit card numbers cannot be sent out of your network
using FTP, SMTP email, or by posting to a webpage.

Consumer transactions over the Internet is based upon the idea that the consumer
trusts the vendor not to allow their credit card number into the possession of any
unintended persons. If you deal with anyone’s credit cards you may be legally
responsible for their security. Having the firewall prevent their loss through digital
channels may give both you and your customers some added piece of mind.

1. Obtaining credit card numbers for testing
2. Creating the DLP profile

3. Configuring the Proxy Options

4. Configuring the firewall policy
5

. Results

=
Fortine] /[ X)

s Internet

)

MVERY;

150 The FortiGate Cookbook 5.0.7



Obtaining credit card
numbers for +e9+in9

In order to test the validity of the profile you S — Home CreditCards - Generator CW Numbers Glossary _ Valdaor
will neec;l to use a credit carq number in Get Credit Card Numbers
the traffic. A test number (will not work for Valid Credit Card Numbers for Testing Purposes!
pUrChaSing) can be Obtained from one Of Visa Mastercard Discover [@ American Express
4485792214509869 5208412646419461 6011519999103396 347511708311186
these pages: oo mesnen  Gollseiears  esserole
4916224787780866 5163731025393713 6011475676000605 346925725836135
4485967693969343 5531889234744046 6011162656896208 348314150332886
http://WWW_ paypalobjects,COm/en_US/Vhelp/ (THESE CREDIT CARD NUMBERS ARE AUTOMATICALLY GENERATED EVERY TIME YOU RELOAD)

paypalmanager_help/credit_card_numbers.
htm

http://www.crazysquirrel.com/finance/test-
CC.jspX

http://www.getcreditcardnumbers.com/

Create a text file that contains some of these
sample credit card numbers.

Creaﬁng the DLP Profile

Crea‘ring the Sensor
Go to Security Profiles > Data Leak defaut PO B |
Prevention > Sensors. Name:  [derautt

Comment: [summary archive email and web traffic /] 37/255

& Create New

[ sear | twe | Acion | Sevies | Archwe |

No matching entries found

I Apply |
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Create a new profile by either selecting the
Create New icon or the View List Icon.

If using the View List option you will then
need to select the Create New option from
the menu bar in the next window.

Once the New Sensor Window is open,
type into the Name field whatever name you
want for the the name of the profile.

Crea‘ring Filters

Use the Create New option to create new
individual filters.

For the first sensor, choose the Messages
filter type, set it to messages Containing
Credit Card #, select the services you wish
to examine, and set Action to Block.

New Sensor

Name: Company_Credit_Card_Profile

Comment: |Comment | 0/2s5

& Create New

| sea# | Type | Action | _ Services | __Archive |

No matching entries found

oK | | Cancel |

New Filter

Filter
(® Messages () Files
(®) Containing| Credit Card # + |
() Regular Expression

Examine the Following Services

Web Access # HTTP-POST
Email ™ SMTP ® POP3 & IMAP [ MAPI
Others ] NNTP
Action
| Block =

OK Cancel
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For the second filter choose the Files filter
type set it to messages Containing Credit
Card #, select the services you wish to
examine, and set Action to Block.

In this case we are going to choose both
HTTP-POST and HTTP-GET. This will
prevent not only the posting of credit
card information to a web page, but the
downloading of them as well.

Check the listing of the filters in the sensor
to make sure that the correct protocols are
selected and the action in each is set to
Block.

Configuring the Proxy
Optioris

Protocols don’t always use the standard
ports, so proxy options will be configured to

scan any port that is carrying traffic from the
targeted protocol.

New Filter

Filter
() Messages (=) Files
(®) Containing| Credit Card # |
_) File Size >= kB
File Type included in| builtin-patterns
J File Finger Print | Critical
() Watermark Sensitivity: | Critical

-  Corporate Identifier:

) Regular Expression
() Encrypted

Examine the Following Services

Web Access ™ HTTP-POST & HTTP-GET
Email ™ SMTP & POP3 & IMAP & MAPI
Others ™ FTP ] NNTP
Action
| Block ;
oK Cancel
Name: Company_Credit_Card_Profile
Comment:  [Comment | 0255

) Create New

1 Containing Credit Card Block SMTP, POP3, IMAP, HTTP-POST Disable
2 Containing Credit Card Block SMTP, POP3, IMAP, HTTP-GET, HTTP-POST, FTP Disable
| Apply I

Preventing credit card numbers from escaping your network 153



Go to Policy > Policy > Proxy Options.

Create a new Proxy Option profile. Name DLP_Proxy_Options

Comments |Write a comment... | or2ss

In the Protocol Port Mapping section Protocol Port Mapping

change the inspection ports from Specify [ Enable] Protocol |  InspectionPort(s) |
to Any for the protocols HTTP, SMTP, and [c) HTTP @ Any () Specify 80
FTP. “ SMTP @ Any () Specify 25
o~ POP3 () Any (&) Specify | 110
In the other option areas, select options that o MAP O Any @ Specify[143
match up with the normal settings used by @ TP @ Any © Speaty|z1
your organization. ) NNTP O Any @ specty|119
“ MAPT 135
T DNS 53
o~ M @ Any

Common Options
Comfort Clients |

Block Oversized File/Email |
Web Options

Enable Chunked Bypass L

Add Fortinet Bar I
Email Options

Allow Fragmented Messages [

Append Signature (SMTF) 1

| OK | Cancel
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PO“ C 9 9
y Policy Type (@) Firewall (_)VPN
Go to P°||cy > P°||cy > P°|lcy- Policy Subtype (=) Address (_)User Identity (_Device Identity
Incoming Interface LAN ¥
As this policy is designed to prevent specific Source Address 5 LAN Addresses o
information from leaving the network the Outgoing Interface want o
direction of the policy is from the internal pestination Address gal ©
. K . Schedule [T always -
interface, in this case LAN, to the external ) i
Service O ALL A d
|nter'face, wan1. Action v ACCEPT -
@ Enable NAT
In the Security Profiles section, enable the (@ Use Destination Interface Address [ Fixed Port
DLP Sensor and choose the sensor created ) Use Dynamic TP Pool Click to add...
for blocking the credit card numbers as well Logging Options
as the appropriate Proxy Option profile. - Notos
(*) Log Security Events
() Log all Sessions
Security Profiles
You can also include the use of SSL/SSH orr_ Antivirus default
Inspection if you have that configured _OFF | Web Filter default
to your satisfaction. This will help prevent _0FF_ Application Control default
loss of data through SSL connections. o 1PS default
oFF | Email Filter default
@ DLP Sensor Company_Credit_Card_Profile x|e2
Proxy Options DLP_Proxy_Options xS
@ SSL/SSH Inspection default ®
|| Traffic Shaping
|_| Disclaimer
Comments
[Write a comment.... 0/1023
0K || Cancel
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Results
Tes’ring SMTP

Using your favorite email client, send a
control email to an email server on the other
side of the FortiGate unit to verify everything
is working. Then try sending two emails; one
with the credit card numbers in the body

of the email message and one with the text
document as an attachment.

The control email makes it through, but the
emails with the credit card information are
not received at their destination.

Go to Log & Report > Traffic Log >
Forward Traffic. You should be able to find
a log entries showing that the traffic was
blocked. The logs even states that the reason
they were considered threats had to do with
credit-card information.

Because secure SMTP may not use
port 25, don’t filter too narrowly when
searching the logs.

Also depending on your logging
configuration, the logs may not show up in
real-time.

‘D Refresh @) Download Raw Log

1 [02-0315:37 [192.68.000000] [ crimmrntison joemnuny) |
[M][4] 1

Log location:

/10 [»]bl] [ Total: 500 ]

FortiAnalyzer

Application Details
DLP Sensor
Destination

Dst Interface
Duration

Log 1D/

Policy 1D
Received
Recipient
Security Event
Sender

Sent / Received
Sequence Number
Source

Spam Count

Src NAT IP

Src Port

Sub Type
Timestamp

Virtual Domain

Company_Credit_Card_Profile

[ L FEge= R s SN

5068
@fartinet.com
dip

3.00 KB/ 4.95 KB
B72185

192.168.100.100

0

172.20.120.67

38492

forward

Mon Feb 3 15:37:12 2014

root

DLP Rule Index

Date/Time

1

02-03 15:37 (1391441832)

Destination Country Canaca

Dst Port

Level

Mail Count
Protocol
Received Packets
Security Action
Security Sub Type
Sent

Sent Packets
Service

Source Country
Src Interface

Src NAT Port
Status

Threat

Tran Display

587
notlce

1

6

34

a
credit-care
3072

35

587/tcp
Reserved
LAN
38452
close
credit-card

snat
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Tes’ring FTP

Using your preferred FTP client, upload a
control file that shouldn’t be stopped to an
FTP server on the other side of the FortiGate
unit.

To be as generic as possible, this example
uses the command line.

ftp ftp.example.com 1121
Connected to ftp.example.com.
220 (vsFTPd 2.3.5)

Name (ftp.example.com:): talesian
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> 1s

229 Entering Extended Passive Mode
(11161875]) .

150 Here comes the directory listing.
<Various files and directories>
226 Directory send OK.

ftp> put /<path to file’s directory>/DLP
test file.doc DLP test file.doc

local: /<path to file’s directory>/DLP_ test
file.doc remote: DLP_ test file.doc

229 Entering Extended Passive Mode
(111618741) .

150 Ok to send data.
100%

*********************************‘

580.79 KiB/s 00:00 ETA

‘***********************************

27136

226 Transfer complete.
27136 bytes sent in 00:00
ftp>

(130.76 KiB/s)
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Once you have verified that your FTP session
is working properly, try to upload the text

file with the credit card numbers to the FTP
server.

Using the command line, everything
progresses the same as the previous
example until after the “put” command has
been entered. At this point there is a delay
while the client tries to upload the file. After a
number of attempts the client gives up.

GUI FTP clients will show that it cannot
proceed past the queueing process.
Depending on the client, the connection to
the FTP server will time out waiting for the
upload to occur.

Tes’ring HTTP

HTTP can be tested in two directions;
posting a credit card number and getting a
credit card number.

Try visiting one of the sites that you received
the test credit card number from. You will
receive a replacement message about the
transfer.

229 Entering Extended Passive Mode
(11r1e18791) .

Abort trap: 6

<local system prompt>$

The transfer attempted appeared to contain a data leak!

URL =www paypalobjects.com/en_USNhelp/paypalmanager_help
feredit_card_numbers. htm

158

The FortiGate Cookbook 5.0.7



To test posting a credit card number, go to a
site on the far side of the firewall that you can
edit. In this example, a wiki test page was
started on a remote site and the test credit
card numbers were entered in to the page.
They were allowed onto the editing screen
because that was on the local computer’s
browser.

The content is not actually sent over the
network until the Save page button is
selected. At this point a warning message
is displayed to indicate that the transfer
appeared to contain a data leak.

Creating test

SpecislBadtitle * Special:UserLogin > Main Page > Special:Search > tzst

You have followed a link to a page that does not exist yet. To create the page. start typing in the box
below (see the help page for more info). If you are here by mistake, click your browser's back button

Wikitext | Preview Changes

B I ,la:éz; B (&) » Advanced » Special characters b Help

Credit Card Numbers -
Visa

- 4556851486440205 =
. 4024007129405831 4
- 4929032067481401

. 4929456698984980

. 4556627900660457

. 5291605760865447

- 5238105553689406 A
. 5152467716683681

Summary:

[ Watch this page

Please note that all contributions to TAC Wiki may be edited, altered, or removed by other contributors.
If you do not want your writing to be edited mercilessly, then do not submit it here

You are also promising us that you wrote this yourself, or copied it from a public domain or similar free
resource (see TAC Wiki:Copyrights for details). Do not submit copyrighted work without
permission!

[ Save page ] Show preview ] | Show changes ]Cancel | Editing help (opens in new window)

The transfer attempted appeared to contain a data leak!

URL = fort ik “ifindex. phpHitle=test&acion=submit
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Blocking access to specillic websites

This example sets up the FortiGate unit to block users from viewing a specific
website using web filtering.

1. Creating a web filter profile
2. Adding the web filter profile to a security policy
3. Results

Website

0 Block

1|

FortiGate

]
S

Internal Network
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Creaﬁng a web Filter ProFile

Go to Security Profiles > Web Filter >
Profiles.

Create a new profile and select Enable
Web Site Filter and Create New. Set the
URL to *fortinet.com, using * as a wildcard
character in order to block all subdomains of
the site. Set the Type to Wildcard and the
Action to Block.

Adding the web Filter Pro@ile
toa securi’ry Policy

Go to Policy > Policy > Policy.

Edit the policy controlling the traffic you wish
to block from the website. Under Security
Profiles, enable Web Filter and set it to use
the new profile.

™ Enable Web Site Filter

@ Create New | Edit Tl Delete
00 wm 000 1 type | action [ status |
Fommsteom | i | o | eomoe |
} Advanced Filter
oK I cancel |

Policy Type

Policy Subtype

Incoming Interface

Source Address

Outgoing Interface

Destination Address

Schedule

Service

Action

™ Enable NAT
(*) Use Destination Interface Address
( ! Use Dynamic IP Pool
() Use Central NAT Table

Logging Options
No Log
Log Security Events

(®) Log all Sessions

Security Profiles
orF | AntiVirus

@ Web Filter

() Firewall (VPN

(=) Address () User Identity
internal

= all

wanl

E= all

[T always

2 ALL

v ACCEPT

| Fixed Port

Click to add...

default

My_Web_Filter_Profile

(Device Identity

C CCC




Results

In a web browser, visit www.fortinet.com
and docs.fortinet.com. In both cases, the
FortiGate unit displays a message, stating ;I'Shsapnangeed?ou have requested has been plocked, because the URL
that the website is blocked.

The URL you requested has been blocked

URL = fortinet.com/

The URL you requested has been blocked

The page you have requested has been blocked, because the URL
is banned.

URL = docs fortinet.comifigt.html

This example will only block HTTP web
traffic. In order to block HTTPS traffic as
well, see “Blocking HTTP and HTTPS
traffic with web filtering” on page 164.
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Extra help: Web Fil‘rering

This section contains tips to help you with some common challenges of FortiGate
web filtering.

The Web Filter option does not appear in the GUI.
Go to Config > System > Features and enable Web Filter.
New Web Filter profiles cannot be created.

Go to Config > System > Features and select Show More. Enable Multiple Security
Profiles.

Web Filtering has been configured but is not working.

Make sure that web filtering is enabled in a policy. If it is enabled, check that the policy is the
policy being used for the correct traffic. Also check that the policy is getting traffic by going
to the policy list and adding the Sessions column to the list.

An active FortiGuard Web Filtering license displays as expired/unreachable.

First, ensure that web filtering is enabled in one of your security policies. The FortiGuard
service will sometimes show as expired when it is not being used, to save CPU cycles.

If web filtering is enabled in a policy, go to System > Config > FortiGuard and click the
blue arrow beside Web Filtering. Under Port Selection, select Use Alternate Port (8888).
Select Apply to save the changes. Check whether the license is shown as active. If it is still
inactive/expired, switch back to the default port and check again.

Websites blocked using the FortiGuard Categories are not consistently
blocked (for example, traffic is only blocked using certain browsers).

In your web filter profile, make sure that Scan Encrypted Connections is selected. Next,
create an SSL Inspection profile and add it to the security policy. Traffic should now be
blocked consistently.

SSL Inspection is causing certificate errors.

Download the Fortinet_ CA_SSLProxy certificate and install it on your web browser. For more
information, see “Preventing security certificate warnings when using SSL inspection” on
page 290.
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Blocking HTTP and HTTPS traffic with web
tiltering
In this example, sites for streaming media will be blocked using web filtering. In

order to prevent access to these sites at all times, both HTTP and HTTPS protocols
must be blocked.

@ This example requires an active license for FortiGuard Web Filtering Services.

1. Verifying FortiGuard services are enabled
Creating a web filter profile
Creating an SSL inspection profile

Adding the profiles to a security policy

o > 0D

Results

Website

Block

HTTPS Traffic

Internal Network
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Veri{lying FortiGuard
Services are enabled

Go to System > Dashboard > Status. - License Information

Support Contract
In the License Information widget, verify Registration Registered (Login: )
that you have an active subscription to E‘f:;f:‘";z'@;“F’F""t@m"“"et-mm?
FortiGuard Web Filtering. If you have a Hardware 8 x 5 support (Expires: @
subscription, the service will have a green 2014-03-25)
checkmark beside it. rrmere inxli.ié?';‘;’f (Epires: 2
Enhanced Support 24 x 7 support (Expires: @
2014-02-25)
Comprehensive Support 24 x 7 support (Expires: @
2014-02-25)
FortiGuard Services
Next Generation Firewall
IPS & Application Centrol Licensed {Expires 2014-02-25) @
ATP Services
AntiVirus Licensed {Expires 2014-02-25) @
I Web Filtering Licensed (Expires 2014-02-24) @ I
Other Services
Vulnerability Scan Licensed (Expires 2014-02-25) @
Email Filtering Licensed {Expires 2014-02-24) @
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Creaﬁng a web Filter Pro@ile

Go to Security Profiles > Web Filter >
Profiles. Select the plus icon in the
upper right corner to create a new profile.

Enable FortiGuard Categories and expand
the category Bandwidth Consuming.
Right-click on Streaming Media and
Download, the category to which Youtube
belongs, and select Block.

Creaﬁng an SSL inspec’rion
ProFile

Go to Policy > Policy > SSL Inspection.
Select the plus icon in the upper right corner
to create a new profile.

Name Block_https

Comments Write a comment...

Inspection Mode @ Proxy () Flow-based

FortiGuard Categories

) DNS

F Show @ All -

+! @Potentially Liable
+! @Adult/Mature Content
- &) Bandwidth Consuming

- (@Freeware and Software Downloads
@File Sharing and Storage
@ Streaming Media and Download

i @Peer-to-peer File Sharing
- @Internet Radio and TV
.. @ Internet Telephony

- i@ Security Risk

- &) General Interest - Personal

l-J

- @ General Interest - Business

¥

Name black_https

Comments Write a comment...

SSL Inspection Options

0/255

. . CA Certificat i -
Enable the inspection of the HTTPS sreste Fortinet_CA_SSLProxy
Inspect All Ports |
Protocol.
HTTPS 443
] SMTPS 465
[ POP3S 995
[ IMAPS 993
] FTPS 990
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Adding the Pro@iles toa
securl’ry policy

Go to Policy > Policy > Policy.

Policy Type (@ Firewall (J)WPN
Edit the Security po||cy controlling the traffic Policy .Suhtype (=) Address (_IUser Identity () Device Identity
) A . Incoming Interface internal -
you wish to block. Under Security Profiles, Source Address ol 5
enable Web Filter and SSL Inspection and Outgoing Interface want w
set both to use the new profiles. pestination Address el Y
Schedule [T always -
Service 0 ALL (¥
Action v ACCEPT -
™ Enable NAT
(=) Use Destination Interface Address [ | Fixed Port
() Use Dynamic IP Pool Click to add...
() Use Central NAT Table
Logging Options
No Log
Log Security Events
(*) Log all Sessions
Security Profiles
_OFF | AntiVirus default -
@ Web Filter Block_https -8
_OFF_ Application Control default =
_ore_) IPS default e
_orr . Email Filter default ad
_0Fr _ DLP Sensor default e
_OFF_ VoIP default &t
JOFE ) ICAP default &t
Proxy Options default -
@™ SSL Inspection Block_https -
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Results

Browse to https://www.youtube.com. A
replacement message appears indicating
that the website was blocked.

Blocked traffic can be monitored by going
to Security Profiles > Monitor > Web
Monitor.

[ e i i [+ T

€&  hitps//wwvyoutube.com

@ FortiGuard /=« 711 l1.:)

Web Page Blocked!

‘You have tried to access a web page which is in violation of your internet usage policy.

— = URL: www.youtube.com/
Category: Streaming Media and Download

To have the rating of this web page re-evaluated please click here.

D Refresh (< Reset Report By: FortiGuard Webfilter Category ~

Web Monitor by FortiGuard Webfilter Category (Since 2012-11-10 15:08:14)
Top Blocked Categories (Al Categories)

Top Blocked Categories (All Categories)

/Suma\ Networking(42.7%) 140

w0
w I

Streaming Media and Download(57 3%} /
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Limi’ring access to Personal interest websites
using quo’ras

Many workplaces allow employees to access personal interest websites during their
breaks. The most efficient method to do this is by using quotas, since they do not
require set schedules. This example uses quotas to allow access at any point during
the day but only for a total of 15 minutes for each user.

This example requires an active license for FortiGuard Web Filtering Services.

1.

Creating a web filter profile that uses quotas

2. Adding the web filter profile to a security policy
3.
4

Adding HTTPS scanning (optional)

. Results

y

gWelaSH-e

)

Quota a Plied
to traftic

Internal Network
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Creating a web Filter proFiIe
that usés quo‘ras

Go to Security Profiles > Web Filter >
Profiles.

Create a new profile and enable FortiGuard
Categories. Right-click on the category
General Interest - Personal and select
Monitor. Do the same for the category
General Interest - Business

These categories include a variety of sites
that are commonly blocked in the workplace,
such as games, instant messaging, and
social media.

Expand Quota on Categories with
Monitor, Warning and Authenticate
Actions and select Create New. Select
both General Interest - Personal and
General Interest - Business and set the
Quota amount to 15 Minutes.

You can also apply quotas to specific sub-
categories within a FortiGuard Category,
such as Shopping and Auction and Social
Networking, both of which are found in
the General Interest - Personal category).
By doing this, you can target specific sites
you wish to limit without affecting every
site within the larger category.

Name quotas

Comments |allows access to general interest with quotas

A 45/255

Inspection Mode (®) Proxy () Flow-based () DNS

# FortiGuard Categories

57 Show @) All *

+ @ Local Categories

- @ Potentially Liable

- @ Adult/Mature Content

- @ Bandwidth Consuming

- @ Security Risk

- E General Interest - Personal

- B General Interest - Business
- @Unrated

w [ [ [ [ b

Quota on Categories with Monitor, Warning and Authenticate Actions

+--.§|General Interest - Personal
+".§|General Interest - Business

+-JElUnrated

Quota 15 || Minute{s) =~
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Adding the web Filter Pro@ile
toa securi’ry Policy

Go to Policy > Policy > Policy.

Edit the policy controlling the traffic you

Policy Type
Policy Subtype

Incoming Interface

(=) Firewall (_JVPN

(#) Address () User Identity |

_IDevice Identity

lan LTS
wish to apply the quotas to. Under Security Source Address Eal w
Profiles, enable Web Filter and set it to use | Cutacng Interface want <
. Destination Address =] all ¥
the new profile.
Schedule [T always -
Service 7 ALL v
Action v ACCEPT -
™ Enable NAT
G) Use Destination Interface Address [ | Fixed Port
() Use Dynamic IP Pool Click to add...
() Use Central NAT Table
Logging Options
() No Log
(®) Log Security Events
() Log all Sessions
Security Profiles
_OFF . AntiVirus default
@ Web Filter quotas |2
Adding HTTPS scanning
(optional)
If you wish to apply the quotas to HTTPS
traffic as well as HTTP, you must create an
SSL inspection profile and add it to your
security policy. For more information about
blocking HTTPS traffic, see “Blocking HTTP
and HTTPS traffic with web filtering” on page
164.
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Results

Browse to www.ebay.com, a website that is
found within the General Interest - Personal
category.

Access to the website is allowed for 15
minutes, after which a block message
appears. The message will persist for all
General Interest - Personal sites until the
quota is reset, which occurs every day at
midnight.

Go to Log & Report > Traffic Log >
Forward Traffic Log to monitor allowed
and blocked traffic to these categories that
have quotas.

Select an entry for more information about a
session.

172

@ FortiGuard /= Flli= i)

X

Web Page Blocked

URL: www.ebay.com/chp/collectibles-art

Category: Shopping and Auction

To have the rating of this web page re-evaluated please click here.

= 173.194.43.66 (www.google-analytics.com)

5 108.160.162.43 {notify5.dropbox.com)
1. 93.158.134.25 (mail.yandex.ru)

=5 108.160.162.43 (notify5.dropbox.com)
5 §6.135.211.36 (srv.g.ebay.com)

= 66.211.181.181 (wiww.ebay.com)

55 174.37.236.19 (cacerts.digicert.com)
5 108.160.163.51 (notify5.dropbox.com)
[*1132.246.2.7 (static.ak.facebook.com)
5 56.211.181.181 (www.ebay.com)

Application Details srx.maln.ebayrtm.com

Date/Time

Dst == §6.135.211.36 (srv.g.ebay.com)

Dst Port 80
Hostname
Log ID 13
Protocol L}

Received Packets ©

Security Event webfilter

Sent 701

Sent Packets 4

Service HTTP

Src 152.168.100.112

Srec NAT IP 172.20.120.236

Src Port 57344

Sub Type forward

Timestamp Wed Sep 4 07:40:56 2013
URL Count 1

07:40:56 (L3782804586)

srx.malin.ebayrtm.com

Q0 V00O OOOe

notifyS.dropbox.com
mail.yandex.com
notifyS.dropbox.com
srx.main.ebayrtm.com
www.ebay.com (and another)
cacerts.digicert.com

notifyS.dropbox.com

www.ebay.com (and another)

Category Description
Destination Country
Dst Interface
Duration

Level

Policy 1D

Received

Security Action
Security Sub Type
Sent / Received
Sequence Number
Source Country

Src Interface

Src NAT Port

Status

Threat

Tran Display

Virtual Domain

Your daily quota for this categery of webpage has expired, in accordance with your internet usage policy.

[+ Security Acti.|___Application Details | ____ Theeat _|

safebrowsing.clients.google.com

W Search Engines and Portals
W File Sharing and Storage
W Web-based Email

W File Sharing and Storage
% Shopping and Auction

W Shopping and Auction

W Informaticn Technology

W File Sharing and Storage

% Shopping and Auction

Shopping and Auction
United States

wanl

1

notice

3473

(<]

ftgd-guota
J01B/3.395KB
25326
Reserved

lan

57344

close

% Shopping and Auction
snat

root
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SeHing up YouTube for Education

This recipe describes how to apply the YouTube For Education filter, preventing
access to all videos that are not part of YouTube’s Education portal. It also
describes how to implement security policies to prevent two common workarounds
that allow users to avoid the filter: using HTTPS access, and visiting a specific
YouTube URL.

1. Adding an Application Control Sensor
Creating URL and Category web filters

Configuring SSL/SSH Inspection

Creating blocking and redirecting security policies

o > 0D

Results

YouTube YouTube EDU

>

Internet

LAN
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Adding an Applica’rion
Control Sensor

Go to Security Profiles > Application
Control > Application Sensors.

Select the Plus icon in the upper right corner
to create a new application sensor.

Select Create New to create the application
filter, and set the Sensor Type to Specify
Applications. Filter the results by searching
for ‘youtube’, and highlight all the entries that
contain it.

Set the Action to Block.

Creaﬁn@ URL and Ca’regory
web filters

Go to Security Profiles > Web Filter >
Profiles. You’'ll need to create two filters;
one to block access to the YouTube URL and
one to enforce the YouTube Education Filter.

Create a new web filter profile, that will block
HTTP and HTTPS access to YouTube.

Enable Web Site Filter, and create a new
URL filter, entering “*.youtube.com” as the
URL. Set the Type to WildCard, and the
Action to Block.

Sensor Type Filter Based @ Specify Applications

Filter Options * Basic Advanced

A youtube

[0 youtube

[ opicationNeme | Categoy | Techmology |
i rrecvoutube.Downioad | ieoaugo | Clemserer |
L YouTube Video.Embedded | Videoaudo | browseresed |
vowwbe | ideomumo | orowsermeses |
{s} Youtube.Downloader.YTD Client-Server

1‘:& Youtube_Comment.Posting
nte Youtube_HD.Streaming
,‘:,;e Youtube_Search.Safety.Mode.Off Video/Audio

Video/Audio

ute Youtube_Search.Video

|
|
|
# Youtube_Play.Video I
|
|
|

¥ Youtube_Uploading Browser-

Action & Monitor (3 Block 4 Reset Traffic Shaping
Name Block_YouTube_HTTPS
Comments

|write a comment... 0/255

Inspection Mode

@ Proxy O Flow-based O DNS

[ FortiGuard Categories

[ Enable Safe Search
# Scan Encrypted Connections (Exempted Categories: ™ Banking ™ Health Care ™ Personal Privacy )

# Enable Web Site Filter
) Create New |4 Edit Tl Delete

v [ Type | Action [ staus |




Create a second web filter profile, that will
enforce the YouTube for Education filter.

You can also enable FortiGuard Categories
to block other unwanted content, but
Bandwidth Consuming > Streaming
Media and Download must be allowed
or your users will not be able to access the
Education portal.

Enable Safe Search, and enable the
Youtube Education Filter. Enter the
Education Filter registration code, provided
to you by YouTube. To get a code, visit
http://www.youtube.com/t/education.

Confi uring SSL/SSH
Inspec ion

Go to Policy > Policy > SSL/SSH
Inspection.

Create a new Deep Inspection Options
profile. Ensure that SSH Deep Scan is
enabled.

Name YT_Education_Filter
Comments \Wr\te a comment...
Inspection Mode ® Proxy O Flow-based O DNS

™ FortiGuard Categories

¥ Show @ Allow x
= &)Bandwidth Consuming

- @File Sharing and Storage
@ Freeware and Software Downloads
- @ Internet Radio and TV
- @ Internet Telephony
- (@ Peer-to-peer File Sharing

(4 Streaming Media and Download

» Quota on Categories with Monitor, Warning and Authenticate Actions

™ Enable Safe Search
_] Search Engine Safe Search - Google, Yahoo!, Bing, Yandex

# YouTube Education Filter | *#% %kt sk orx

Name ¥T_Deep_Inspection

Comments |Write a comment...

SSL Inspection Options

CA Certificate [ Fortinet CA_SSLProxy| %
Inspect All Ports =)
] HTTPS 443
™ SMTPS 465
¥ POP3S 995 |
5] IMAPS 993
] FTPS 990

SSH Inspection Options
Enable SSH Deep Scan ™

Setting up YouTube for Education
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Creating blocking and
redirec Ing securi’ry Policies

Now, go to Policy > Policy > Policy. You
will need to create two policies, to prevent
the two filter workarounds.

Create the first policy, which will block
HTTPS traffic to YouTube.

Set the internal-network-facing interface as
Incoming Interface, your Internet-facing
interface as Outgoing Interface, and select
HTTPS for Service.

Enable NAT.

Under Security Profiles, enable Web
Filter, using your HTTPS filter. Enable
Application Control, using your App filter.

Lastly, enable SSL/SSH Inspection, using
your Deep Inspection filter.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

™ Enable NAT

Security Profiles
orr  AntiVirus

@™ Web Filter

@™ Application Control

oFrF | IPS

orr  Email Filter
orr  DLP Sensor
orr  VoIP

orr  ICAP

Proxy Options

@™ SSL/SSH Inspection

@ Firewall O VPN

@ Address () User Identity O Device Identity

portl (Internal)
=] all

wanl

= all

[J always

O HTTPS

« ACCEPT

default
Block_YouTube_HTTPS
Block_Youtube_App
default

default

default

default

default

default

¥YT_Deep_Inspection
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Create the second policy, which will force all
remaining YouTube traffic to the Education
portal.

Set the internal interface as Incoming, the
internet-facing interface as Outgoing, and
enable NAT.

Under Security Profiles, enable Web
Filter, using your Education filter.

Enable SSL/SSH Inspection, using your
Deep Inspection filter.

Return to the policy list and move your
HTTPS blocking policy as close to the top as
possible without affecting existing policies.

Move the education filter policy immediately
below the HTTPS policy.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

# Enable NAT

Security Profiles
_OrF  AntiVirus
@7 Web Filter
_orr _ Application Control
_orr_ IPS
_ore  Emall Filter
_orr  DLP Sensor
_ore VoIP
_OFF ) ICAP
Proxy Options
@ SSL/SSH Inspection

@ Firewall O VPN

@ Address O User Identity O Device Identity

portl (Internal)
=] all

wanl

= all

[0 always

T ALL

« ACCEPT

default
¥T_Education_Filter
default
default
default
default
default
default
default

YT_Deep_Inspection

1 portl wanl

2 portl wanl

HTTP

O HTTPS

CALL

v Accept

v Accept

% Block_YouTube_HTTPS

W YT_Education_Filter
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Results

Browse to www.youtube.com. You will arrive
at the YouTube for Education homepage and
only be able to access videos that have been
approved as educational content.

If you attempt to avoid the filter by visiting
https://www.youtube.com, the browser will
attempt to reach the page but will eventually
time out or present a message such as

“The connection to the server was reset” or
“Server not found”.

If you attempt to avoid the filter by visiting

a specific YouTube URL, such as
www.youtube.com/watch?v=H9UtpYOwlgk,
the video will be replaced with an error
message like the one shown.

(11 Tube}

. —

You([TD)

L

B Auto-generated by YouTube

Education

Server not found

Firefox can't find the server at youtube.com.

» Check the address for typing errors such as ww.example.com instead of
wWww.example.com

n If you are unable to load any pages, check your computer's network
connection.

w If your computer or network is protected by a firewall or proxy, make sure
that Firefox is permitted to access the Web.

( in )
Try Again

Q - Browse

This video is unavailable with the

Education Filter enabled. To view this

video, the site network administrator will
heed to add it to a playlist.

jut that
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Using web Ffilter overrides to control website
ACCEss

This example shows two methods of using web filter overrides to control access to
specific websites: one for the entire network and one for specific users.

This example requires an active license for FortiGuard Web Filtering Services.

Method | Method 2

1. Creating a rating override 1. Creating a user group and

: . , two users
2. Adding FortiGuard blocking
to the default web filter profile

N

. Creating a web filter profile

3. Adding the web filter profile to 3. Adding the web filter profile to
a security policy a security policy
4. Results 4. Results
-

g Internet

FortiGuard| sas

Override

Internal Network
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Method |
Crea‘ring a ra+in99 override

Go to Security Profiles > Web Filter >
Rating Overrides.

Create a new override and enter the URL
fortinet.com. Select Lookup Rating to see
its current FortiGuard Rating.

Set Category to Custom Categories (local
categories) and create a new Sub-Category
for blocked sites.

The sub-category has been added to the list
of FortiGuard Categories, under Local
Categories.

URL | fortinet.com

FortiGuard Rating
Category: General Interest - Business
Sub-Category: Information Technology

Override to
Category

Sub-Category

Category Name | pjocked

™ FortiGuard Categories

| Lookup Rating |

| Custom Categories

| Create New = |

SF Show |€) All -

= (@ Local Categaries

+! @ Potentially Liable
+ A Adult/Mature Content

+ (@ Bandwidth Consuming

+ &) Security Risk

-i---GiGeneral Interest - Personal
-i---GiGeneral Interest - Business
+

r- M Unrated
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Adding FortiGuard lolocking
o theé default web Filter
Pro@ile

Go to Security Profiles > Web Filter >
Profiles.

Create a new profile and enable FortiGuard
Categories. Right-click on Local
Categories and select Block.

Adding the web Filter Pro@ile
toa securi’ry Policy

Go to Policy > Policy > Policy.

Edit the policy that allows outbound traffic.

Name

Comments

Inspection Mode

™ FortiGuard Categories

block_local

[Write a comment... /255

(@) Proxy () Flow-based () DNS

T Show |@ Al -

+

"
+
&
&
3
i
+

@ Local Categories

(@ Potentially Liable

(@ Adult/Mature Content
@ Bandwidth Consuming
@ Security Risk

@ General Interest - Personal

@ General Interest - Business

@Unrated

» Quota on Categories with Monitor, Warning and Authenticate Actions

Policy Type

Policy Subtype

Incoming Interface

@ Firewall OWwPN

(® Address (O User Identity (O Device Identity

internal -
Under Security Profiles, enable Web Filter | sourceaddress = all v
and set it to use the new profile. Outgoing Intertace want -
Destination Address £ all (¥
Schedule [T always -
Service 7 ALL w
Action v BCCEPT -
Enable NAT
(& Use Destination Interface Address  [] Fixed Port
() Use Dynamic IP Pool Click ta add...
Logging Options
(O NoLog
(@ Log Security Events
(O Log all Sessions
Security Profiles
OFF  Antivirus default it
@ Web Filter block_local =)
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Results

In a web browser, go to www.fortinet.com.

The website will be blocked and a
replacement message from FortiGuard Web
Filtering will appear.

Rating overrides can also be used to allow
access to specific sites within a FortiGuard
category, such as General Interest -
Personal, while still blocking the rest of
the sites listed in that category.

Method 2

Crea‘ring a User group ond
two users

Go to User & Device > User > User
Groups. Select Create New and create the
group override_group.

B FortiGuard /=2 71.:</111c

(X

Web Page Blocked!

You have tried to access a web page which is in violatien of your internet usage policy.

URL: www.fortinet.com/
Category: customl

Override

To have the rating of this web page re-evaluated please click here.

Name | gyerride_group |

Type (=)Firewall (_)Fortinet Single Sign-On (FSS0) (_)Guest RADIUS Single Sign-On (RS50)

Available Users Members

- Local Users - @ - Local Users -
blee
guest
jsmith @
thrown
telbar
| oK || Cancel
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http://www.fortinet.com

Go to User & Device > User > User

Definition.

@ Local User

() Remote RADIUS User

Remote TACACS+ User

Using the User Creation Wizard, create
two users (in the example, ckent and e

bwayne). Assign ckent to override_group but [ wext> | [ concer |
not bwayne.

o Choose User Type o Specify Login Credential z 4

User Name ckent

Password

© e e Type > @ specy Loon craceri > © e it 1o HE B

Email Address

™ sMs

ckent@example.com

Phone Number 555555555

Service Type FortiGuard Messaging Service hd

@ choose user Type > @ Specify Login Credential ) @ Provide Contact Info
# Enable
) Two-factor Authentication

© User Group override_group W
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Creaﬁng a web Filter proFile

Go to Security Profiles > Web Filter >
Profiles.

Create a new profile and enable FortiGuard
Categories. Right click on Local
Categories and select Block.

Expand the Advanced Filter and enable
Allow Blocked Override. Set Apply to
Group(s) to override_group.

Set Assign to Profile to default to use it as
the alternate web filter profile for override_
group users.

Because the default web filter does not block
Local Categories, using it will allow ckent to
access fortinet.com for the duration of the
override period (by default, Duration is set
to 15 minutes).

Adding the web Filter Pro@ile
toa securi’ry Policy

Go to Policy > Policy > Policy.

Edit the policy that allows outbound traffic
and set the Policy Subtype to User
Identity.

Name override_profile

Comments [Write a comment...

07255

Inspection Mode @ Proxy

@ FortiGuard Categories

() Flow-based ()

7 Show |@) All -

+- @ Local Categories

+- @ Potentially Liable

+- @ Adult/Mature Content

-+~ @ Bandwidth Consuming

+- @ Security Risk

+- @ General Interest - Personal
+- @ General Interest - Business
+ @Unrated

» Quota on Categories with Manitor, Warning and Authenticate Actions

[T} Enable Safe Search

(| Scan Encrypted Connections
(] Enable Web Site Filter

¥ Advanced Filter

[} Web Resume Download Block
|| Block Invalid URLs

() HTTP POST Action Comfort
|| Remove Java Applet Filter
|_) Remove ActiveX Filter

[} Remove Cookie Filter

|_| Log all search keywords

™ Allow Blocked Override

Apply to Group(s) override_group X W

Assign to Profile default v

Scope |User ¢

Duration Mode | Constant + |

Duration Davy(s)
Policy Type

[} Provide Details for Blocked HTTP 4xx and 5xx Errors

|_| Rate Images by URL (Blocked images will be
replaced with blanks)

[} Web Content Filter

|| Allow Websites When a Rating Error Occurs
|_| Rate URLs by Domain and IP Address

|| Block HTTP Redirects by Rating

Hour(s) |15 Minute(s)

I Apply |

(*)Firewall (VPN

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
™ Enable NAT

() Address (=) User Identity () Device Identity

internal w
=l all w
wanl W
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Create an Authentication Rule that Destination Address

= all L¥]
includes both override_group and bwayne Group(s) zwerride_gmup (¥
and has Web Filter set to override_profile. User(s) & buayne x| @
Schedule [T always -
Service AL L¥]
Action « ACCEPT -
Logging Options
Mo Log
Log Security Events
(®) Log all Sessions
Security Profiles
_OFF | AntiVirus default -
@ Web Filter override_profile -
_orr_ Application Control default e
_oee ) IPS default hd
_orr | Email Filter default sl
_orr _ DLP Sensor default ~

Results

In a web browser, go to www.fortinet.com.

After the user authentication screen, the
website is blocked and a replacement
message from FortiGuard Web Filtering @
appears.

Select Override. You are prompted to
authenticate to view the page.

User bwayne is not able to override the web
filter and receives an error message.

@

&) FortiGuard /= 71121111

Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: www.fortinet.com/
Category: customl

Override

To have the rating of this web page re-evaluated please click here.

&) FortiGuard /=0 71l FEiRTINET

Powered by FortiGuard

Web Filter Block Override

If you have been granted override creation privileges by your administrator, you can enter your
username and password here to gain immediate access to the blocked web-page. If you do not
have these privileges, please contact your administrator to gain access to the web-page.
Invalid or missing user-group id in request.

Using web filter overrides to control website access
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However, r ckent i le to override th -
_O ever, user ckent sabg oove d.e e FortiGuard /= Fili= /i) F:RTINET
filter and can access the site for 15 minutes. —

Web Filter Block Override

If you have been granted override creation privileges by your administrator, you can enter your
username and password here to gain immediate access to the blocked web-page. If you do not
have these privileges, please contact your administrator to gain access to the web-page.

Username: |ckent

Password: .
Scope: User (ckent}
New | Web-filter Profile (default)
Profile:
) (Days) o (Hours)
Duration: L (Minutes)
[ Continue |

You can monitor web filter overrides by going “

1 ckent (10.10.10.105) B £6.171.121.34 16.34 KB/ 200.09 KB www.fortinet.com (and 10 others)
to Log & Report > Traffic Log > Forward 71 ckent (10.10.10.105) = 66.171.121.34 15.50 KB/ 117.35 KB www.fortinet.com (and 11 others)
- [ ckent (10.10.10.105) = 66.171.121.34 13.43 KB / 50.27 KB www.fortinet.com (and 11 others)
Traffic. 1 ckent (10.10.10.105) == 66.171.121.34 1436 KB/ B2.41 KB www.fortinet.com (and 11 others)
1 ckent (10.10.10.105) B 66.171.121.34 13.33KB/60.34 KB www.fortinet.com (and 11 others)

[N N<N<]

Select an entry for more information about a ot etz vitual pomin

Received 204885 Source Country Reserved
session, including the user and hostname. sty et ©
URL Count 1 Source SSID FortiDoes1
Duration 32 Sent 18731
Src NAT Port 62820 Application Details www fortinet.com (and 10 others)
Group override_group Service HTTP
Protocol 6 user I ckent
Destination Country United States Identity Index 1
Dst Port 80 roll o
Status close Security Sub Type log-all-url
Timestamp Tue Jun 18 07:32:38 2013 Tran Display snat
Sequence Number 1582559 Policy 1D 5
Src Interface WLAN_1 Src I ckent (10.10.10.105)
Sent / Received 16.34 KB/ 200.09 KB Security Event webfiiter
Sent Packets 121 Level notice
Src Port 62820 Log ID 13
Sub Type forward Threat
Received Packets 160 Date/Time 07:32:38 (Tue Jun 18 07:32:38 2013)
Hostname www.fortinet.com (and 10 others)  Dst Interface wanl
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Inspec’ring traffic content using Flow-based
inspec’rion

Flow-based inspection offers an alternative to proxy-based inspection, which
imposes some limitations on performance and also changes some aspects of
packets as they pass through your FortiGate unit. This example enables flow-based
inspection for antivirus and web filtering.

1. Enabling flow-based inspection in an antivirus profile
Enabling flow-based inspection in a web filtering profile

Adding the new profiles to a security policy

> @D

Results

Internal Network

M Web Filter Virus
11 ], —7
‘l‘”" Internet Virus

Virus
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Enaloling Flow-based
inspechon in an antivirus
Pro@ile

Go to Security Profiles > Antivirus >
Profile. Select the plus icon in the upper
right corner of the window to create a new
profile.

Select Flow-based as the Inspection
Mode.

Configure the profile to inspect traffic based
on your network needs.

Name AV_Flow-based
Comments Write a comment...
Inspection Mode ) Proxy @ Flow-based

[7] Block Connections to Botnet Servers

Web

HTTP
Email

SMTP
POP3
IMAP
MAPI ]
File Transfer

FTP
SMB [
™M

I1CQ, Yahoo, MSN Messenger

0/255
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Enabling Flow-based
inspec’non in a web Fil’rering
Pro@ile

Go to Security Profiles > Web Filter >
Profile. Select the plus icon in the upper
right corner of the window to create a new
profile.

Select Flow-based as the Inspection
Mode.

Configure the profile to block traffic based on
your network needs.

Name
Comments

Inspection Mode

WF_Flow-based

Write 3 comment...

FortiGuard Categories

) Proxy @ Flow-based

DNS

T Show @ Al -

=
¥
+
&
+

- @Potentially Liable

- @ Adult/Mature Content

- @Bandwidth Consuming
@ Security Risk

- @ General Interest - Personal

- @) General Interest - Business

----- @ Finance and Banking

----- @ Search Engines and Portals

----- @ General Organizations

----- @ Business

----- @ Information and Computer Security

""" @ Government and Legal Organizations
@ Information Technology

----- @ Armed Forces

----- @ Web Hosting

----- @ Secure Websites

m

[7] Enable Safe Search

[7] Search Engine Safe Search - Google, Yahoo!, Bing, Yandex

0/255
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Adding the new ProFiles toa
securl’ry Policy

Go to Policy > Policy > Policy.

Edit the policy controlling the traffic you
wish to inspect. Under Security Features,
enable Antivirus and Web Filter and set
them to use the new profiles.

Results

To test the AV scanning, go to www.eicar.org
and try to download a test file. The browser
will time out and display a message similar to
what is shown here from Google Chrome.

Policy Type (& Fireweall OWPN
Policy Subtype (@ Address (O User Identity O Device Identity
Incoming Interface internal -
Source Address = all LT
Outgoing Interface wanil -
Destination Address =] all v
Schedule [T always hd
Service 0 ALL LY
Action  BCCEPT hd
Enahble MAT
(& Use Destination Interface Address [ Fixed Port
(O Use Dynamic IP Poal Click to add...
Logging Options
(O NoLog
@& Log Security Events
& Log all Sessions
Security Profiles
_OFF | Antivirus default i
@D Web Filter default -8
_oFe_ Application Control Block_app-sensor -8
_OFF ) IPS default -
_ore_ Email Filter default b
_orr _ DLP Sensor default .l

This webpage is not available

The connection to www.elcar.org was interrupted.

Here are some suggestions:

+ Heload this webpage later.

# Check your Internet connection. Restart any router, modem, or other network de

+ Add Google Chrome as a permitted program in your firewall's or antivirus softwar
program, try deleting it from the list of permitted programs and adding it again.

+ If you use a proxy server, check your proxy settings or contact your netwark adr
is working. If you don't believe you should be using a proxy server, adjust your p
System Preferences > Network > Advanced > Proxies and deselect any proxi
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Go to Log & Report > Traffic Log > % Download Raw Log
Forward Traffic to see the blocked traffic. | EXRECINN R RTTNN Ry T BNy eT
EE 0110 | [1s2.168.1109 nknown [ e |

192.168.100.110 192.168.110.9 Unknown ()
192.168.100.110 192.168.110.9 Unknown (V)
192.168.100.110 [*0208.91.113.212 Unknown
192.168.100.110 I+l 208.91.113.212 Unknown
192.168.100.110 [*l 208.91.113.212 Unknown
192.168.100.110 [*l 208.91.113.212 Unknown

To test the web filtering, browse to \EEES  web Fiter Viotaton [+ [ w——

www.google.com. The FortiGate unit will - @ wigoogle.com

display a block message.
Web Page Blocked!

“ou have tried to access a web page which is in violation of your internet usage policy.

URL: www.google.com/
Category: Search Engines and Portals

To have the rating of this web page re-evaluated please click here.

i 7 i D Refresh  [& Reset Report By: FortiGuard Webfilter Category +
Go to Security Profiles > Monitor > Web

Top Blocked Categories (All Categories) Top Blocked Categories (All Categories)

Monitor to see information about blocked
Internet traffic.

search Engi..{100.0%)

10
\ ’ 5
0

Total Blocked Requests (ALL CATEGORIES): 17
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Analyzing our network traffic using a one-
armed snitfer

You can use a one-armed sniffer in coordination with a FortiAnalyzer to analyze
traffic going through a main FortiGate to minimize the impact on network
performance impact.

Topology Se’rup

Sniffing can be done by way of port mirroring or by placing a hub between the
FortiGate and the router/switch. Using a hub removes potential configuration issues
with the switch.

1.

192

o > 0D

Configuring the interfaces

Configuring the security profiles
Registering the sniffer device
Configuring logging to the FortiAnalyzer

Results

Internet

<A

FortiAnalyzer

Internal Network CDI‘HPLH’EF
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Conﬁiguring the interfaces

These settings are for the FortiGate
designated as the “sniffer”; in this case a
FortiGate model 60D.

It is possible to use the same interface for
both the mirror traffic and access to the
FortiAnalyzer, but it is recommended to
use one for each purpose separately.

If there is not already administratively
accessible interface, consider using
FortiExplorer and a USB cable.

ConFiguring the Managemen’r Interface

(WAN 1) on the Snitfer
Log in to the FortiGate 60D.

Go to System > Network > Interfaces.

Select the interface that you wish to connect
to your internal network so that you can
access the device remotely and allow it to
connect to the FortiAnalyzer.

Verify that the configuration for the interface
is completed with the information shown
here. Make sure that it is on the correct
subnet range.

The purpose of this interface is to manage
the FortiGate and provide access to the
FortiAnalyzer so it is important to make sure
that the correct Administrative Access

is chosen and that the interface is on the
internal subnet.

Name
Alias
Link Status

Type

Addressing mode
IP/Network Mask

IPv6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server

Security Mode

Device Management

Detect and Identify Devices

Enable Explicit Web Proxy

Listen for RADIUS Accounting Messages
Secondary IP Address

Comments

Administrative Status

wanl(00:09:0F:B5:55:2A)
Management Port
up ©

Physical Interface

@ Manual () DHCP () PPPoE [ 'Dedicate to FortiAP
172.20.120.69/255.255.255.0

/0

J/ HTTPS & PING & HTTP FMG-Access (] CAPWAP

@ SSH SNMP TELNET FCT-Access Auto IPsec Request
HTTPS PING HTTP FMG-Access CAPWAP
SSH SNMP TELNET
Enable

None

[write a comment... 0/255

@® © up () © Down
OK | Cancel |

Analyzing your network traffic using a one-armed sniffer
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ConFiguring the sniffer interface

Select the interface that you wish to use to
collect the mirrored data traffic.

Verify that the configuration for the interface
is completed with the shown information:

If the One-Arm Sniffer addressing mode
is unavailable you may have to choose a
different interface.

ConFiguring the securi+y
ProFiles

Some administrators match the content of
the profiles on the sniffer with those on the
Main FortiGate, but this is not a requirement
for the sniffer to work. The sniffer profiles
will not impact your network performance
so they can be as comprehensive as you
want. Create profiles that will capture the
information you want.

If you cannot set more than one type
of Security Profile go to System >
Config > Features and ensure that

the Multiple Security Profiles
feature is enabled.

Name

Alias

Link Status

Type

Addressing mode
FortiAP

_| Enable Filters

# Include IPv6 Packets
# Include Non-IP Packets

Security Profiles
# Enable AntiVirus

# Enable Web Filter

@] Enable Application Control

wan2(00:09:0F:B5:55:2B)

Sniffer Interface
Up &

Physical Interface

(0 Manual () DHCP () PPPOE (=) One-Arm Sniffer (_)Dedicate to

Generic Flow based profile
web-filter-flow

default

MR ||| |X

@ Enable IPS all_default
Administrative Access [ ] HTTPS [ | PING [ | HTTP || FMG-Access | | CAPWAP
(] §5H () SNMP ) TELNET ) FCT-Access | Auto IPsec Request
IPv6 Administrative Access (] HTTPS [ PING [ HTTP [ | FMG-Access [ | CAPWAP
(1 SSH (] SNMP [ TELNET
Enable Explicit Web Proxy o
Listen for RADIUS Accounting Messages =
Secondary IP Address o
Comments [write a comment.... 0/255
Administrative Status ® o up () © Down
OK | Cancel |
1 i = ] |
Multiple Security Profiles &)

«’®
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AntiVirus Profile (Flow-based)

Go to Security Profiles > AntiVirus >
Profiles.

Apply the same settings to the profile on the
sniffer device as on the primary FortiGate.

The one-armed sniffer mode will only
allow flow-based profiles to be used.

Configure the following in the CLI, in addition
to the web-based configuration:

Name Generic Flow based profile
Comments |Write a comment...
Inspection Mode () Proxy (®) Flow-based

[Q Block Connections to Botnet Servers

Protocol Virus Scan and Removal

Web

HTTP &
Email

SMTP &
POP3 [
IMAP o~
File Transfer

FTP o~
SMB &

| Apply |

conilg antivirus settings
set default-db normal
end

config antivirus profile
edit AV-flow
set extended-utm-log enable
config smb
set options scan
end
set av-virus-log enable
set av-block-log enable
end

04255
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Applica’rion Control Sensor

Go to Security Profiles > Application
Control > Application Sensors.

Apply the same settings to the profile on the
sniffer device as on the primary FortiGate.

Add the these CLI settings in addition to the
web-based configuration:

Name default

Comments monitor all applications 24/255

@ Allow and Log DNS Traffic

@ Create New

~ Catogory |+ Poputait | T Tochnolo=| ek~ Actin ~ Appiction

All + Uncommen [& monitor
[= Monitor

(& mMonitor

Shddd Al Al
All Other Known Applications

All Other Unknown Applications

012mail, 0zz0, 1andl... [Show all 3118]

| Apply |

conilg application list
edit “default”
set extended-utm-log enable
set other-application-log enable
set log enable
set unknown-application-log enable
end
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Webfitter Profile (Flow-based)

Go to Security Profiles > Webfilter > Name web-filter-flow
Profiles. Comments [flow-based web filter profile /| 28s288
Inspection Mode () Proxy () Flow-based () DNS
Apply the same settings to the profile on the # FortiGuard Categories
sniffer device as on the primary FortiGate. T Show (@ Al x
+ =l ocal Categaries
+! @Potentially Liable
+ @ Adult/Mature Content
+ EBandwidth Consuming
+ @ Security Risk
+ [l General Interest - Personal
- = General Interest - Business
-i---._E—IUnrated
|_| Enable Safe Search
[w__o‘] Scan Encrypted Connections
|_| Enable Web Site Filter
|_| Web Content Filter
|| Allow Websites When a Rating Error Occurs
|| Rate URLs by Domain and IP Address
| Apply |
Configure the following settings in the CLI, in conilg weblilter proiile
addition to the web based configuration: edit web-filter-flow
set extended-utm-log enable
set options https-url-scan
end
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IPS sensor

Go to Security Profiles > Webfilter >
Profiles.

Apply the same settings to the sensor on the

sniffer device as on the primary FortiGate.

Keﬂis’rering the Sniffer
device

Log in to the FortiAnalyzer.
Go to the Device Manager tab.

Select Add Device from the drop down
menu.

In the Login screen of the Add Device
wizard fill in the fields with the information
shown here.

Select Next.

Name | all_default

Comments [an with default setting| 46/255

O Create New

[ _____wseverity [ vTarg. | v05] T Action |7 Packet Logging T Matched Signatures

2Wire.Wireless.Router. XSRF.Password.Reset
3Com.3CDaemon.FTP.Server.Buffer.Overflow

All Al Al & Monitor @Enable

[Show all 6593]

Apply I

£-= FortiAnalyzer 200D

Device

2 Unregistered Devi
{2 All Log Arrays(0) | ' Add Device

Add Device .
Login
@ Login Please choose one of the following methods for adding a device or vdom.
© Add Device (=) Add Model Device
Device will be added using the chosen model type and other explicitly entered information.
© Summary

Please enter the following information:

IP Address  172.20.120.69 |
UserName  admin

Password | |
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In the Add Device screen of the Add
Device wizard fill in the fields with the
information shown here.

If there is no more information to enter, select
Next.

Select the sideways triangle next to Other
Device Information to expand the window
for more field options.

Select Next.

Add Device

Please input the following information to complete addition of the device:

Name

Description

Device Type

Device Model

Firmware Version

SN

Enable Interface Mode

Disk Log Quota (min. 100MB)

‘When Allocated Disk Space is
Full

Log Storage
Device Permissions

» Other Device Information

Device Permissions

-~ Other Device Information

One-Arm_Sniffer-1
Sniffer_for_FG100D
FortiGate
FortiGate-60D

50 +|| GA
FGTE0D4613001043
o

1000 MB (Total 783,298 MB Available)

(=) Overwrite Oldest Logs () Stop Logging

() Standalone Logs () Log Array

# Logs @ DLP Archive @ Quarantine # IPS Packet Log

@ Logs @ DLP Archive @ Quarantine @ IPS Packet Log

Company/Organization Daily Planet

Contact P. White

City Metropaolis
Province/State pc

Country United States

Analyzing your network traffic using a one-armed sniffer
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A window showing successful registration
should appear.

Select Next to proceed.

The final window of the wizard provides a
summary of the configuration.

Add Device

Name One-Arm_Sniffer-1
IP Address 172.20.120.69
Status @ Device created successfully

v+ Creating device database
= Retrieving high availability status

=/ Initializing configuration database

& Updating group membership

Model Device Added Successfully

The following device has been added to the system:

Name

Description

Hostname

IP Address

Admin User

Device Model
Firmware Version

SN

Disk Allocation
Company/Organization

Contact

City

One-Arm_Sniffer-1
Sniffer_for_FG100D
N/A

172.20.120.69

admin
FortiGate-60D

5.0 GA
FGTE0D4613001043
1000 MB

Daily Planet

P. White

Metropolis DC United States
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Configure |o%in9 o the
Forti nalyzer

Go to Log & Filter > Log Config > Log
Settings.

Configure the settings as shown here.

Be sure to test the connectivity before
proceeding.

Results

Crea’ring some logs

On a computer behind the primary FortiGate,
download some test files from the Eicar
website at:

http://www.eicar.org/85-0-Download.html

Visit some websites that should be blocked
by the policy, for example:

www.gambling.com

Logging and Archiving
@ Send Logs to FortiAnalyzer/FortiManager
IP Address: 172.20.120.140
Upload Option
(=) Realtime
(| Encrypt Log Transmission
Send Logs to FortiCloud

Account:
# Event Logging
@ Enable All & WIFi activity event
@ Router activity event

Local Traffic Logging
# Log Allowed Traffic
™ Log Local Out Traffic
# Log Denied Traffic

GUI Preferences

Display Logs From | FortiAnalyzer : |

@ Resolve Hostnames (Using reverse DNS lookup)

| Test Connectivity |

Test Connectivity

™ System activity event @ User activity event

@ VPN activity event

@ Resolve Unknown Applications (Using remote application database)

| Apply |

@ Explicit web proxy event

Analyzing your network traffic using a one-armed sniffer
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Seeing the results on the For‘riAnalyzer
Log in to the FortiAnalyzer

Go to the Log View tab.

In the left-hand column, expand the tree for
the sniffer device.

Go to Security > Intrusion Prevention.

You will see a listing of the items that are
considered relevant.

In this case the one for the test file shows the
Attack Name as Eicar.Virus.Test.File

Select the Log View Tab.

In the left-hand column, expand the tree for
the sniffer device.

Select Traffic.

Use the column filters to focus in on the
target traffic. In this case we are looking for
traffic with:

e Source IP address = 192.168.10.100
e Destination IP address = 190.93.240.30
e Service = HTTP

The destination address was determined
by pinging gambling.com and looking at
the resolved address.

£=t FortiAnalyzer 200D

Device Manager JIR"RUSWAl Dril Down Event Management ~Reports ~ System Settings

[ Oy srcip=172.16.86.11 vd=vdom2 ©[Any time ¢
{e= FortiGate100D # @ 7 Date/Time T Severity ¥ Sou 7 Destination 1P ¥ status
=-lem One-Arm_Shiffer-1 1 0 022711:34 low 74.217.253.60 192.168.10.103 detected
& Tratmc 2§ oxaranams low 74.217.253.60 192.168.10.103 detected
& Event
2 & seeurty s 0 oraraum ow 173.104.62.77 192.168.10.103 detectes
Application Control &
-

{5 Log Browse

£ Forticlient

: | Items per page 1 Got
Log Details [N
Attack ID 29844 ‘Attack Name
Count 1 Date/Time
Destination IP 192.168.10.103 Destination Name
54133 Device ID
2014-02-27 11:03:41 Event Type

Service

Source Interface
Source/Device
Sub Type

Type

all_defauit
54133/tcp
wan2
188.40.238.250
ips

utm

Incident Serial No.
Log ID

Time Stamp
Virtual Domain

£22 FortiAnalyzer 200D —————— ————
Device Manager [IPTRVIR Drill Down  Event Management Reports System Settings
[ | [<srcip=172.16.86.11 and service=HTTP @[ Anytime 3] e @ 8-
te= FortiGate100D # | ¥ Date/Tme 7 Policy ID Threat ¥ status 7 Source/Device | 7 Destination 1P | 7 Service
& 2 1esm:3s 1 @accept 192.168.10.100  E5190.93.240.30 HTTP
& Event =
& & Security 3 14:58:32 1 @accept 192.168.10.100  £5190.93.240.30 HTTP
Application Control 4 145627 a Gaccept 192.168.10.100 | E5190.93.240.30 HTTP
(@ Log Browse
3 FortiClient [ 50 _:| Items per page 1 -~ _Gotopage L of 1
Log Details
(@HTTP.BROWSER Firefox Web.Others
34050 14:58:36
190.93.240.30 A
0 FGT60D4613001043
2014-03-31 14:58:35 Duratior o
notice Log 1D 13
1 Protocol 6
0/5978 Sequence No. 7974
HrTe Source Country  Reserved
Source Port 12626
152.168.10.100 Status Gaccept
forward Time Stamp 2014-03-31 14:56:36
t Type taffic
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Excluding speciﬁc users £rom securi’ry scanning

In this example, two company executives will be excluded from the security
scanning that is applied to all other Internet traffic. Since the executives connect to

the Internet using the PCs that have static IP addresses, these addresses can be
used to identify their traffic.

1. Applying security profiles to the staff policy
Creating firewall addresses and a group for the executives

Creating a security policy for the executives
<Q Internet
AL
Execl
1921681310

ExecZ ﬂ@

1921681311 W

Internal Network

0D

Results
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Applying security protiles to
the staFF policy

Go to Policy > Policy > Policy and edit the
policy allowing Internet access. This policy

will be used by the majority of the company’s
staff.

In order to view results, select Log all
Sessions.

Under Security Profiles, enable Web Filter
and Application Control. Set them to use
the default profiles.

Creating Firewall addresses
ond a roup For the
executives

Go to Firewall Objects > Address >
Addresses. Create an address for each
executive.

Set Type to Subnet and Interface to lan.
Set Subnet/IP Range to the static IP of the
executive’s PC. Use /32 as the Netmask to
ensure that the firewall address applies only
to the specified IP.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

@ Enable NAT

(é) Use Destination Interface Address

Use Dynamic IP Pool
Use Central NAT Table
Logging Options
(0) No Log
() Log Security Events
® Log all Sessions
| Capture Packets
Security Profiles
_OFF_ AntiVirus
@7 web Filter
@ Application Control

Category

Name

Type

Subnet / IP Range

Interface

(=) Firewall (_)VPN

(=) Address (_)User Identity (_)Device Identity

lan

f=] all

wanl

(= all

[J always

@ AL L2Mays

v ACCEPT

| Fixed Port

Click to add...

default
default

default

(*) Address () IPv6 Address
Execl

Subnet

192.168.13.10/32

lan

CCCC

) Multicast Address

204

The FortiGate Cookbook 5.0.7



Category (*) Address (_
Name Exec2
Type Subnet

Subnet / IP Range

Interface

| IPv6 Address

_) Multicast Address

192.168.13.11/32

lan -
Go to Firewall Objects > Address > Group Name T
Groups. Comments [Write a comment... 0/255
Show in Address List «
Create a new group and add the new e . X ©
addresses as members. {2 Exec2 X
Go to Policy > Policy > Policy. Policy Type @ Firewall (VPN
Policy Subtype (=) Address () User Identity (_)Device Identity
Create a policy allowing the executives to Incoming Interface en v
access the Internet. Set Incoming Interface | Source Address I Executives v
to lan, Source Address to the firewall S e it o
. Destination Address = all ¥
address group, and Outgoing Interface to — Al e =
your Internet-facing interface. Enable NAT Service BALL )
and, in order to view results, select Log all Action v ACCEPT -
Sessions # Enable NAT
’ Q) Use Destination Interface Address | Fixed Port
Leave all Security Profiles disabled. o A
(_) Use Central NAT Table
Logging Options
No Log
Log Security Events
(=) Log all Sessions
| Capture Packets
Security Profiles
_OFF__ AntiVirus default
OFF . Web Filter default
OFF . Application Control default
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In the policy list, reorder the security policies
by clicking and dragging the Seq.# column.
Place the policy for the executives at the top
of the list.

Results

Connect to the Internet from two computers
on the internal network: one that has an IP
address assigned to one of the executives
and one that doesn’t.

Go to Log & Report > Traffic Log >
Forward Traffic Log. Right-click on one of
the column headings and make sure that the
Policy ID column is selected, then select

Apply.

Policy IDs are assigned by the order in which
policies were created and so in the example
the staff policy’s ID is 2, while the executive
policy’s ID is 3.

In the log, you can see that traffic from the
computer with the executive IP is flowing
through policy 3, while traffic from the other
computer uses policy 2.

Since policy 3 does not have any security
profiles enabled, traffic from the executives is
not being scanned for security events.

[ Sec.# |~ From| 7 To | 7 Source | T Web Filter | Application Controll T Action |
1

lan wan1 IF] Executives ¥ Accept

X default [ default v Accept

2 lan wani Eall

3 any any & all @ Deny

| # | 7 Policy ID| ¥ Date/Time| 7 Source | Sent / Received
b5 Jorees Jwsrasesnio [1aikes 1099k |

2 3 07:46:28 192.168.13.10 1.10KB/9S5.13 KB
3 3 07:46:28 192.168.13.10 1.07 KB/ 5.51 KB
4 3 07:46:28 192.168.13.10 1.16 KB/ 12.4B KB
5 | 3 07:46:28 192.168.13.10 1.12KB/ 11.14 KB
L | = 07:45:48 192.168.13.144 B.41 KB/ 10.79 KB
7 2 07:45:24 192.168.13.144 653 B/ 4.99 KB

8 2 07:44:57 192.168.13.144 4BB/0B

9|2 07:44:47 192.168.13.144 2.51 KB/ 1.2B KB
10 2 07:44:47 192.168.13.144 3.49 KB/ 5.99 KB
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Wireless Ne’rworking

FortiOS WiFi networking provides a wide range of capabilities for integrating
wireless networks into your organization’s network architecture. Each WiFi network,
or SSID, is represented by a virtual network interface to which you can apply firewall
policies, security profiles, and other features in the same way you would for physical
wired networks.

This chapter contains the following examples:

o Setting up a temporary guest WiFi user

o Setting up a network using a FortiGate unit and a FortiAP unit

o Providing remote users access to the corporate network and Internet
o Assigning wireless users to different networks using dynamic VLANs
o Extending the range of a wireless network by using mesh topology
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SeHing up a ’remporary guesf WiFi user

In this example, a temporary user account will be created and distributed to a guest
user, allowing the guest to have wireless access to the Internet.

1. Connecting the FortiAP unit using the DMZ interface
Creating a WiFi guest user group

Creating an SSID using a captive portal

> @D

Creating a security policy to allow guest users Internet
access

o

Creating a guest user management account

6. Results

Internet

Internal Network
T

FortiGate
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Connecting the FortiAP unit
using the DMZ interface

Go to System > Network > Interfaces.
Select the dmz interface.

Set the dmz interface to be Dedicated to
FortiAP.

Connect the FortiAP to the DMZ interface.
Go to WiFi Controller > Managed Access
Points > Managed FortiAPs and right-click
on the FortiAP unit. Select Authorize.

Using the DMZ interface creates a secure
network that will only grant access if it is
explicitly allowed. This allows guest access
to be carefully controlled.

Name
Alias
Link Status

Type

Addressing mode
IP/Metwork Mask
0 Connected FortiAPs/FortiSwitches

Administrative Access

IPv6 Administrative Access

Device Management
Detect and Identify Devices
Comments

Administrative Status

FA

dmz (00:09:0F:99:39:68)

Up &

Physical Interface

@ Manual ) DHCP ) PPPoE @ Dedicate to FortiAP

10.10.80.99/255.255.255.0

HTTPS PING  [[] HTTP FMG-Access

[[] ssH  [C] sSNMP  [[] TELNET [[] FCT-Access

[ HTTPS [] PING [| HTTP  [] FMG-Access

[] ssH  [C] SNMP [C] TELNET

]

Write a comment... 0/255
@ o Up © @ Down

= R ]

Meshl_~ Access Pont | YStale | 7 Conneclod Via | 7 SSIDs | 7 Channol |  client
[ [rrzzmuionoss| @

Radio 1: 0
Radio 2: 0

+= 10.10.80.100 R Ra 0

& Edit
il Delete
@ authorize

B©
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Crea‘ring a WiFi gues’r user
group

Go to User & Device > User > User
Groups.

Create a new group, setting Type to Guest,
User ID to Email, and Password to Auto-
Generate.

These guest user accounts are temporary
and will expire four hours after the first login.

Crea‘ring an SSID using a
cap’rive Por’ral

Go to WiFi Controller > WiFi Network >
SSID.

Create a new SSID. Set Traffic Mode to
Tunnel to Wireless Controller and enable
DHCP Server, taking note of the IP range
assigned.

Under WiFi Settings, set Security Mode
to Captive Portal and User Groups to the
new guest user group.

A Captive Portal will intercept connections

to the wireless network and display a login
screen on the guest user’s device. The guest
must then authenticate with the portal to gain
access to the wireless network.

Name  Guest_WiFi_Users

Type
User 1D
Password

[7] Enable Name

Enable Sponsor
Enable Company
Enable Email

[] Enable Phone Number

Expire Type

Default Expire Time

) Firewall ) Fortinet Single Sign-On (FS50) @ Guest

RADIUS Single Sign-On (RSS50)
Email -

Auto-Generate -

Optional -

Optional -

(@ FortiGuard Messaging Service
Custom - SMS Provider: No SMS providers configured

After first login -

4 Hours -

[] Enable Batch Guest Account Creation

Name
Type
Traffic Mode

IP/Network Mask

Administrative Access

IPv6 Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway
DNS Server

P Advanced...

WiFi Settings
S5ID
Security Mode
Customize Portal Messages
User Groups

Maximum Clients

WLAN
WiFi SSID

Tunnel to Wireless Controller

10.10.10.1/255.255.255.0

HTTPS PING
SSH 0] SNMP
[[] HTTPS ] PING
[l ssH 0] sNMP

[[] HTTP
[[] TELNET [] FCT-Access
[ HTTP

[C] TELNET

[7] FMG-Access

[7] FMG-Access

Enable

£ Create New

10.10.10.2 10.10.10.254

255.255.255.0
@ Same as Interface IP ) Specify

@ Same as System DNS () Specify

Guest WiFi Access
Captive Portal -

i}

Guest_WiFi_Users

i}
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Creaﬁng a securit Polic
to adllow gues‘r users Internet
0CCEess

Go to Firewall Objects > Address >
Addresses.

Create a firewall address for the guest WiFi
users. Use the DHCP IP range for Subnet/IP
Range and set the Interface to the wireless
interface.

Go to Policy > Policy > Policy.

Create a security policy allowing guest users
to have wireless access to the Internet.

Policy Type
Policy Subtype
Incoming Interface

Source Address

@ Firewall ) VPN

WLAN (S5ID: Guest WiFi Access)

@ Address () User Identity () Device Identity

¥ Guest WiFi Users w
Outgoing Interface internal hd
Set Incoming Interface to the wireless Destination Address £] Internal Wired Network (¥
interface, Outgoing Interface to your Schedule [ always b
Internet-facing interface, and Source senvics BAL “
Address to the guest WiFi users grou Aenen RS =
e) 9 p. Enable NAT
@ Use Destination Interface Address [7] Fixed Port
) Use Dynamic IP Poaol Click to add...
) Use Central NAT Table
Logging Options
) No Log
) Log Security Events
@ Log all Sessions
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Crea‘ring a guest user
managemer account

Optionally, you can create an administrator
that is used only to create guest accounts.
Access to this account can be given to a
receptionist, to simply the process of making
new accounts.

Go to System > Admin > Administrators.

Administrator Receptionist
Create a new account. Set the Type to Type @ Regular  (JRemote  ()PKI
Regular and set a Password. Enable Password ssenenen
Restrict to Provision Guest Accounts Confirm Password | sesssess
and set Guest Groups to the WiFi guest Comments [For providing wifi access to guests ] 35255
user group.

Contact Info
|| Email Address

[ 1SMS * FortiGuard Messaging Service Custom
Phone Number
|| Enable Two-factor Authentication

|_| Restrict this Admin Login from Trusted Hosts Only

™ Restrict to Provision Guest Accounts

Guest Groups | Guest WIFi_Users W

212 The FortiGate Cookbook 5.0.7



Results

Log in to the FortiGate unit using the guest
user management account. Go to User &
Device > User > Guest Management and
select Create New.

Use a guest’s email account to create a new
user ID.

The FortiGate unit generates a user account
and password. This account is only valid for
four hours (the default time limit for the guest
user group).

The guest can now log in using the FortiGate
Captive Portal. Once authenticated, the
guest is able to connect wirelessly to the
Internet.

User ID Use Email Address
Password Auto Generated
Sponsar Terry White Optional
Comparny BigCo Optional
Ermail pbrown@bigco.com
Expiration 2013-04-16 12:51
User Successfully Created
User ID pbrown@bigoo.com
Passwaord XEFEYQ
Company BigCo
Sponsaor Terry White
Ernail pbrown@hbigeo.com
Expiration 2013-04-16 12:51:00
Send E&
F:=RTINET
-mw @
Terms and Disclaimer Agreement
You are about to access Internet content that is not under the i

control of the network access provider. The network access provider
is therefore not responsible for any of these sites, their content or
their privacy policies. The network access provider and its staff do
not endorse nor make any representations about these sites, or any
information, software or other products or materials found there, or
any results that may be obtained from using them. If you decide to
access any Internet content, you do this entirely at your own risk
and you are responsible for ensuring that any accessed material
does not infringe the laws governing, but not exhaustively covering, -

m

|l accept the terms and disclaimer agreement

Authentication for $5ID: Guest WiFi Access
Please enter your username and password to continue

Username: phrown@higeo.com

Password: I ]

Continue

Setting up a temporary guest WiFi user
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To verify that the guest user logged in
successfully, go to WiFi Controller >
Monitor > Client Monitor.

Go to Policy > Monitor > Policy Monitor
and verify the active sessions.

Select one of the bars to view more
information about a session.

Guest WiFi Access  FAP22B3U11022065 (2) [1 pbrown@hbigoo.com  10.10.10.7  [g 70:f1

Top Policy Usage by Active Sessions

Active Sessions

Policy 10 Eoareelerzee o Destination Interface/Zone
> wan want z -

31.88 MB. 50,434
1 internal wan1 v s 2.57 M8, 13,133
3 WLAN internal v 1 219.71 KB 358

Top Sessions by Source Address (Policy ID: 2)

140
120
100

a0

Sessions

G0

40

20
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SeHing up a network using a FortiGate unit and
a ForfiAP unit

This example sets up a wired network and a wireless network that are in the same
subnet. This will allow wireless and wired users to share network resources.

1. Configuring the internal wired network to use DHCP
2. Creating the internal wireless network

3. Results

Internet

Wireless Network @

Internal Network
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Configuring the internal
wired network to use DHCP

Edit the internal interface.

Set Addressing mode to Manual and
enable DHCP server. Take note of the IP
range.

Go to Firewall Objects > Address >
Addresses.

Set Type to IP Range and set Subnet/IP
Range to use the IP range from the DHCP
server.

Name
Alias

Link Status
Type

Addressing mode
1P/Network Mask

IPv6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway

DNS Server

Category

Name

Colar

Type

Subnet / IP Range
Interface

Show in Address List

Comments

internal (00:09:0F: 7E:88:26)

Up ©

Physical Interface

(*) Manual () DHCP () PPPoE () Dedicate to FortiAP

| 192.168.1.99/255.255.255.0 |

/0

] HTTPS [ PING [ HTTP [ FMG-Access (| CAPWAP

] SSH ) SNMP [ TELNET [ | FCT-Access || Auto IPsec Request
] HTTPS [ PING [ HTTP [ FMG-Access (| CAPWAP

] SSH (] SNMP  [] TELNET

™ Enable

@ Create New

192.168.1.100 192.168.1.254

255.255.255.0
(*) same as Interface IP () Specify

(*) Same as System DNS () Specify

@ Address IPvE Address Multicast Address
Internal network
5] [Change]

IP Range -
192.168.1.110-192.168.1.210

wan2 -

Write a comment... 0/255
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Go to Policy > Policy > Policy.

Create a security policy allowing users on the
wired network to access the Internet.

Creating the internad
wireless network

Connect the FortiAP to the internal interface.
Go to WiFi Controller > Managed Access
Points > Managed FortiAPs and right-click
on the FortiAP unit. Select Authorize.

It may take a few minutes for the FortiAP
unit to appear on the Managed FortiAPs
list.

Policy Type
Policy Subtype

Incoming Interface

v
Source Address 5 Internal network W
Outgoing Interface wanl v
Destination Address =] all [+
Schedule [T always
Service 7 ALL L7
Action v ACCEPT
@ Enable NAT

(®) Use Destination Interface Address [ | Fixed Port
_) Use Dynamic IP Pool Click to add...
) Use Central NAT Table
Logging Options
No Log
Log Security Events
(=) Log all Sessions
mmm
- -AP22B3U11022065 I edit L] B 192.168.1.110 All
T Delete
@ Autharize
)
&

(®Firewall (_)SSL-VPN
(=) Address () User Identity

internal

(_)Device Identity

Setting up a network using a FortiGate unit and a FortiAP unit
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Go to WiFi Controller > WiFi Network >
SSID and create a new SSID.

Ensure the Traffic Mode is set to Local
bridge with FortiAP’s Interface.

Bridge mode is more efficient than Tunnel
mode, as it uses the CAPWAP tunnel for
authentication only. Bridge mode is also
required in order to have a wired and
wireless network be on the same subnet.

Go to WiFi Controller > WiFi Network >
Custom AP Profiles. Select Create New.

Set SSID for both Radio 1 and Radio 2 to
the new SSID.

Name
Type
Traffic Mode

WiFi Settings
SSID
Security Mode
Data Encryption
Pre-shared Key

Maximum Clients

Comments

¥ Radio 1
Mode
Background Scan
WIDS Profile
Radio Resource Provision
Client Load Balancing
Band
20/40 MHz Channel Width
Channel
Auto TX Power Control

TX Power

SS5ID

WLAN
WiFi 551D -

[ Local bridge with FortiAP's Inter... =

My_SSID
WPA/WPA2-Personal -

@ AES (O TKIP () TKIP-AES

sesssese (8 - 63 characters)

b

Write 3 comment... 0/255

(7 Disable @ Access Point (&) Dedicated Monitor
@ Disable ) Enable

-

a

[7] Freguency Handoff [] AP Handoff

802.11an_sG -
o
[#]36 [4]40 (7|44 [7148 [¥]149 [¢]153 [¥]157 [¥]161 [4]165

@ Disable ) Enable

__---IIIIIIIIIIII
100 %
Available Selected
fortinet.mesh.root (Mesk » My_SSID -
Q
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Go to WiFi Controller > Managed Access
Points > Managed FortiAPs. Edit the
FortiAP unit.

Under Wireless Settings, set AP Profile to
use the new profile.

Results

Users connected to the new SSID will be
able to access the Internet. The wireless
devices will be in the same subnet as the
internal wired network.

Go to WiFi Controller > Monitor > Client
Monitor to see WiFi users and their IP
addresses.

Go to Log & Report > Traffic Log >
Forward Traffic to verify that the same
policy controls both wired and wireless
traffic.

Serial Number FAP22B3U11022065

Name

Description [Change]

Managed AP Status

Status Online

Connected Via Ethernet (192.168.1.110)

Base MAC Address 00:09:0f:35:6d:40

Join Time 03/22/13 10:328

Clients 0

FortiAP QS Version FAP22B-v5.0-build031 [Upgrade]
State Authorized | Deauthorize || Restart |

Wireless Settings

AP Profile MyProfile -
[Apply]

Radio 1

Mode Access Point

Band 802.11an_5G

Channel 36, 40, 44, 48, 149, 153, 157, 161, 165
Radio 2

Mode Access Point

Band 802.11bgn_2.4G

Channel 1,6,11

Tssol _wForiap | vip | 7 Device | v Auth| T Channel | T Bandwidth Tx/Rx |7}

My_SSID FAP22B3U11022065 (1) 192.168.1.111 |g 84:29:99:be:54:dc  Pass 36 560 bps )

M4 1 /1 » M [Total: 1]

192.168.1.111 1
lan wanl 192.168.1.111 == 184.28.198.224 1
lan wanl 192.168.1.112 == 208.51.112.132 1
lan wanl 192.168.1.112 == 208.91.112.132 1
lan wanl 192.168.1.112 == 8.8.8.8 1
lan wanl 192.168.1.112 == 208.91.112.133 1
lan wanl 192.168.1.112 == 208.51.112.133 1
lan wanl 192.168.1.112 E= 173.194.64.147 1 HTTPS 1.59 KB
lan wanl 192.168.1.111 192.168.110.9 1 DNS 71B/f5
lan wanl 192.168.1.111 == 17.164.0.8 1 HTTPS 2.68 KB
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Providing remote users access to the corpora’re
network and Internet

In this example, a user in a remote location, such as a hotel or their home, will use
a FortiAP unit to securely connect to the corporate network and browse the Internet
from behind the corporate firewall.

1. Preauthorizing the FortiAP unit on the FortiGate unit
Creating an SSID and firewall addresses

Creating security policies

Configuring the FortiAP unit to connect to the FortiGate unit

Connecting to the FortiGate unit remotely

o o~ 6D

Results

A

BN
(@) );)%
FortiAP

Remote User

d
Internet

Internal Network

]
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Pre—au’rhorizin@ the FortiAP
unit on the FortiGate unit

Go to WiFi Controller > Managed Access
Points > Managed FortiAPs.

Add a new FortiAP unit and enter the
unit’s Serial Number (in the example,
FAP11C3X13000412).

The FortiAP unit will appear on the list of
Managed FortiAPs as authorized and offline.

Crea‘ring an SSID and a
Firewall"addresses

Go to WiFi Controller > WiFi Network >
SSID. Select Create New.

Enable the DHCP Server and make note of
the IP range.

Configure the WiFi Settings with a unique
SSID name and Pre-shared Key.

FAP11C3X13000412

Serial Number
Name
Comments |Write a comment... 0i35
State Authorized
Wireless Settings
™ Enable WiFi Radio
S5ID @ Automatically Inherit all SSIDs

() Select SS1Ds
(*) Disable

Auto TX Power Contraol (_JEnable

TX Power

100 %

T Access Point T Connected Via | 7 SSIDs |~ Channel _|

FAP11C3X13000412 Radio 1: All Radio 1: 0
Name WLAN_ 1
Type | wiFi SSID )
Traffic Mode @ Tunnel to Wireless Controller -
IP/Network Mask 10.80.10.99/255.255.255.0
Administrative Access [_] HTTPS [ PING (] HTTP |_| FMG-Access
() SSH [ SNMP [ TELNET [ FCT-Access [ Auto IPsec Request
DHCP Server ™ Enable
Address Range (@ Create New
10.80.10.100 10.80.10.254

Netmask 255.255.255.0

Default Gateway () Same as Interface IP () Specify

DNS Server (*) Same as System DNS () Specify
b Advanced...

WiFi Settings
SsID RemoteWiFi

Security Mode | WPA/WPA2-Personal :]

Data Encryption (®AES (TKIP () TKIP-AES

Pre-shared Key
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Go to Firewall Objects > Address >
Addresses. Create addresses for both the
remote users and the corporate network.

For the remote users, set Type to IP Range.

The range for the remote users should be
within the range used for the DHCP server.
Set Interface to the new SSID.

For the corporate network, set Type to
Subnet and use the corporate network’s
IP address. Set Interface to an internal
interface.

Creaﬁng securi+y Policies

Go to Policy > Policy > Policy.

Create a policy that allows remote wireless

Category

Name

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Type

Subnet /[ IP Range

Interface

Show in Address List

Comments

Policy Type
Policy Subtype

Incoming Interface

(+) Address () IPv6 Address

Wireless_Users

IP Range -
10.80.10.100-10.80.10.200

WLAN_1 (SSID: RemoteWiFi) -

o

|'\-\-'r'it|: a comment... 0/255

(=) Address () IPv6 Address
Corp_Network

Subnet
192.168.1.0/255.255.255.0

internal

o

Nrite a comment... 0

(®) Firewall (VPN

@Address ( ! User Identity | 'Device Identity

WLAN_1 (SSID: RemateWiFi) v
users to access the Internet. Set the Source Addrass {5 Wireless Users o
Incoming Interface to the SSID and the Outgoing Interface wan1 ]
Outgoing Interface as your Internet-facing Destination Address Eal v
. Schedule e -
interface. i Blways
Service 7 ALL L]
Action v ACCEPT -
# Enable NAT
(=) Use Destination Interface Address || Fixed Port
() Use Dynamic IP Pool Click to add...
Logging Options
() Mo Log
() Log Security Events
(*) Log all Sessions
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Create a second policy for remote wireless
users to access the corporate network.
Again, set the Incoming Interface to the
SSID but now the Outgoing Interface is an
internal interface.

ConPiguring the FortiAP unit
to connectto the corpora’re
FortiGate unit

Go to WiFi Controller > Managed Access
Points > Managed FortiAPs and note the
IP Address assigned to your FortiAP.

Enter the address into your browser’s
address bar to access your FortiAP web
manager.

Policy Type
Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule
Service
Action
@ Enable NAT

(=) Use Destination Interface Address

: ! Use Dynamic IP Pool

Logging Options
() Mo Log
(") Log Security Events

(=) Log all Sessions

FAP11C3X¥13000412

(=) Firewall
(*) Address |

(VPN

) User Identity
WLAN_1 (S5ID: RemoteWiFi)
¥ Wireless_Users

internal

=] Corp_Metwoark

[T always

7 ALL

v ACCEPT

| Fixed Port

Click to add...

.H:l1010102

() Device Identity

CCQC

C

precmerom L s | comcceavi L e

Radio 1: All

Providing remote users access to the corporate network and Internet
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In the System Information tab, enter the
AC IP Address of the public facing interface
of the corporate FortiGate unit. The Internet-
facing interface is also the public facing
interface. To locate this IP address, go to
System > Network > Interfaces.

The FortiAP will search for this FortiGate
interface when it tries to connect.

The remote user may now take this device
to the desired remote location to connect
securely to the corporate FortiGate unit.

Connecting to the
corpora+e FortiGate
remo’rely

At the remote location, connect the FortiAP
to the Internet using an Ethernet cable. Next,
connect the FortiAP to power.

Once connected, the FortiAP requests an IP
address and locates the FortiGate wireless
controller.

The remote user can now access the
corporate network and browse the Internet
securely from behind the corporate firewall.

AC Discovery Type

AC Control Port

AC IP Address 1

AC IP Address 2

AC IP Address 3

AC Host Name 1

AC Host Name 2

AC Host Name 3

AC Discovery Multicast Address

AC Discovery DHCP Option Code

AC Data Channel Security

(s)Auto ()Static ()DHCP ()DNS (J)Broadcast ()Multicast
5246

172.20.120.141

_capwap-control._udp.

224.0.1.140

138

(_)Clear Text ()DTLS Enabled (s)Clear Text or DTLS Enabled
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Results

Go to WiFi Controller > Monitor > Client
Monitor to see remote wireless users
connected to the FortiAP unit.

Go to Log & Report > Traffic Log >
Forward Traffic to see remote wireless
users appear in the logs.

Select an entry to view more information
about remote traffic to the corporate
network and to the Internet.

@ Refresh [ Column Settmgs
) 84:29:99:be:S4:dc Pass  10.80.10.100 FortiAP 2208 (1) RemoteWiFi 0 Kbps
=) 70:f1:a1:54:6:27 Pass  10.80.10.103 FortiAP 220B (2) Remote'WiFi B 47 Kbps

[+ T Dote/Time | pevice | TSrc | 0t | Srcinterface * st Inerfacel T Polcy 10 S

3 secends age 10.80.10.103 B 0213.199.179.151 WLAN_1 wanl 172
4 seconds ago 10.80.10.103 == 157.55.130.147 WLAN_1 wanl 10 176
3 seconds age 10.80.10.103  172.20.120.235 WLAN_1 wanl 10 140
4 seconds ago 10.80.10.103  [*01207.112.47.253 WLAN_1 wanl 10 435
10.80.10.103  172.20.181.253 WLAN_1 wanl 0B

~

10.80.10.101 EE 173.184.76.108  WLAN_1 wanl 12,

5 seconds ago

ﬁiﬁﬁﬁﬁﬁ

1
2
3
4
5
=
7

8 seconds ago

Dst 192.168.1.112 Virtual Domain root
Received 0 Source Country Reserved
Src NATIP 192.168.1.99 Sent / Received 0B/OB
Duration 0 Sent 0

Src NAT Port 55873 Application Details

Service RDP Protocol 6
Destination Country Reserved Dst Port 3389

roll 65528 Status start
Timestamp Wed Nov 7 10:20:54 2012 Sequence Number 155221
Policy ID [ Src Interface WLAN_1

Src 10.80.10.102 Level notice

Src Port 55873 logid 15

Sub Type forward Threat

Tran Display snat Date/Time & seconds ago (Wed Nov 7 10:20:54 2012)
Dst Interface internal

Dst S 157.55.130.147 Virtual Domain root
Received 102 Source Country Reserved

Src NATIP 172.20.120.123 Sent [ Received 176 B/ 102 B
Duration 181 Sent 176

Src NAT Port 37023 Application Details

Service 40045/ udp Protocol 17
Destination Country  United States Dst Port 40046

roll 65528 Status accept
Timestamp Wed Nov 7 10:20:58 2012 Tran Display snat
Sequence Number 194834 Policy ID 10

Src Interface WLAN_1 Src 10.80.10.10%
Sent Packets 1 Level notice

Src Port 37023 logid 1z

Sub Type forward Threat

Received Packets 1 Date/Time 4 seconds ago (Wed Nov 7 10:20:58 2012)
Dst Interface wanl
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Assigning wireless users to different networks
using dynamic VLANs

Dynamic virtual LANs (VLANS) are used to assign wireless users to different
networks without requiring the use of multiple SSIDs. This example creates dynamic

VLANSs for the Techdoc and Marketing departments, with a RADIUS server used for
authentication.

1. Connecting the FortiAP unit
Creating an SSID with dynamic VLANs enabled
. Creating and assigning a custom AP profile

. Creating the VLAN interfaces

2.

3

4

5. Creating security policies for both networks

6. Configuring a connection to the RADIUS server
7. Creating the RADIUS client

8. Creating network policies on the RADIUS client
9

. Results

Internet

RADIUS server

1921681114
Marke+ing network > Techdoc network
& @) -—=====- 2
User jsmith FortiAf User twhite
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Connec’ring the FortiAP unit

Connect the FortiAP to the internal interface.
Go to WiFi Controller > Managed Access
Points > Managed FortiAPs and right-click
on the FortiAP unit. Select Authorize.

It may take a few minutes for the FortiAP
unit to appear on the Managed FortiAP list.

Crea‘ring an SSID with
dynamic VLANs enabled

Go to WiFi Controller > WiFi Network >
SSID.

Create a new SSID. Set Traffic Mode to
Local bridge with FortiAP’s Interface.

Dynamic VLANSs can also be used with a
FortiAP in Tunnel Mode. The only
difference in the configuration occurs
when creating VLAN interfaces, as the
initial creation must occur using the CLI.

- FAP22B3U1102425

- —

[7] Authuan
[X]

Name
Type

Traffic Mode

WiFi Settings
SSID
Security Mode
Data Encryption

Authentication

Maximum Clients

Comments

Administrative Status

Dynamic_VLAN
WiFi S51D

(2 Restart
5 Refresh
& Upgrade
Ascign Profile »

{5 Local bridge with FortiAP's Interf... =

Dynamic_VLAM_SSID
WPA/WPA2-Enterprise =
@ AES O TKIP ) TKIP-AES
@ RADIUS Server ()

My_Radius_Server -

]

Write a comment...

@ O Up ) © Down

Usergroup

0/255

Assigning wireless users to different networks using dynamic VLANs
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Go to System > Dashboard > Status. confilg wireless-controller vap
Enable dynamic VLANs on the FortiAP and edit Dynamic VLAN
set the default VLAN ID (10 in the example) set vlanid 10
by entering the following in the CLI Console: set dynamic-vlan enable
end
end

Creaﬂn@ and assigning a
custom™AP ProFile

Go to WiFi Controller > WiFi Network > Name My_Profile

Custom AP profiles. Comments  \yrite 3 comment... 0/255
Platform | FaAP220B/FAP221B

Create a new profile and select the new SSID | G

for both Radio 1 and Radio 2. ¥ Radio 1
Made (1 Disable @ Access Point () Dedicated Monitor
Background Scan @ Disable (" Enable
WIDS Profile -
Radio Resource Provision [
Client Load Balancing 7] Frequency Handoff [] AP Handoff
Band 802.11an_5G -
20/40 MHz Channel width []
Channel V36 [V]40 [V]44 [V]48 [V]149 W]1153 V157 [V]161 [¥]165
Auto TX Power Control @ Disable () Enable
e BPTT T|
100 %
SSID Available Selected
FortiDocs2 - Dynamic_VLAN_SSID

fortinet.mesh.root (Mesl

» Radio 2

- e Ao T eme T comecsave e |
Go to WiFi Controller > Managed Access f s o —re

Points > Managed FortiAPs. '

Assign Profile ¥ | Fap2208

Right-click on the FortiAP unit. Select
Assign Profile and set it to the new AP L oroe e
profile. Rematic profie
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Creaﬁn@ the VLAN
interfaces

Go to System > Network > Interface.

Create the VLAN interface for marketing-100.

Enable DHCP Server.

Create the VLAN interface for techdoc-200.

Enable DHCP Server.

MName
Type
Interface

VLAN ID

Addressing mode
1IP/Network Mask
IPv6 Address

Administrative Access

1Pv& Administrative Access

DHCP Server

Address Range

Netmask

Name
Type
Interface

VLAN ID

Addressing mode
IP/Network Mask
IPvE Address

Administrative Access

IPvE Administrative Access

DHCP Server

Address Range

Netmask

marketing-100
VLAN
Dynamic_VLAN_SSID
100
@ Manual ) DHCP ) PPPoE
172.16.10.1/255.255.255.0
/0
[[1 HTTPS [ PING  [[] HTTP  [[] FMG-Access [[] CAPWAP
[7155H  [7] SNMP  [7] TELNET [] FCT-Access
[ HTTPS [[] PING  [[] HTTP  [[] FMG-Access [| CAPWAP
[C] ssH [T] snmp - [C] TELNET

Enable

) Create New

172.10.10.2 172.16.10.254

255.255.255.0

techdoc-200
VLAN
Dynamic_VLAN_SSID
200
@ Manual ) DHCP ) PPPoE
172.16.20.1/255.255.255.0
/0
[ HTTPS [ PING [] HTTP  [] FMG-Access [[| CAPWAP
7] 55H [7] SNMP [] TELNET [[] FCT-Access

[[1HTTPS [ PING [ HTTP  [[] FMG-Access [ CAPWAP
[[] ssH [ SNMP  [C] TELNET

Enable

) Create New

172.16.20.2 172.16.20.254

255.255.255.0

Assigning wireless users to different networks using dynamic VLANs
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Creating securit Policies
for both networks

Go to Policy > Policy > Policy.

Create a policy that allows outbound

traffic from marketing-100. Set Incoming
Interface to marketing-100 and Outgoing
Interface to the Internet-facing interface.

Create another new policy that allows
outbound traffic from techdoc-200. Set
Incoming Interface to techdoc-200 and
Outgoing Interface to the Internet-facing
interface.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

Enable NAT

@ Firewall ) SSL-VPN

@ Address
marketing-100

=l all

wanl

=l all

T always

D ALL

v ACCEFT

@ Use Destination Interface Address || Fixed Port

' Use Dynamic IP Pool
7 Use Central NAT Table
Logging Options
Mo Log
Log Security Events

@ Log all Sessions

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

Enable NAT

Click to add
@ Firewall ) SSL-VPN
@ Address ) User Identity

techdoc-200
= all
wanl
= all
T always
7 ALL

v ACCEFT

@ Use Destination Interface Address [7] Fixed Port

~1 Use Dynamic IP Pool
71 Use Central NAT Table
Logging Options
Mo Log
Log Security Events

@ Log all Sessions

Click to add

T User Identity ©

Device Identity

Device Identity

CCCC

C CCC

C
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Configuring a connection to
the KgDIU server

This example uses NPS on Windows
Server 2008. The RADIUS server has
already been configured with the user
group Techdoc, with member twhite, and
the user group Marketing, with member

jsmith.

Go to User & Device > Authentication > Name

RADIUS Servers. Select Create New. Primary Server Name;/IP
Primary Server Secret

Configure the connection to your RADIUS Secondary Server Name/IP

server, setting both the Primary Sever Secondary Server Secret

Name/IP and the Primary Server Secret. Authentication Scheme

Select Use Default Authentication

Scheme.

MNAS IP/Called Station ID

Include in every User Group

My_Radius_Server
192.168.1.114

sesessssssanes Test

Test
@ Use Default Authentication Scheme
*) Specify Authentication Protocal
PAP

7] Enable

Assigning wireless users to different networks using dynamic VLANs
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Crea’ring the RADIUS client

Connect to the RADIUS server.

Settings
Open the Server Manager and create a |

new RADIUS client ¥ Enable thiz RADIUS client

Friendly name:

IMy_Hadius_Sewer

Addresz (IP ar DMS]:
[192.168.1.0/24 Verify... |

Specify RADIUS Standard for most BADIUS clients, or select the RADIUS client vendor
fram the: list.

‘Yendor name: RADIUS Standard j

To manually twpe & shared secret, click Manual. To automatically gererate a shared secret,
click Generate. You rust configure the RADIUS client with the zame shared zecret entered
here. Shared secrets are caze-sensitive,

& Wanual  Generate
Shared secret: |unnu
Caonfirm shared secret: |uuuu

[ access-Request messages must contain the Message-&uthenticator attibute

[~ RADIUS client is N&P-capable
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Creating network Policies on
the RADIUS client

Create a network policy for the TechDoc T —
Overview | Conditions | Constraints | Settings
department that uses the techdoc-200 VLAN. ek —

Palicy name:

[ Policy State

IF enabled. NP5 evaluates this policy while performing suthorization. If disabled, MPS does nat evaluate this palicy.

¥ Pulicy enabled

[ Access Pemission

If condiions and constraints of the network policy match the connection iequest, the palioy can sither grant accsss o deny
access. What is access permission?

% Grant access. Grant access if the connection request matches this policy.

" Deny access. Deny access if the connection request matches this policy.

I~ Ignore user account diakin propeities.

If the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
authorization with network policy only: do not evaluate the diskin properties of user accounts

[~ Metwork cornection method

Select the type of network access server that sends the connection request ta MPS. You can select either the network access server tpe
ar Vendor specific.

' Type of netwark access server:

|Unspecified =l

£ Vendor specific:

10 =
oK I Cancel | Apply

Overview  Condiions | Constraints | Settings |

Configure the conditions for this netwark policy.

If conditions match the connection request, NPS uges this policy to authorize the connection request. If conditions do not match the
connection request, NP5 skips this palicy and evaluates other policies. if additional policies sre configured.

| Condition [ Value
2, User Groups FORTIDOCS!Techdoc

Condition description:

The User Groups condition specifies that the connecting user must belong ta ane of the selected groups.

Add. | Edt. | Remave |

0K || cencel | e |
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Techdoc Properties
Overview | Condijons  Constraints | Seltings |

Configure the constraints far this netwark policy,
It all constraints are not matched by the connection request, network access is denied.

Constraints:

Constraints Allow access only to those dlients that authenticate with the specified methods.

8 1dle Timeaut

E&F types are negotiated between NPS and the client in the order in which they are
&, Session Timsout listed

EAP Types
5] Called Station 1D L
Wicrasolt Protecled EAP [PEAF) Hove Lp
Dy snd tims siricions

T MAS Part Type —IMuva Down
4 I H

aod. | Edi. Femove |

Less secure authentication methods:
¥ Microsoft Encrypted Suthentication wersion 2 [MS-CHAP-2)
[ User can changs password after it has expired
¥ Miciosoft Encrypted Authentication MS-CHAP)
[ User can changs passward sfter it has sxpired
[# Enciypted authentication [CHAR)
¥ Unenciypted authentication [PAP, SPAP]
™ allow clients to connect without negatiating an authentication method
™ Perfarm machine health check only

[ ok | cemel | e |
Set Tunnel-Pvt-Group to 200, the VLAN ID
of techdoc-200, and Tunnel-Type to Virtual Ovaion| Condions| Corstc St |

Configure the settings Far this network, policy,
LANs (\/ LAN) If condiions and constrainis match the conneclion request and the policy arants access, seitings are applied

Setlings:

To send additional attibutes to RADILS clients, select a RADIUS standard attibute, and
then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See

Vendor Specif your RADIUS client documentation for required attributes.
77 Wendor Specific

Hetwork Access Protection
B, NAP Enfarcement

Attributes:

jBi Extended State Name I alue I
Routing and Remote Access Framed-Protocol PPP
&y Mol and Bandwidih TunnetMedium Type 802 fincludes all 802 media plus Ethemet canonical for.

Allocation Protacal ([BAP] Tunnel-Pyt-Group- D 200

Turrel Type Wirtual LAMs [YLAN]
T IFFiters
4 Enaryption
o IP Settings
Add Edit Femmye

oK I Cancel Apply

Repeat this procedure to create a network
policy for the Marketing depart that uses the
marketing-100 VLAN.
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Results

The SSID will appear in a list of available
wireless networks on the users’ devices.

Both twhite and jsmith can connect to the = G
SSID with their credentials.

Username  twhite

Password esesessse

If a certificate warning message appears,
accept the certificate.

Go to WiFi Controller > Monitor > Ciient | RS N EI N R N

Monitor. Both users are shown using the Dynamic_VLAN  FAP22B3U11024253 (2) [I1 jsmith 172.16.10.3
same SSID. Dynamic_VLAN  FAP22B3U11024253 (1) [ twhite 172.16.20.2

Go to Log & Report > Traffic Log > | De/time |+ sr neroee | 1 ostnerzce | Sre | poioy 10

. . 11:08:12 techdoc-200 wanl 172.16.20.2
Forward Traffic Log. Traffic flows through 11:00:12 techdoc-200 want 17216202 18
both policies, using the provided credentials. | ttos:12 techdoc-200 wan1 172.16.20.2 18
11:08:12 techdoc-200 wanl 172.16.20.2 18
11:08:12 techdoc-200 wanl 172.16.20.2 18
11:08:12 techdoc-200 wanl 172.16.20.2 18
11:08:12 techdoc-200 wanl 172.16.20.2 18
11:08:12 techdoc-200 wanl 172.16.20.2 18
11:08:12 techdoc-200 wanl 172.16.20.2 18
11:07:10 marketing-100 wanl 172.16.10.3 15
11:07:10 marketing-100 wanl 172.16.10.3 15
11:07:10 marketing-100 wanl 172.16.10.3 15
11:07:10 marketing-100 wanl 172.16.10.3 15
11:07:10 marketing-100 wanl 172.16.10.3 15
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Ex’rending the range of a wireless network by
using mesh ’ropology

This example demonstrates how to configure a FortiGate and two FortiAP wireless
access point units to extend the reach and availability of a wireless network. This
example simulates a company that has expanded into a second, nearby building
that requires wireless access.

The FortiAP units used to create a wireless mesh must be models that have two radios.

1. Configuring an interface on the FortiGate for the APs
Creating two SSIDs

Creating a custom AP profile

Creating firewall addresses and an address group
Setting up and configuring the FortiAPs

Creating security policies on the FortiGate

N o o &~ e N

Results

o~

Internet

(« Backhaul Channel »)

FortiAP-1

Leaf Channel Leaf Channel
Nl ~~
N —
\/ \_/
)j AN D AN D AN S — AN )
Main Building Wireless Users 2nd Building Wireless Users
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Before you Ioegin

The following models were used in this
example: FortiGate-100D, FortiAP-220B, and
FortiAP-221B.

The FortiGate unit is in Interface Mode
(each physical port can be the interface to a
distinct subnet), so that a single port, in this
case 11, will be used for the sole purpose of
interface for the wireless network.

The computers managing the network and
FortiAPs are located on the internal network.

Conﬁiguring an interface on
the FortiGate for the APs

A dedicated network interface needs to be
configured on the Fortigate that will be used
only by the FortiAP units.

Go to System > Network > Interfaces and
edit an available internal port (in the example,
port11). Set Addressing mode to Dedicate
to FortiAP/FortiSwitch.

Name
Alias
Link Status

Type

Addressing mode
IP/Network Mask

1 Connected FortiAPs/FortiSwitches

Device Management
Detect and Identify Devices
Comments

Administrative Status

port11(00:09:0F:99:4B:F4)

FortiAP
Up &

Physical Interface

() Manual () DHCP () PPPOE (=)Dedicate to FortiAP/FortiSwitch

192.168.11.1/255.255.255.0

\Wr\te a comment... 07255
@ ou () @ Down
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Crea’ring two SSIDs

A wireless mesh requires two SSIDs:
back-haul and leaf. The backhaul channel
is the wireless connection between the
two FortiAP units, while the leaf channel is
used by individual clients to connect to the
wireless network.

Go to System > Network > Interfaces and
create the backhaul SSID.

Set Type to WiFi SSID and configure the
WiFi Settings as needed.

Create the leaf SSID.

Set Type to WiFi SSID, enable DHCP
Server, and configure the WiFi Settings as
needed.

Name
Type
Traffic Mode

WIFi Settings
SSID
Security Mode
Data Encryption

Pre-shared Key

Name
Type
Traffic Mode

IP/Network Mask

IPv6 Address

Administrative Access

IPv6 Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway
DNS Server

P Advanced...

WiFi Settings
SsID
Security Mode
Data Encryption

Pre-shared Key

Backhaul.mesh
WiFi SSID

Mesh Downlink

backhaul-ssid
| WPA/WPAZ2-Personal 2l
®AES (JTKIP (TKIP-AES

asanan (8 - 63 characters)

leaf-ssid
WiFi SSID

Tunnel to Wireless Controller

192.168.205.1/255.255.255.0

/0

7/ HTTPS @ PING # HTTP (| FMG-Access
[l SSH (] SNMP (] TELNET [_] FCT-Access
[ HTTPS [ | PING [ | HTTP || FMG-Access
[_] 8SH () SNMP ] TELNET

@ Enable

@ Creste New

192.168.205.5 192.168.205.254

255.255.255.0
(8) Same as Interface IP () Specify

(8) Same as System DNS () Specify

leaf-ssid
| WPA/WPA2-Personal 3
(9)AES (UTKIP (TKIP-AES

ranas (8 - 63 characters)
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Crea‘ring a custom AP
proFiIe

Go to WiFi & Switch Controller > WiFi
Network > Custom AP Profile.

Create a new profile for the FortiAP model
you are using.

Configure Radio 1 for the backhaul channel
and Radio 2 for the leaf channel.

For the backhaul channel, set Band to
802.11an_5G. For the leaf channel, set
Band to 802.11bgn_2.4G.

You may have to configure two custom AP
profiles if your FortiAP units are different
models that cannot use the same profile.

¥ Radio 1
Mode
Background Scan
WIDS Profile
Radio Resource Provision
Client Load Balancing
Band
20/40 MHz Channel Width
Channel
Auto TX Power Control

TX Power

S5ID

¥ Radio 2
Mode
Background Scan
WIDS Profile
Radio Resource Provision
Client Load Balancing
Band
Channel
Auto TX Power Control
TX Power

S5ID

(_)Disable (=)Access Point (_)Dedicated Monitor
(=) Disable
| 3|
“

|| Frequency Handoff || AP Handoff

(_JEnable

| 802.11an_5G * |
(]

@36 F40 F44 A48 F149 FA153 F157 161 & 165
(=) Disable

(_JEnable

100 %
Available Selected
leaf-ssid backhaul-ssid (Mesh SSID

fortinet.mesh.root (Mesh £

©
Q

(_\Disable (*)Access Point () Dedicated Monitor
(=) Disable
| |
~

|_| Frequency Handoff | | AP Handoff

(_JEnable

| 802.11bgn_2.4G + |
™M1 ()2 (I3 (4 (J5 @6 (J7 (8 (19 (110 @11
(=) Disable

(JEnable

100 %
Available Selected
backhaul-ssid {(Mesh S5ID leaf-ssid

fortinet.mesh.root (Mesh £

©
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a'ea‘rin Firewall addresses
and an dddress group

Go to Firewall Objects > Address >
Addresses.

Create a new address for the internal
network.

Create an address for FortiAP-1.

Create an address for FortiAP-2.

Create an address for leaf channel users,
using the DHCP range used by the leaf
channel SSID.

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Colar

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

(=) Address IPv6 Address
Internal_Network
El [Change]

Subnet

192.168.150.0/255.255.255.0

LAN

o

Multicast Address

|\-'u‘rite a comment...

0/355

(*) Address IPv6 Address
FortiAP1
£ [Change]

Subnet

192.168.11.2

portil (FortiAP)

“

Multicast Address

|Write a comment...

0/255

(=) Address IPv6 Address
FortiAP2
Bl [Change]

Subnet

192.168.11.3

portil (FortiAP)

o

Multicast Address

|Write a comment...

0/255

(®) Address | IPVG Address
Leaf_Wireless_Subnet
=] [Change]

Subnet
192.168.205.0/255.255.255.0

leaf-ssid (SSID: leaf-ssid)

o

Multicast Address

|Write a comment...

0/255
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Go to Firewall > Address > Groups and Group Name vesh AP
create a new group. Comments |Write a comment... 0/255
Colar {F [Change]
Add the FortiAP addresses to the group. Show in Address List “
Members £=] FortiAP1 X
=] FortiaP2 Fal

Se’r‘rnng up and conﬁgurnng
the FortiAPs
In this example, the FortiAP-221B unit
is FortiAP-1, while the FortiAP-220B is
FortiAP-2.
Preauthorize FortiAP-l
Go to WiFi & Switch Controller > )

Serial Number EP221C
Managed Devices > Managed FortiAP.

Name | FortiAP-1
Select Create New. L

Comments |Write a comment... 0/35
Enter the serial number of the FortiAP unit State Authorized
and give the Managed Access Point a name. Wireless se#‘_"”_

# Enable WiFi Radio

S5ID G} Automatically Inherit all S5IDs
() Select SSIDs
Auto TX Power Control (=) Disable ( /Enable
100 %
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Preauthorize FortiAP-1

Go to WiFi & Switch Controller >
Managed Devices > Managed FortiAP.
Select Create New.

Enter the serial number of the FortiAP and
give the Managed Access Point a name.

The FortiAP list will now show both FortiAP
units. Since they are not currently connected,
they will appear greyed out.

Apply the Custom AP proFiIe

Go to WiFi & Switch Controller >
Managed Devices > Managed FortiAP.

The same custom AP profile needs to be
added to both the FortiAP units. Edit each
one in turn.

Use the [Change] link to assign the custom
AP profile.

Serial Number

MName

Comments

State

Wireless Settings
# Enable WiFi Radio

SSID

Auto TX Power Control
TX Power

FAP22BZ

| FortiAP-2 I

Write 2 comment... 0/35

Authorized

G) Automatically Inherit all SSIDs
() Select 55IDs
(=) Disable (_)Enable

100 %

esh |+ Access Point * Connected Via |~ 510s | T Channel|

FortiAP-1

FortiAP-2

Serial Number
Name

Comments

Managed AP Status
Status

Connected Via

Base MAC Address
Join Time

Clients

FortiAP OS5 Version
State

Wireless Settings
AP Profile

Radio 1: All Radio 1: 0

02: Al Radio 2: 0
dio 1: All Radio 1: 0
02: Al Radio 2: 0

FP221B3X13019600

FortiAP-1

Write a comment... 0/35

Cnline

Ethernet (192.168.11.2)

08:5b:0e:22:01:ae

10/10/13 17:44

1

FP221B-v5.0-build048 [Upgrade]

Authorized | Deauthorize || Restart |

| FAP22xB-Mesh [Change] |
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The FortiAP list now shows that the SSIDs
have been added to the appropriate radios
on the APs.

Configure FortiAP-1 Jrhrough its web
interface

Certain parameters of the FortiAP units can
only be configured by connecting to the unit
directly, rather than through the FortiGate
interface.

Reset the IP information of your computer
to an address on the same subnet as the
FortiAP. If the AP is in its factory default
configuration, use the following address:

IP address: 192.168.1.100
Subnet mask: 255.255.255.0

Gateway: 192.168.1.1

Connect your computer to the FortiAP

with an Ethernet cable. One end of the
Ethernet cable connected to the network
interface port of you computer and the other
connected to the POE interface on the AP.

mm

Radio 1: backha
Radio 2: leaf-

Radio 1: backhaul-ssid
Radio 2: leaf-ssid

FortiAP-1

FortiAp-2

‘.“|‘1I1"‘
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Open a browser window and use the IP
address of the FortiAP unit as the URL. The
factory default IP address is 792.768.1.2.
Login with the name: admin. Password is
null, so just press Login.

If this does not work, use the reset button
to return the FortiAP to default settings.

Set Address Mode to Static and set
Local IP Address to the same address as
previously set on the FortiGate unit.

Set Uplink to Ethernet and AC Discovery
Type to Auto.

Once the changes have been made, you will
not be able to connect to the FortiAP unit
through the web interface, because it is no
longer on the same subnet as your computer.

Do not reset the IP configuration on the
computer yet as you still need to configure
FortiAP #2 and the same addresses will

be used on both sides of the Ethernet
connection.

Configure AP-1 Jrhrough its web
interface

As with the AP-1, connect to the web
interface. Make sure to use the correct
Ethernet porte.

& Network
Configuration

# Connectivity

el WTP
Configuration

Address Mode (®)Static () DHCP

Management VLAN ID 0

Local IP Address 192.168.11.2

Local Network Mask 255.255.255.0

Gateway IP 192.168.11.1

Administrative Access @HTTR [ TELNET

Uplink (=)Ethernet () Mesh

AC Discovery Type ®aute (static (JDHCP ()DNS
AC Control Port 5246

AC IP Address 1 192.168.1.1

() Broadcast

(JEthernet with mesh backup support

(O Multicast

CON: ETH PoE 48V

pCv1SA g
OG0 =
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Set Address Mode to Static and set
Local IP Address to the same address as
previously set on the FortiGate unit.

Set Uplink is set to Mesh, the AC Discover
Type to Static, and AC IP Address 1 to
the IP interface of the FortiGate port that is
dedicated to the FortiAPs.

Reset the computer to its normal IP address
configuration and login to the FortiGate unit.

Connect FortiAP-1 to the FortiGate interface
dedicated to the FortiAPs (in the example,
port 11).

Once the FortiAPs are configured and

Address Mode

Local IP Address

Local Network Mask

Gateway IP

Administrative Access

Uplink

Mesh AP SSID

Mesh AP Password

Ethernet Bridge

AC Discovery Type

AC Control Port

ACIP Address 1

AC IP Address 2

AC IP Address 3

AC Data Channel Security

(=)Static (_JDHCP
182.168.11.3
255,255.255.0

192.168.11.1

W HTTP [ TELNET

( )Ethernet @Mesh
backhaul-ssid

(Auto (3)Static (_JDHCP
5246

192.168.1.1

(_)Clear Text

()DNS

JEthernet with mesh backup su|

(“)Broadcast

(_)DTLS Enabled (=) Clear Text or DTLS E

[Mesh Access point " ConnactedVis | Ssis | Channe | Cliams]

¥ Fortiap-1 o Bisaseni:2 o o entan | e | hadiamo
powered up, they should no longer be shown | 1, — ° £ R Rodio1:backrou sy ado 1140 Radio 1:0
as online. The Mesh column will also show
that FortiAP-2 is connected through a mesh
to FortiAP-1.
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(Atternative) Configure AP-1 through
its console port

FortiAP-2 in the example is a FAP-220B. This
model includes a console port. This allows
for the option of using the CLI to configure
the unit.

Instead of an Ethernet cable, use a console
cable to connect from your computer to

the console port of FortiAP #2. The exact
details of connecting will defer slightly based
on whether the console cable is connected
directly from a serial port or through a USB
adapter and what operating system is on
your computer, but once the connection has
been made it proceeds as follows:

Using a utility like Putty or Terminal, connect
to the CLI. For more details on connecting
read the Quick Start Guide for the model.

Login with the credentials:
Username: admin
Password: <null>

Use the following commands to change the
network configuration.

Change Address Mode to Static:

Set the IP address:

CONSOLE  ETH PoE 48V
usB DCIv1sA g
= R
Wi

cfg —a ADDR MODE=STATIC
cfg -c

cfg —a IPADDR=192.168.11.3

cfg —a AP NETMASK:=255.255.255.0
cfg —a IPGW=192.168.11.1

cfg -c
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Change Connectivity, remebering to choose
a more secure password:

Assign the discovery type to Static:

Statically assign the IP address for the
Access Controller (AC):

Creatin securi+y policies on
the FortiGate

Go to Policy > Policy > Policy and create a
policy to allow wireless users out to Internet

Set Incoming Interface to the leaf SSID,
Source Address to the address for leaf
channel users, Outgoing Interface to your
Internet-facing interface, and Enable NAT.

cfg -a
cfg -a
cfg -a

cfg -c

MESH AP TYPE:=1
MESH AP SSID:=backhaul-ssid
MESH AP PASSWD:=12345678

cfg -c

cfg —a AC_DISCOVERY TYPE=1

cfg —c

cfg —a AC IPADDR=192.168.11.1

Policy Type

Pelicy Subtype

Incoming Interface

Source Address

Outgeing Interface

Destination Address

Schedule

Service

Action

# Enable NAT
(*) Use Destination Interface Address
() Use Dynamic IP Pool
() Use Central NAT Table

(*)Firewall (VPN
(®)Address (_)User Identity
leaf-ssid (SSID: leaf-ssid)

[=] Leaf_Wireless_Subnet
wanl

E=] all

[T always

7 ALL

v ACCEPT

(| Fixed Port

Click to add...

(_)Device Identity

CCCC

Extending the range of a wireless network by using mesh topology

247



Create another policy to allow traffic to reach

Policy Type (®) Firewall (VPN
APs. This is primarily to allow access to the Policy Subtype (=) Address () User Identity ()Device Identity
web interfaces of the FortiAPs, so if you wish | 1ncoming Interface LAN o
you can limit the policy to only allow access Souree Address (] Internal_Network )
to those IP addresses Olitgaing Interface porti1 (Fortiap) o
Destination Address {Z] Mesh_APs (¥
Set Incoming Interface to the internal Schedule 3 always ~
. . Service ”
network’s interface (in the example, LAN), b TP v
Action + ACCEPT -

Source Address to the address for the
internal network, Outgoing Interface to
the port dedicated to the FortiAPs, and
(optionally) Destination Address to the
group containing both FortiAP addresses.

|_| Enable NAT

After policies are created, remember to
place them at a proper point in the
sequence so that they can be reached by
the desired traffic but will not interfere
with other traffic.

Results

Wireless devices are now able to connect to
the leaf SSID, even if they are only within the
range of FortiAP-2.

There are several ways to verify that the
wireless network has been extended over
both FortiAP units.

Managed Devices > Managed FortiAPs. Radio 1: backhaul-ssid Radio 1: 40 Radio 1: 1

Radio 2: leaf-ssid Radio 2: 1 Radio 2: 0
You can see that Radio 2 (leaf-ssid) on Radio 1: backhaul-ssid Radio 1: 40 Radio 1: 0
FortiAP-2 has one client connected to it, Radio 2: leaf-ssid Radio 2: 6 Radio 2: 1

while the same SSID on FortiAP-1 does not.
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Go to WiFi & Switch Controller >
Monitor > Client Monitor.

The client monitor which SSID and FortiAP
that a client is connected to. In the example,
a client has successfully connected to the
leaf SSID on FortiAP-2.

Go to WiFi & Switch Controller > Monitor
> Wireless Health.

For information on the leaf channel, which
uses the 2.4 GHz frequency, view the Top
Client Count Per-AP (2.4 GHz Band)
widget. In the example, the only SSID on that
frequency is for the leaf channel, so the client
using radio 1 on FortiAP-2 must be using
that SSID.

For information on the backhaul channel,
which uses the 2.4 GHz frequency, view the
Top Client Count Per-AP (5 GHz Band).
Again, in the example configuration, the only
SSID on this frequency is for the backhaul
channel.

| " SSID| " FortiAP [YuUserl 1P | 7 Device |

leaf-ssid  FortiAP-2 (2) 1592.168.205.5 [[J d8:30:62:9b:63:1b

+ Top Client Count Per-AP (2.4 GHz Band)
i

FortiAP-2 (2) 925 bps T
FortiAP-1 (2) 0 1 340 bps 3

+ Top Client Count Per-AP (5 GHz Band)

FortiAP-1 (1) 40
FortiAP-2 (1) [} 40

Bandwidth (Tx/Rx)
3.28Kbps T
1018 bps =0
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Open a browser and verify that you can
connect to the web interface of FortiAP-1,
using the IP set in the configuration (in the
example, http://192.168.11.2).

Connect to the web interface of FortiAP-2
using its assigned IP (in the example,
http://192.168.11.3).

c ] [ Y~ Google

6) ) 192.168.11.2 Q) (o] (&
FortiAP 221B Q| Z:RTINET

Help Logout

_ L

System Information

Wireless Information

Status Host Name FP221B3%13019600 [Change]
Serial Number FP221B3X13019600
Region Code A

Firmware Version FortiAP-221B v5.0,build060,131031 (GA) [Update]

MNetwork Status 192.168.11.2/255.255.255.0/192.168.11.1
System Time Fri Nov 15 16:05:16 2013
Current Administrator admin [Change Password]

System Configuration Last Backup: N/A [Backup] [Restore

Uptime 2 hour(s) 36 min(s)
CPU Usage | 2%
Memory Usage FFFFF, 32%

AC Discovery Status Discovered AC

1 Name Data Channal g 1oy state
Security
192.168.11.1 FG100D3G12804410 clear-text 9@ connected

) 192.168.11.3

Q) (3] (a)(@) (2

FortiAP 220B 9 Y FERTINET
= =

System Information

c I (B~ Coogle

Wireless Information

7
Status Host Name FAP22B3U13000334 [Change]
Serial Number FAP22B3U13000334
Region Code A

Firmware Version FortiAP-220B v5.0,build060,131031 (GA) [Update]

Metwork Status 192.168.11.3/255.255.255.0/192.168.11.1
System Time Fri Nov 15 16:27:40 2013

Current Administrator admin [Change Password]

System Configuration Last Backup: N/A [Backup] [Restore
Uptime 11 min(s)

CPU Usage = B%
FFFEri 35%

AC Discovery Status Discovered AC

Memory Usage

P Name Data Ch?nnel Enabled State
Security
192.168.11.1 FG100D3G12804410 clear-text @ connected
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IPvG

Internet Protocol version 6 (IPv6) is the most significant advance in traditional
Internet communications protocol. The IPv6 address scheme is based on a 128-
bit address, rather than the 32-bit addresses used by IPv4, allowing IPv6 to have a
much higher address limit of over 340 undecillion possible addresses (that is 340
followed by 36 zeros). FortiGate units support IPv6 in a wide variety of network
configurations.

This section contains the following examples:

o Creating an IPv6 interface using SLAAC
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Crea’ring an IPvG interface using SLAAC

In this recipe you will learn how to configure an interface on your FortiGate to
assign IPv6 addresses. Using Stateless Address Autoconfiguration (SLAAC), the
IPv6 interface will automatically assign IPv6 addresses to any device that connects
to that port.

This recipe assumes that your Internet connection is enabled for IPv6.

The IPv6 address block used in this recipe is reserved for documentation purposes and will not work in your
environment. If you're not sure how to determine the correct IPv6 address for your environment, refer to the FortiOS
IPv6 Handbook Chapter.

1. Configuring the IPv6 network interface

2. Configuring the IPv6 firewall address

3. ‘Bouncing’ the IPv6 interface

4. Results

Port 16
2001:db8:1/32 I | ‘
QO@ZGC\
=7 FortiGate
IPvG Endpoint
(SLAAC IP)
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Conﬁigurin the IPvG
network interface

Navigate to System > Network >
Interfaces and choose (or create) an
interface appropriate for your network.

In the example, we are using port16 as the
IPv6 interface.

Set the Addressing mode to Manual
and enter the IP/Network Mask and IPv6
Address for the interface.

Select the desired Administrative Access
options.

Enabhng router advertisements and
conFiguring the IPvG PreFix list

This step must be performed in the CLI
console.

In order for the IPv6 interface to
autoconfigure IPv6 addresses, the interface
must have router advertisements and specific
IPv6 prefixes enabled.

Navigate to System > Dashboard > Status
and scroll down to the CLI Console.

Enter the console and input the commands
shown on the right.

Name port16(00:09:0F:4E:0E: CE)
Alias
Link Status Up &
Type Physical Interface
Addressing mode (2) Manual () DHCP () PPPoE (_)Dedicate to FortiAP/FortiSwitch
TP/Network Mask 10.10.116.1/255.255.255.0
IPv6 Address 2001:db8::1/32
Administrative Access v HTTPS @ PING @ HTTP FMG-Access CAPWAP
# sSH SNMP TELNET FCT-Access
IPw6& Administrative Access J HTTPS ™ PING ™ HTTP FMG-Access CAPWAP

™ ssH & snuMmp TELNET

config system interface
edit portlé6
config ipvé
set ip6-address 2001:db8::1/32
set ip6-send-adv enable
config ip6-prefix—-list
edit 2001:db8::/32
set autonomous-flag enable
set onlink-flag enable
next
end
end
end

Creating an IPv6 interface using SLAAC
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Configuring the IPVG
firewall address |

System ) Create New ¥
Navigate to Firewall Objects > Address > _ Address
Addresses and select Create New > IPv6 FTPTEI s
Address. Policy ] LAN-Subnet

& tocal o

é..a Address =] Porti-Subnet

- ‘" Groups Y SSLWPN_TUNMEL_ADDR1

"'-?l Service e
Under category, ensure that IPv6 Address Category Address (=) IPv6 Address Multicast Address
is selected. Name Port16

] ] IPv6 Address 2001:dbB::1/32
Enter a Name for the firewall object and set Show In Address List o
the IPv6 Address to the address of the IPv6 Comments Wirite a comment... o2ss
interface.
| oK || Cancel

/ N 1
Bouncing' the IPvG
interface
You can now ‘bounce’ the IPv6 interface
(bring the interface down and then back up).
This causes a router advertisement using
Neighbor Discovery Protocol, which performs
address autoconfiguration and determines
the reachability of neighboring nodes.
Navigate to System > Network >
Interfaces and select the IPv6 interface you
created earlier.
Set the Administrative Access to Down. Administrative Status O o up (*) © Down
Return to the IPv6 interface and set the Administrative Status ® o up () © Down
Administrative Access back to Up.
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Alternatively, you can reboot the FortiGate
device, or wait for the next router
advertisement.

Results

If you haven’t done so already, connect a
computer to the IPv6 interface you created.

On that computer, use the Command Prompt
or Terminal, whichever is available, to view
the IP configuration.

Windows: Enter ipconfig into the
Command Prompit.

Mac: Enter ifconfig into Terminal.

You should see that an IPv6 address has
been assigned using the prefix advertised on
the connected IPv6 interface.

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IPub Address

. i 2881:dh8::44d2:ed61:9733:9253

Creating an IPv6 interface using SLAAC
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Authentication

Authentication, the act of confirming the identity of a person or device, is a key part
of network security. In the context of a private computer network, the identities of
users or host computers must be established to ensure that only authorized parties
can access the network. The FortiGate unit enables controlled network access and
applies authentication to users of security policies and VPN clients.

This section contains the following examples:

Identifying network users and applying web filters based on
identity

Controlling when specific types of devices can access the Internet

Providing Single Sign-On for a Windows AD network with a
FortiGate

Providing Single Sign-On in advanced mode for a Windows AD
network

Providing Single Sign-On for Windows AD with LDAP

Allowing Single Sign-On access with a FortiGate and a
FortiAuthenticator

Fortinet Single Sign-On in Polling Mode for a Windows AD network
Preventing security certificate warnings when using SSL inspection
Extra help: Certificates

Adding FortiToken two-factor authentication to a user account
Using two-factor authentication with IPsec VPN

Using two-factor authentication with SSL VPN

Authenticating SSL VPN users using LDAP
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Identif ing network users and applying web
filters based on iden’ri’ry

This example uses an identity-based security policy to identify and monitor all users
accessing the Internet through your FortiGate unit by requiring them to authenticate
in order to connect. Different web filtering profiles will also be applied to traffic
based on the user’s credentials.

1. Creating users
Creating a user group
Creating a web filter profile

Configuring an identity-based security policy

o > @D

Results

Internal Network

7 1 1] /
[
‘@ FortiGate
cforbes @

bbennet egilvert
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Crea’ring users

Go to User & Device > User > User 2 3 P
Definition. (®)Local User

(_JRemote RADIUS User
(_JRemote TACACS+ User

Using the User Creation Wizard, create
three local users: bbennet, cforbes, and
egilbert.

(_Remote LDAP User

© crove e e s :

User Name cforbes

Password ~ |sssessss

o Choose User Type ° Specify Login Credential 4

Email Address cforbes@example.com

[ISMS

° Choose User Type ° Specify Login Credential

#Enable

"I Two-factor Authentication

[_IUser Group Click to set...

All three users now appear in the user list. | T User Name . | 7 Type | 7 Two-factor Authentication | T Ref.|
2 0

bbennet LOCAL
cfarbes LOCAL (%] 0
eqgilbert LOCAL (%) 0
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Creaﬁn@ 0 User group

Go to User & Device > User > User
Groups.

Create a new user group and add users
bbennet and cforbes.

The user group now appears in the user
group list.

Creaﬁng a web Ffilter Pro@ile

Go to Security Profiles > Web Filter >
Profiles. The default web filter profile is
shown, which will be later applied to traffic
for members of the user group.

Create a new profile. Enable FortiGuard
Categories and set the category General
Interest - Personal to Block.

Name employees
Type (s)Firewall (_)Fortinet Single Sign-On (FSS0) () Guest
Members & bbennet X

& cforbes *

e T
FSS0O_Guest_Users (0 Members) Fortinet Single Sign-On (FSSC)

@ bbennet § cforbes

employees (2 Members) Firewall L]
Name restricted_access
Comments |Write a comment... 0255

Inspection Mode (® Proxy () Flow-based () DNS

# FortiGuard Categories

T Show @) All ®

- (@ Local Categories

- @Potentially Liable

- @ Adult/Mature Content

- (@ Bandwidth Consuming

- (@ Security Risk

- @ General Interest - Personal

- @ General Interest - Business
- @ Unrated

kI Tk I T E e e
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Configuring on identity-
based securi’ry Policy

Go to Policy > Policy > Policy.

Edit the policy controlling your outgoing
traffic and set Policy Subtype to User
Identity.

Create two Authentication Rules that
allow Internet access. For the first rule, set
Group(s) to the user group. Enable Web
Filter and set it to use the default profile.

For the second rule, set User(s) to egilbert.
Enable Web Filter and set it to use the new
profile.

Policy Type

Policy Subtype

Incoming Interface

Source Address

Outgoing Interface

# Enable NAT
(*) Use Destination Interface Address
() Use Dynamic IP Pool
() Use Central NAT Table

Destination Address
Group(s)

User(s)

Schedule

Service

Action

Logging Options
(") No Log
() Log Security Events
(®) Log all Sessions

Security Profiles
oFF | AntiVirus

@ Web Filter

Destination Address
Group(s)

User(s)

Schedule

Service

Action

Logging Options
() No Log
() Log Security Events
(*) Log all Sessions

Security Profiles
oFF | AntiVirus

@7 Web Filter

(®) Firewall (VPN

() Address (=) User Identity () Device Identity

lan W
= all v
wanl v
|_| Fixed Port
Click to add...
=] all F)
= employees x|
Click to add...
[T always -
(D ALL v
« ACCEPT -
default
default ®
=] all (¥
Click to add...
& egilbert X
[T always -
[DALL L+
v ACCEPT -
default
restricted_access "
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Results

When a user attempts to connect to the
Internet, the authentication screen will
appear. In order to get full Internet access,
log in as user cforbes.

Browse to www.ebay.com, a site that is in
the General Interest - Personal category.
Using this account, you can access the
website.

Go to User & Device > Monitor >
Firewall. The cforbes account appears on
the firewall monitor list.

Select the account on the list and select
De-authenticate. This will require you
to enter the credentials again in order to
continue browsing the Internet.

Log in again, this time using the egilbert
account.

Browse to www.ebay.com. Now that you are
using the egilbert account, the website will
be blocked.

=:RATINET.
Authentication Required

Please enter your username and password to continue.

Username: corbes

Password: «esessss

| Continue |

[ User name | T UserGroup | T Duration | T 1P Address

cforbes employees 0 day(s) 0 hour{s) 1 minute(s) 152.168.13.110

@ FortiGuard /= 711 li:)

Web Page Blocked!
You have tried to access a web page which is in viclation of your internet usage policy.

URL: www.ebay.com/
Category: Shopping and Auction

To have the rating of this web page re-evaluated please click here.
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Go to Log & Report > Traffic Log > [ Date/Timel Tuser | Destination | Security Action

Forward Traffic nght_cllck on the header 12:54:05 I cforbes = 108.166.2.184 (www.innovatia.net)
12:54:04 I cforbes &= 108.166.2.184 {www.innovatia.net)
I’OW, enable the User COlumn’ and SeIeCt 12:54:04 [ cforbes E5 23.1.169.232 (gh.cbaystatic.com)
Apply to view session information for each 12:54:04 [0 cforbes = 108.166.2.184 (www.innovatia.net)
user. 12:54:03 1 cforbes E‘!142.166.163.53 {elearning 1.innovatia.net)
12:53:48 1 bbennet =5 199,27.72.196 (widgets.pinterest.com)
12:53:47 7 bbennet =5 199.27.78.134 (mac-tuts.disqus.com)
12:53:44 '] bbennet == 65.211.178.172 (rover.ebay.com)
12:53:44 [1 bbennet = 199,27.78.196 (a.ssl.fastly.net)
You may be required to scroll down the 12:53:44 7 bbennet == 173.192.42.188 (disqus.com)
menu in order to select Apply. 12:52:54 1 egilbert = 184.84.41.232 (22405.b.akamaledge.net) %)
12:52:54 I egilbert == 66.211.178.172 (rover.cbay.com) @
12:52:54 I egilbert == 23.1.169.232 (gh.cbaystatic.com) @
Se|eCt an entl’y fOt‘ more |nf0rmat|on Application Details rover.cbay.com ‘Category Description Shopping and Auctian
Date/Time 08:21:57 (1382430117) Destination = 66.211.178.172 (rover.ebay.com)
Destination Country United States Dst Interface wanl
Dst Port 80 Duration 11
Group egllbert Hostname rover.ebay.com
Identity Index 2 Level notice
Log ID 13 Policy ID 3
Protocol [} Received 3152
Received Packets 6 Security Action [x]
Security Event webfilter Security Sub Type figd-cat
Sent 1071 Sent / Received 1.05 KB/ 3.08 KB
Sent Packets 5 Sequence Number B9431
Service HTTP Source 7 egilbert (152.168.13.110)
Source Country Reserved Src Interface lan
Src NAT IP 172.20.120.236 Src NAT Port 61814
Src Port 6LE14 Status close
Sub Type forward Threat Shopping and Auction
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Con‘rrolling when speciFic ’rypes of devices can
access the Internet

In this example, a school does not allow Internet access to mobile devices between
9am - 12pm and 1pm - 3pm. To implement this, you create a device identity policy
that permits Internet access for these devices before classes, at lunch time, and
after classes. The school is open from 7am to 6pm.

In this example, a FortiWiFi unit is used. A similar method can be used to control access using a FortiAP and a

FortiGate..

1.

Internet

Creating the schedule

. Creating the device policy

2
3.
4

Configuring the authentication rule

. Results

N

I\

Fortiwiri

Controlling when specific types of devices can access the Internet

((

dda
H

Wireless Mobile
Devices
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Creating the schedules and
schedulé group

The schedule covers several periods. It is
created by combining several schedules into
a schedule group.

Go to Firewall Objects > Schedule >
Schedules. Create recurring schedules for
the before class (7-9am), lunch (12-1pm), and
after class (3-6pm) periods.

Go to Firewall Objects > Schedule >
Groups.

Create a group and add the schedules that
you created before.

Name before class
Day of the Week [ Sunday ¥ Monday ¥ Tuesday ¥ Wednesday [ Thursday ™ Friday [0 Saturday
Start Time Hour |_07 +] Minute| 00 )
Stop Time Hour [ 09 +) Minute| 00 ¥
Notes: If the stop time Is set earller than the start time, the stop time will be during the next day. If the start time Is egual to the
| 0K | | Cancel |
Name lunch
Day of the Week [ Sunday # Monday ¥ Tuesday  Wednesday © Thursday @ Friday [ Saturday
Start Time Hour |_12 +| Minute 00 B3
Stop Time Hour [ 13 +] Minute [ 00 )
Nates: If the stop time s st earller than the start tme, the stop time will be during the next day. If the start time Is equal to th
oK [ Cancel |
Name after class
Day of the Week [ Sunday # Monday  Tuesday ¥ Wednesday # Thursday ™ Friday [ Saturday
Start Time Hour |_15 +| Minute | 00 +)
Stop Time Hour [ 18 +] Minute | 00 )
Nates: If the stop time s set earlier than the start time, the stop time will be during the next day. If the start time Is equal to tt
0K || Cancel |
Group Name non-class time
Available Schedules:
always
am_lessons
pm_lessons
weekend
Members:
after class
before class
lunch
oK || Cancel |
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Creaﬁng the device Policy

Go to Policy > Policy > Policy and create
a Device ldentity policy to control Internet
access.

Create a new Authentication Rule. Set
Device to include all mobile device types
and set Schedule to the new schedule
group.

Results

When a mobile user connects during a time
set matching the schedule group, they can
surf the Internet

Go to Log & Report > Traffic Log >
Forward Traffic to view the traffic from
these devices.

Policy Type
Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
# Enable NAT
@ Use Destination Interface Address

O Use Dynamic IP Pool

Configure Authentication Rules

© Firewall O VPN
(O Address (O User Identity (%) Device Identity

ednet (SSID: ednet) [+]
= all (+]
wanl v
[ Fixed Port
Click to add..

. Create New

Destination Addre... Endpnint Cnmplian:eTra"ic Shapi... Logging

all All

ALL always (] @ DENY

C

PG

Destination Address

Device

Compliant with FortiClient Profile
Schedule
Service

Action

£ all

[ Android Phene
[ Android Tablet
CiiPad

[ iPhone

[ Windows Phone
[ Windows Tablet
-

C C

KX R KX

@) non-class time -
CALL W

« ACCEPT -

Date/Time | T Src | Device | vDst_|

i

17:00:48 20.10.10.40 & Android Phone == 8.8.8.8

15:00:28 20.10.10.40  [F] Android Phone B 216.250.166.65

12:58:38 20.10.10.40 & Android Phone == £5.55.172.252

12:48:26 20.10.10.41 1 irad B 17.172.208.30
7:44:46 20.10.10.41 [ iPad == g.8.8.8

Controlling when specific types of devices can access the Internet
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When the time in the schedule is reached, Wil ROGERS = 2:18 PM
. . . Cannot Open Page
further surfing cannot continue. This does [m,wemherofﬁce,gc,ca c‘ ]
not appear in the logs, as only allowed traffic
is logged.
Safari could not open the
page because the server
stopped responding.
266
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Providing Single Sign-On for a Windows AD
network with a FortiGate

This example uses the Fortinet Single Sign-On (FSSO) Collector Agent to integrate a
FortiGate unit into the Windows AD domain.

1.

N o o &~ e N

Installing the FSSO Collector Agent

Configuring the Single Sign-on Agent

Configuring the FortiGate unit to connect to the FSSO agent
Adding a FSSO user group

Adding a firewall address for the internal network

Adding a security profile that includes an authentication rule

Results

Internet

FsSsO Ageni'

FSSO Collector Agen’r
-

~

Windows AD

Internal Network
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Instaling the FSS0 Collector
Agent
Run the setup for the Fortinet SSO Collector

Agent. After logging in, configure the agent
settings.

Add the Collector Agent address information.

|'§ Fortinet Single Sign On Agent

Install Options

Fortinet Single Sign On Agent could be set up ta monitor user logon events andfor serving
NTLM authentication requests from Fortigates, Select the proper options below.

[V Manitar User logon events and send the information to FortiGate,
[V Serve NTLM authentication requests coming from FortiGate,

Please select the access method of Windows Directory

' Standardi(e.q domainiuser)
-Select this option For easy setup, warks For most situations
" Advanced(e.g. CN=user, OL=Sales, DC=dormain, DC=cam])

-Select this option if you setup LDAP access ko Windows AD ko retrieve user/group
information From FortiGate

Cancel

Fortinet Single Sign On Agent - Install DC Agent E3

Welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Controllers in your domain.

First please confirn the Collector Agent address and listening port.

~ Collector &agent

Collector &gent |P address: |132 168.1.114

Collector &gent listering port: IBUU2

Nate: ‘You need to have administrator access to the domain controller in order to install the
DC Agent!

< Back I Nest > I Cancel Help
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Select the domains to monitor, and any users | [FE T Y I N T ]

whose activity you do not wish to monitor.

Please select the domain(s] you want ta monitor:

Fortinet Single Sign On Agent - install DC Agent x

Please mark the users you DO NOT want to monitor their logon events:

Set the working mode and complete the
installation.

Fortinet Single Sign On Agent - Install DC Agent

Select domain controllers for monitoring user logon event: Unchack Al I

FORTIDOCS MwinServer2008 fortidocs. com

~Working Mode

& DC Agent Mode [Click Mest will start the installation of DL Agentl

" Paling Mode [Polling logon sessions from Domain Controller)

€ Palllogon sessions using Windows WetsP]

& Check Windows Security Evert Logs

< Back I Nexst » I Cancel Help
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Conﬁiguring the Single
Sign-on hgént
If required, select Require authenticated

connection from FortiGate, and add a
password.

You will also enter this password when
configuring the FSSO on the FortiGate unit.

Configuring the FortiGate
unit t0 connect to the FSSO
agent

On the FortiGate unit, go to User & Device
> Authentication > Single Sign-On.

Enter this password used configuring the
FSSO on the FortiGate unit in the previous
step.

Adding a FSSO user group

On the FortiGate unit, go to User & Device
> User > User Groups.

Fortinet Single Sign On Agent Configuration

¥ Monitaring user logon events ¥ Support NTLM authentication ||:n\|gctm Agent Stahus: RUMNING

Listening par ‘ [~ Common T ask:

FortiGate: (5000 DC Agent: {8002

Shaow Service Status

Show Monitored DCs

Show Logan Users

S

Select Domains ToMonitor

I L View Logon Events

AL

[v Require autherticated connection from FortiGate
Timers Set Group Filters
“Workstation werify interval [minutes): 5

SetIgnore User List

Set Directory Access Information |

Logging
’V Loglevet [waming  v|  Loa file size limitME): |10 iew Log

Dead entry timeout interval (minutes): 430

IP address change verily interval [seconds): E0 Syne Configuration \With Other Agents

I~ Cache user group loakup result

Cache expire in (minutes]: IE] Clear Group Cache Expait Corfiguration
Advanced Setings | Saveicose | Awpb | Defak | Heb |

Type O Poll Active Directory Server @ Fortinet Single-Sign-On agent () RADIUS Single-Sign-On Agent
Wame My_wWindows_aAD
Primary Agent [P/Name [192.188.1.114 | Password [seewess ]
Secondary Agent IP/Name | | password | | More PS50 agerts

LDAP Server Click to set.. -

Mame  [My_windows aD_Group
Type ¢ Firewall & Fortinet Single Sign-On (F550) ¢ Guest ¢ RADIUS Single Sign-On {RSS0)
Available Members

- Fortinet Single Sign-On Groups - -
FORTIDOCS/$D21000-245FCD LEFAZD
FORTIDOCS/ACCOUNT OPERATORS
FORTIDOCS/ALLOWED RODC PASSWORD RE
FORTIDOCS/BACKUP OPERATORS
FORTIDOCS/CERT PUBLISHERS
FORTIDOCS/CERTIFICATE SERVICE DCOM AC
FORTIDOCS/CRYPTOGRAPHIC OPERATORS
FORTIDOCS/DENIED RODC PASSWORD REPL
FORTIDOCS/DISTRIBUTED COM USERS :I ;I

Members

@ - Fortinet Single Sign-On Groups - ;I
FORTIDOCS/ADMINISTRATORS
@ FORTIDOCS/USERS
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Adding a Firewall address
For the internal network

Go to Firewall Objects > Address >
Addresses.

Addlnp a securi’ry
rofile that includes an
au’rhenhcahon rule

Go to Policy > Policy > Policy.

Add an accept user identity security policy
and add the new FSSO group.

Category @& address € [Py Address € Multicast Address
MName Local LAM

Colar £ [Change]

Type subnet -

Subnet / IP Ranae 192.168.1.0/255.255.255.0

Interface Any -
Show in Address List 2

Comments |Write a comment... 0/255
Palicy Type @ Firewall © VPN

Palicy Subtype © Address @& User Identity © Device Identity

Incoming Interface

portl -
Source Address £ Local LAN L+
Qutgoing Interface wanl -

W Enable NAT
@& Use Destination Interface Address [T Fized Port
" Use Dynamic IP Pool Click to add...
" Use Central NAT Tahle

" Enable Web cache

" Enable WAN Optimization

Configure Authentication Rules

@ create New

User/Group Destination Address Schedule |UTM Security | Traffic Shaplng

S My_Windows_aAD_Group ALL always
& ANY all ALL always - Q

™ Skip this policy for unauthenticated user
I~ Disclaimer

[T Customize Authentication Messages
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Results -

145 T ADMIMISTRATOR {192.168.1.114) [ 00:0ci29:4bid7icc 55 74,121.50.17 (www.p:
Go to |-09 & RePOI"t > Traffic |-09 > 1107 11 TWHITE (192.168.1.116) [ Lab test system 2 HiE 207 46,206.78 {mserl,
Forward Traffic_ AS users |og into the 1oz T TWHITE (192.168.1.116) Ed Lab test system 2 207.46.206.78 (mscrl.

. . n0d I TWHITE (192.168.1.116) [ Lab test system 2 %5 $3.251.85.33 (m.webt

Windows AD system, the FortiGate collects [ N [ Leb tastsystom 2z 63,251,85.33 (m.mebt
their connection |nformat|0n 1104 T TWHITE (192.168.1.116) [ Lab test system 2 5 63,251 ,85.33 (m.webt
SeleCt an entry fOr more Informatlon Dst = 204.246.169.91 (contant.mkes3L.com) Virtual Domain raot

Received 92 Source Country Reserved

Src NATIP 172.20.120,123 Sent / Received 292B/928

Device Type windows PO Duration 10

Sent 292 Sre NAT Port 9803

Application Details Group My_wWindows_AD_Group

Device (g 00:0ci29:4b1d7ice Service HTTP

Protocol 3 byod_name

User [ ADMINISTRATOR Destination Country United States

Identity Index 1 Dst Port 80

roll 65372 Status close

Timestamp Tue May 7 15:59:4% 2013 Tran Display snat

05 Name windows Sequence Number 1607872

Palicy ID 9 Src Interface portl

src Il ADMINISTRATOR (192.168.1,114) Sent Packets 7

05 Version Vista Level notice

Sre Port 9803 Log ID 13

Sub Type forvard Threat

Received Packets 2 Date,/Time 15:59:49 (Tue May 7 15:59:49 2013)

Dst Interface wani

Dst S 207.46,206.78 (mscrl. microsaft.com)  Virtual Domain root

Received 3202 Source Country Reserved

Src NAT 1P 172.20.120.123 Sant / Racaived 609 B/ 3.13 KB

Device Type windows PG Duration 5

Sent 609 Sre NAT Port S0e08

Application Details Group My_windows_AD_Group

Device [ Lab test system 2 Service HTTR

Protocol 3 byod_name Lab test system 2

User [ TWHITE Destination Country United States

Identity Index 1 Dst Port 20

roll 65372 Status dose

Timestamp Tue May 7 15:59:07 2013 Tran Display snat

0§ Name windows Sequence Number 1607691

Policy ID s Src Interface portl

sre [ TWHITE (192.168.1,116) Sent Packets 7

05 Version 7 Level notice

Sre Port 50608 Log ID 13

Sub Type fornard Threat

Received Packats 7 Date /Time 15:59:07 (Tue May 7 15:59:07 2013)

Dst Interface wanl
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Providing Slngle Slgn -On in advanced mode for a
Windows AD network

Using Fortinet Single Sign-On, the FortiGate unit automatically authenticates any
user that successfully logs into Windows. The Domain Controller agent Advanced
mode has the advantage of supporting nested or inherited user groups. If Standard
mode is used, the FortiGate unit can authenticates only users who are a direct
member of a group.

1. Configuring the DC agent for Advanced mode
. Configuring the DC agent as an FSSO agent

2

3. Creating an FSSO user group

4. Creating an identity-based security policy
5

. Results

FSsO A@en’r

C
DC A ent

Fg gL:J

Wlndows AD

In+ernal Network
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ConPiguring the DC agen‘r
for Advanced mode

Log on to the Windows server where the DC
agent is installed. Go to All Programs >
FortiNet > Fortinet Single Sign On Agent
> Configure Fortinet Single Sign On
Agent.

Select Directory Access Information and
set AD Access mode to Advanced.

The rest of the configuration is done on the
FortiGate unit.

Conﬁiguring the FSSO agen’r

Go to User & Device > Authentication >
Single Sign-0On to enter the information the
FortiGate unit needs to access the DC agent.

After you select Apply & Refresh, the
Windows AD groups are listed. This confirms
that the FortiGate unit can communicate with
the DC agent.

On a Windows AD network with a large
number of groups, the FortiGate unit’s
performance might be affected by the
volume of user logon information it
receives. Use the Set Group Filters
function of the DC agent to send
information only for the groups you intend
to authenticate.

E:E Fortinet Single Sign On Agent Configuration

¥ Monitoring user lagan events I Suppart MTLM authentication

Listening ports

FartiGate: {2000 DC Agent: 8002

(===

Collector Agent Status: RUNNING

Comman Tasks

Lagging Set Directory Access Information ==
Log level:
AD access mode:
I~ Loglagon

Authentication
q In Advanced mode, user group s show in format
I Requite &l 1ign-myeroup,ou=Finance, de=mycompany. de=com'”

Timers *You need to config the LDAP access in Advanced mode.

workstation ved
Dead entry time

IF address char

I

Advanced Setting ‘

Cancel |

Set Directary Access Infamation

Set Group Filters

Select Domains To Monitor |

Set lgnore User List

Sync Configuration With Dther Agents

™ Cache user group mowp TesoT
Cache expirz in [minutes):

.

Export Configuration |

Advanced Settings ‘ Savelclore ‘ Apply | Default Help ‘
Type © Poll Active Directory Server () Fortinet Single-Sign-On Agent () RADIUS Single-Sign-On Agent
Name WinAD
Primary Agent IP/Name 192.168.1.114 Password sssssses
Secondary Agent IP/Name Password More FSSO agents
LDAP Server Click to set.
| Apply & Refresh || oK || Cancel
Name WiInAD
Primary Agent IP/Name [192.168.1.114 | Password [sesesess |
Secondary Agent IP/Name [ | Password | | More FSsO agents
LDAP Server Click to set... -
Users/Groups
View Users/Groups
distributed com users A
dnsadmins
% remote deskiop users

windows authorization access group

domain guests 1

is_iusrs

exchange recipient administrators

certificate service dcom access

pre-windows 2000 compatible access

cert publishers

backup cperators

event log readers

domain computers

quests 2
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Crea’ring an FSSO user
group

Select the Windows AD groups to include in
the FortiGate FSSO user group.

Crea’ring an iden’ri’ry—based
securi+y Policy

Create an identity-based security policy that
uses the FSSO user group that you created.

Results

The Windows AD user, having authenticated
at logon, does not have to authenticate again
to connect to the Internet.

Name My Windows_AD_Group

Type () Firewall @) Fortinet Single Sign-On (FSSO) () Guest

Available Members

)

RADIUS Single Sign-On (RSSQ)

Members

- Fortinet Single Sign-On Groups - 2
CN=ACCOUNT OPERATORS,CN:BUILTIN,DC:Fl ‘
CN=ADMINISTRATORS,CN=BUILTIN,DC=FORT."~
CN=ALLOWED RODC PASSWORD REPLICATIOM
CN=BACKUP OPERATORS,CN=BUILTIN,DC=FOI
CN=CERT PUBLISHERS,CN=USERS,DC=FORTI
CN=CERTIFICATE SERVICE DCOM ACCESS,CN=
CN=CRYPTOGRAPHIC OPERATORS,CN=BUILTIM
CN=DENIED RODC PASSWORD REPLICATION C
CN=DISTRIBUTED COM USERS,CN=BUILTIN,D v

(€]

@ - Fortinet Single Sign-On Groups -

CN=DOMAIN USERS,CN=USERS,DC=FORTIDO

Palicy Type

Policy Subtype
Incoming Interface portl
Source Address E] LocalLAN
Outgoing Interface

¥ Enable NAT

wanl

(@ Use Destination Interface Address [ Fixed Port
O Use Dynamic IP Pool Click to add.

Configure Authentication Rules

Cancel J

@ Firewall O SSL-VPN
(O Address (3 User Identity () Device Identity

C

@ Create New

Traffic Shaping | Logging
[X] @

& My_Windows_AD_Group all ALL always - v ACCEPT
& ANY all ALL always - [x)
) skip this policy for unauthenticated user
() Disclaimer
() Customize Authentication Messages
Comments [Write a comment. or1023
oK | cancel

Providing Single Sign-On in advanced mode for a Windows AD network
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Providing Single Sign-On for Windows AD with

LDAP

A logged-on Windows user can be automatically authenticated on a FortiGate unit
through Fortinet Single Sign-On. Some Windows AD systems use an external LDAP
server. FSSO can also accommodate this configuration.

1.

276

o o M w0 N

Configuring access to the LDAP server

Configuring the DC agent as an FSSO agent

Configuring a group filter on the FSSO agent

Creating an FSSO user group and adding AD user groups
Creating a security policy to allow the FSSO user group access

Results

LDAP Server
1921681 117

WAN 1 Internal Network

(=

Windows AD
Domain Controller
1921681114
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ZOnFiguring access 1o the
LDAPserver

Go to User & Device > Authentication
> LDAP Servers and enter the information
needed to connect the FortiGate unit to the
external LDAP server.

ConFi@uring the DC agen’r as
an FSSO agen’r

Go to User & Device > Authentication >
Single Sign-0On to enter the information the
FortiGate unit needs to access the DC agent.

Select the LDAP Server. In Users/Groups
use the Edit Users/Groups tab to select user
groups from the LDAP tree.

Name
Server Name/IP
Server Port
Common Name Identifier
Distinguished Name
Bind Type
User DN
Password
) Secure Connection

Test

Name

Primary Agent IP/Name
Secondary Agent IP/Name
LDAP Server

Users/Groups

FAC_LDAP

192.168.1.117

389

uid

de=fortidocs,dc=com | (3

O simple © Anenymous ) Regular
uid=test,ou=techdoc,

0K | Cancel

WinAD

192.168.1.114 Password eesssces

Password sssseses Mare FSSO agents

FAC_LDAP -
View Users/Groups | Edit Users/Groups

techdoc x

0K | Cancel

Providing Single Sign-On for Windows AD with LDAP
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ConFigurin 0 group Filter
on the FS agen’r

Log on to the Windows server where the DC
agent is installed. Go to All Programs >
FortiNet > Fortinet Single Sign On Agent
> Configure Fortinet Single Sign On
Agent.

Select Set Group Filters. Select Add. Enter
the FortiGate unit serial number and specify
which user groups the DC agent should
monitor for the FortiGate unit. Select Add
again.

To avoid adversely affecting the FortiGate
unit’s performance, configure the filter to
send information only for the groups you
intend to authenticate.

Creating an FSSO user
group ahd adding AD user
QI’OUPS

.Go to User & Device > User > User
Groups. Create a Fortinet Single Sign-On

group and select which Windows AD groups
to include as members.

828 Fortinet Single Sian On Anent Confinueatinn (o @ |[=]
FortiGate Group Filter (==l
¥ Moritoring| . ) ollector Agent Status: RUNNING
FortiGate Group Fiter .
FortiGate Filte| £2 |fion Tasks
I~ Default fiter —
31?3'3';;"32:; FortiGate Serial Mumber: |quu|33512301 E3)
FortiGats fiter Descrpion: |
Fotliate SN | bonitor the folloving groups - |
Select Domaing To Monitor
Set Directory Access Information
Set Group Fiters
Enter the group names then olick "Add", or cick"Advanced..." to select from SetIgnone User List
the directory.
fortidocs/enginesring, fortidocs/od o Configuration With Other Agents
) Add | Advanced ‘ Femave ‘ v Export Configuration
Add... |
Cancel Default Help
Name My Windows_AD_Group
Type (7 Firewall (© Fortinet Single Sign-On (FSS0) () Guest RADIUS Single Sign-On (RSSQ)
Available Members Members

- Fortinet Single Sign-On Groups - .
CN=ACCOUNT OPERATORS,CN:BUILT[N,DC:F' |
CN=ADMINISTRATORS,CN=BUILTIN ,DC=FORT. -
CN=ALLOWED RODC PASSWORD REPLICATION
CN=BACKUP OPERATORS,CN=BUILTIN,DC=FOI
CN=CERT PUBLISHERS,CN=USERS,DC=FORTL
CN=CERTIFICATE SERVICE DCOM ACCESS,CN=
CN=CRYPTOGRAPHIC OPERATORS,CN=BUILTIN
CN=DENIED RODC PASSWORD REPLICATION ¢
CN=DISTRIBUTED COM USERS,CN=BUILTIN,D v

@ - Fortinet Single Sign-On Groups -

CN=DOMAIN USERS,CN=USERS,DC=FORTIDO

oK |l Cancel
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Creaﬁng a securi’ry Policy to
adllow the FSSO user group
aCCess

Create identity-based security policies that oy e O

Policy Subtype O Address () User Identity () Device Identity
Incoming Interface portl v
use the FSSO user group that you created. e o
Outgoing Interface wani [+

¥ Enable NAT
@ Use Destination Interface Address (] Fixed Port

© uUse Dynamic IP Pool Click to add

Configure Authentication Rules

[Scheduie | Securiy | Traific shaping | Logoins |
- © E]

& My_\ AD_Group all ALL always

v ACCEPT
& ANY all ALL always - (%) [%] @ DENY

[ Skip this policy for unauthenticated user
(O Disclaimer

() Customize Authentication Messages

Comments [write 2 comment.

oK ] s Cancel

Results

The Windows AD user, having authenticated
at logon, does not have to authenticate again
to connect to the Internet.
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MAlowing Single Sign—On access with a FortiGate

and a Fortikuthenticator

This example illustrates how to configure Single Sign-On (SSO) using a FortiGate
and FortiAuthenticator, with the FortiAuthenticator unit acting as the SSO Agent,
verifying and maintaining user login information. Users can then log in once when
connecting to the internal network behind the FortiGate, and be automatically

logged into servers and services that support SSO.

1. Configuring polling on the FortiAuthenticator

o > 0D

Results

n |

Creating the FSSO user group

Creating a security policy

Adding a FortiAuthenticator to the FortiGate unit

(FSSO Agent)

For‘riéra’re}

J FortiAuthenticator

B

\\SSO User Group )

GO

\_ >50Users
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Configuring polling on the
Fortikuthenticator

In the FortiAuthenticator interface, go to SSO
& Dynamic Policies > SSO > Options.

In the FortiGate section, the Listening
Port should be 8000, unless the FortiGate’s
default port mapping has been changed.

Select Enable Authentication. and enter
the Secret Key, which you will use when
configuring the FSSO Agent on the FortiGate.

If you are using an external SSO service,
such as Windows AD or a remote LDAP
server, enable it in the the Fortinet Single
Sign-0On (FSSO) section.

Go to SSO & Dynamic Policies > SSO

> Login Portal and Enable SSO Portal.
Ensure Local users is enabled, and disable
Remote users from an LDAP server.

Then go to SSO & Dynamic Policies >
SSO > FortiGate Group Filtering.

Create a new FortiGate Group Filter,
entering the FortiGate’s IP/hostname.

Listening port: 8000
Login expiry: 480 minutes
# Enable authentication
Secret key: sssssens
N Fortinet SngleSgr-on (rs50) |
Log level: Info [=]

[ Enable Windows Active Directory domain controller polling
) Enable RADIUS Accounting SSO clients
) Enable FortiClient SSO Mobility Agent Service

() Restrict auto-discovered domain controllers to configured domain controllers

Restart SSO service

[¥ Enable S50 Portal

Enable S50 for the following sets of users:
W Local users
& All local users
" Local users from selected groups only

[T Remate users from an LDAP server: | [ Please Select | x|

Name: FGT-100D_Lab

FortiGate name/IP: 192.168.1.99
Description:

Fortinet Single Sign-On (FSS0)

¥ Forward F550 information for users from the following subset of groups only:

Available sso groups
Enable Forward FSSO information for = 4 mmsmesn H
users from the following subset of ©
groups only and move the groups you’d like
to send to the FortiGate from Available to
Selected. Select OK to save the filter.

= =
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Adding a FortiAuthenticator
to theé FortiGate unit

In the FortiGate interface, go to User &
Device > Authentication > Single Sign-
On, and select Create New.

For the Type, select Fortinet Single
Sign-On Agent. Enter a Name for the
FortiAuthenticator unit.

Enter the IP address of the FortiAuthenticator
as the Primary Agent IP/Name, and enter
the secret key as the Password.

Select Apply & Refresh, and wait a minute
for the FortiAuthenticator to connect to

the FortiGate and download user group
information.

Creaﬁng the FSSO user
group

You cannot directly use the user groups
imported from FortiAuthenticator in

firewall policies, so you will need to create
FortiGate user groups to represent the
FortiAuthenticator groups. Go to User &
Device > User > User Groups, and create
a new FSSO user group.

The Members list will be populated with
the FortiAuthenticator’s user groups. Select
the imported groups to add them to the
FortiGate group’s Members list.

Name

Primary Agent IP/Name
Secondary Agent IP/Name
LDAP Server

Users/Groups

Name
Type

Members

My_FAC

192.168.1.117 Password sessssse

Password

Click to set... -
View Users/Groups

FSSO_SAMPLE_GROUP

FSSO_users_group
O Firewall @ Fortinet Single Sign-On (FSS0) O Guest

w FSSO_SAMPLE_GROUP x|
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Creaﬁng a securi’ry Policy

Now, create a security policy to handle SSO
user traffic, so it can be easily identified in
logs and reports. Go to Policy > Policy >
Policy, and create a new policy, setting the
Policy Subtype to User Identity.

Multiple Authentication Rules can be
created for different groups of SSO users
that require different access and supervision.

Results

With the identity-based policy being the only
policy connecting the internal network to the
internet, users on the internal network will
not be able to access the internet without
authenticating.

To connect to the internet, users

must navigate in a browser to the
FortiAuthenticator’s IP. Users will then log
into the FortiAuthenticator as an admin
would, but will only have access to their user
account settings in the FAC interface.

Once the user has logged in, the
FortiAuthenticator retains their user
information for a time specified in the SSO
Portal settings. They will have access to the
internet, and to any other services or servers
on the internal network configured to use
SSO with the FortiAuthenticator.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
# Enable NAT

Destination Address
Group(s)

User(s)

Schedule

Service

Action

Login

@ Firewall O VPN

O Address @ User Identity O Device Identity

portl

5] all

wanl

= all

[F FSSO_users_group
Click to add...

[ always

U ALL

v ACCEPT

Username:

[twhite

Password:

Forgot my password

Login
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Fortinet Single Sign-On in PoIIing Mode for a
Windows AD network

This example uses Active Directory Polling to establish Fortinet Single Sign-On
(FSSO) for a Windows AD Domain Controller, without requiring a FortiAuthenticator
or a Collector Agent running on the Windows AD Domain to act as an intermediary
between the FortiGate and the domain.

1. Adding the LDAP Server to the FortiGate
. Configuring the FortiGate unit to poll the Active Directory
. Adding an FSSO user group

2

3

4. Adding a firewall address for the internal network

5. Adding a security policy that includes an authentication rule
6

. Results

Internet

Polling Mode

DB

— W
Windows AD

Internal Network
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Adding the LDAP Server to
the FortiGate

In the FortiGate web interface, go to
User & Device > Authentication > LDAP
Servers. Add your LDAP server details.

ConFigurin the FortiGate
unit 10 Poll he Active
Direc+ory

Next, go to User & Device >

Authentication > Single Sign-On.

For the Type, select Poll Active Directory
Server. Enter the IP, username and
password, and select the LDAP server you
added previously. Ensure Enable Polling is
checked.

Adding an FSSO user group

Go to User & Device > User > User
Groups, and add the desired AD member
groups to the group.

Name

Server IP/Name

Server Port

Common Name Identifier

Distinguished Name

FAC_LDAP
192.168.1.117
389

uid

dc=fortidocs,dc=com

Bind Type O simple O Anonymous @ Regular
User DN ou=techdoc,dc=fortidocs,dc=com
Password EYTYT YT

Type @ Poll Active Directory Server O Fortinet Single-Sign-On Agent

Server IP/Name 192.168.1.117

User Example_Admin

Password [eeseasaese |

LDAP Server FAC_LDAP -
Enable Polling ™

Users/Groups

View Users/Groups Edit Users/Groups

#- @ DC=fortidocs,DC=com

MName |My_WindDws_AD_GrDup
Type ¢ Firewall & Fortinet Single Sign-On (FSS0) ¢ Guest ¢ RADIUS Single Sign-On (RSS0)

Available Members Members
- Fortinet Single Sign-On Groups - - @ - Fortinet Single Sign-On Groups - ;l
FORTIDOCS/$D31000-845FCD1EFAZD FORTIDOCS/ADMINISTRATORS
FORTIDOCS/ACCOUNT OPERATORS

FORTIDOCS/USERS
FORTIDOCS/ALLOWED RODC PASSWORD RE @
FORTIDOCS/BACKUP OPERATORS
FORTIDOCS/CERT PUBLISHERS
FORTIDOCS/CERTIFICATE SERVICE DCOM AC
FORTIDOCS/CRYPTOGRAPHIC OPERATORS
FORTIDOCS/DENIED RODC PASSWORD REPL
FORTIDOCS/DISTRIBUTED COM USERS :I ;I
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Adding a Firewall address
For the internal network

Go to Firewall Objects > Address >
Addresses, and create an internal network
address to be used by the policy.

Adding a securit Policy that
includes an authentication
rule

Go to Policy > Policy > Policy.

Create a User Identity policy and add an
authentication rule to allow your FSSO group
to access the internet.

Category @& address € [Py Address € Multicast Address
MName Local LAM

Colar £ [Change]

Type subnet -

Subnet / IP Ranae 192.168.1.0/255.255.255.0

Interface

Any -
Show in Address List 2
Comments |Write a comment... 0/255
Palicy Type @ Firewall © VPN

Palicy Subtype © Address @& User Identity © Device Identity

Incoming Interface portl -
Source Address £ Local LAN L+
Qutgoing Interface wanl -

W Enable NAT
@& Use Destination Interface Address [T Fized Port
" Use Dynamic IP Pool Click to add...
" Use Central NAT Tahle
" Enable Web cache

" Enable WAN Optimization

Configure Authentication Rules

@ create New

User/Group Destination Address Schedule |UTM Security | Traffic Shaplng

S My_Windows_aAD_Group ALL
) ANY all ALL
™ Skip this policy for unauthenticated user

always
always - Q

I~ Disclaimer

[T Customize Authentication Messages
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Results

Go to Log & Report > Traffic Log >
Forward Traffic. When users log into

the Windows AD network, the FortiGate

will automatically poll the domain for their
account information, and record their traffic.

Select an entry for more information.

pomime | vse T vbewee | v

e

no7 n
no7 n
104 n
1104 n
104 n
Dst

Received

src NAT IP

Device Type

Sent

1 ADMIMISTRATOR (192,168.1.114)

TWHITE {192.168.1.116)
TWHITE (192.168.1,116)
TWHITE (192.165.1.116)
TWHITE (192.168.,1.116)
TWHITE (192.168.1.116)

B 204.246,169.91 (content.mkt931. comn)

92

172.20.120.123

Windows PC

292

Application Details

Device
Protocal

User

Identity Index
rall
Timestamp

05 Name
Palicy ID

src

05 version

Sre Port

sub Type
Received Packets

Dst Interface

Dst
Received
Sec NAT ID
Device Type

Sent

[J 00:0c:29:4b1d71cc

&

1 ADMINISTRATOR

1

65372

Tue May 7 15:5%:4% 2013
Windaws

9

I ADMINISTRATOR (192,168,1,114)

Vists

9803

forward

2

wani

&S 307,46.206.78 (mscrl. microsoft. com)

3202

172.20.120.123

windows PG

609

Application Details

Device
Protocol

User

Identity Index
roll
Timestamp

0§ Name
Policy ID

sre

05 Version

Sre Port

Sub Type

[ Lab test systemn 2

6

3 TWHITE

1

65372

Tue May 7 15:59:07 2013
windows

s

[ TWHITE (192.168.1,116)
7

50608

forward

Raceivad Packats 7

Dst Interface

wanl

CEEEEaE

virtual Domain
Source Country
Sent / Raceived
Duration

Src NAT Port
Group

Service
byod_name
Destination Country
Dst Port

Status

Tran Display
Sequence Number
Src Interface
sent Packets
Level

Log ID

Threat

Date,/Time

Virtual Domain
Source Country
Sant / Racaived
Duration

Sre NAT Port
Group

service
byod_name
Destination Country
Dst Port

Status

Tran Display
Sequence Number
Src Interface
Sent Packets
Level

Log ID

Threat

Date /Time

Lab test system 2

ES z04.246.1

00:0c:29:4b:d7ice B 74,121,50.17 (www.pe

Lab test systermn 2 E2 207 46,206.78 (mserl.

=
Lab test system 2 5 $3,251.85.33 (m.webt
Lab test system 2 55 63,251,85.33 (m.webt
Lab test systemn 2

root
Reserved

29287928

10

3803
My_windows_AD_Group

HTTP

United States
g0

dose

snat
1607872
portl

7

notice

13

15:59:49 (Tue May 7 15:59:49 2013)

root
Reserved

609 B/ 3.13 KB

s

S0e08
My_windows_AD_Group
HTTE

Lsb test system 2
United States

g0

dose

snat

1607691

portl

7

notice

13

15:59:07 (Tue May 7 15:59:07 2013)
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Preven’ring securi’ry certificate warnings when
using SSL mspec’rion

This example illustrates how to prevent your users from getting a security certificate
error, which happens because an SSL session is established with the SSL Proxy,
not the destination website. Instead of having users select Continue when they
receive an error, a bad habit to encourage, you will provide them with the FortiGate
SSL CA certificate to install on their browsers.

1. Enabling Certificate configuration in the web-based
manager.

2. Downloading the Fortinet_CA_SSLProxy.

3. Importing the CA certificate into the web browser.

(jCer’riFica’re

Website

{gCerﬁFica’re

11

w FortiGate

Internal Network
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Enalohn certificate
con dgurahon in the web-
base manager

Go to System > Config > Features and
enable Certificates.

Downloading the Fortinet_
CA,SSLProxy

Go to System > Certificates > Local
Certificates to download the Fortinet_CA_
SSLProxy certificate.

Make the CA certificate file available to your
users.

Impor’ring the CA
certificate into the web
browser

For Internet Explorer:

Go to Tools > Internet Options. On the
Content tab, select Certificates and
find the Trusted Root Certification
Authorities.

Import the certificate using the Import
Wizard. Make sure that the certificate is
imported into Trusted Root Certification
Authorities.

You will see a warning because the FortiGate
unit’s certificate is self-signed. It is safe to
select Yes to install the certificate.

2 FZ:RTINET |

wizard

@

Help

0»

Logout.

us, ST = California, L 3 3 3 2
Fortinet_Factory2 € = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FGT60C3G11003007, emailAddress = support@fortinet.com

Fortinet_Firmware C = US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN = FortiGate, emailAddress = support@fortinet.com

Fortinet_Wifi ©U = Domain Control Validated, OU = PositiveSSL, CN = auth-cert.fortinet.com

Certificates

Intended purpose:

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ ¢ *

Issued To Issued By Expiratio...
[EaAn Certificate Ser... AAA Certificate Services  2028-12-31  COMODO
[E)aBA.ECOMRoot CA  ABA.ECOM Root CA 2009-07-09  DST (ABA.ECOM...
[Elac Raiz Certicmar... AC Raiz Certicimara ... 20300402 AC Raiz Certicd...

Friendly Name o]

[Eac ratz onie AC RAIZ DMIE 2036-02-08 DIRECCION GEM...

[EJACRAIZ FNMT-RCM  AC RAIZ FNMT-RCM 2029-12-31  AC RAIZ FNMT-...

[Eact rarz MTIN AC1RAIZ MTIM 2019-11-03  AC1RAIZ MTIN

[Eacepicom Root ACEDICOM Root 2028-04-13 EDICOM

[E)ACERT ADVANCED ~ A-CERT ADVANCED 2011-10-23  A-CERT ADVANC...

Eacus ACNLB 2023-05-15  NLB Nova Ljublia...
Export Remove

Certificate intended purposes

Close
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For Firefox:

Depending on platform, go to Tools >
Options or Edit > Preferences and find
the Advanced Encryption settings.

View Certificates, specifically the Authorities
certificate list.

05w & @ 8 O &

General Tabs Content  Applications  Privacy  Security Sync Advanced

General } Data Choices ] Network] Update Encryption ]

Protocols

W Use 53l 3.0 ¥ UseTLS 1.0
Certificates
wihen a server requests my personal certificate:

" Select one automatically " Ask me every time

Vigw Certifiéteg | Revocation Lisks validation Security Devices

[0 4 Cancel Help

¥) Certificate Manager !E n

our Certfcates | People | Servers  Autharities | thers |

“ou have certificates on file that identify these certificate authorities:

Certificate Name | Security Device
=1 (£} 2005 TURKTRUST Eilgi Iletisim ve Bilisim G...

E

L+

TURKTRUST Elektronik Sertifika Hizmet 5
= A-Trust Ges. F, Sicherheitssysteme im slektr,
A-Trust-nQual-03
(=) AC Camerfirma 5.4,
Chambers of Commerce Root - 2008
Glohal Chambersign Rook - 2008
(= AC Camerfirma SA CIF AGZ743287
Chambers of Commerce Root

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Objsct Token

Builtin Object Token
Builtin Object Token ﬂ

Global Chambersign Rook
Import... [J;
y
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Import the Fortinet_CA_SSLProxy certificate file.

Results

Even if you bypass the error message by
selecting “Continue to this website”, the
browser may still show an error in the toolbar.

After you install the FortiGate SSL CA
certificate, there will be no certificate security
issue when you browse to sites on which

the FortiGate unit performs SSL content
inspection.

Downloading Certificate E

You have been asked to trust & new Certificate Autharity (CA).

Do you wank ko trust "FortiGate CA" For the Following purposes?
IV Trust this CA ko identify websites,

[ Trust this CA ko identify email users.

[ Trust this CA to identify software developers,

EBefore trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available),

View Exarnine C4 certificate

Cancel

* §J Certificate errmjp:

Preventing security certificate warnings when using SSL inspection
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Extra help: Certificates

This section contains tips to help you with some common challenges of using
certificates.

Certificate options do not appear in the GUI.

Go to System > Features > Config and select Show More. Enable the Certificates
feature.

A new certificate must be used.
Go to System > Certificates > Local Certificates and select Import.
A new certificate must be generated.

First, go to System > Certificates > Local Certificates and select Generate. Fill in the
required fields. The certificate must then be either self-signed or signed by a third party.
Finally, import the new certificate.

Certificate warnings appear when users attempt to authenticate.

Go to User & Device > Authentiction > Settings and set Certificate to use the correct
certificate.

The wrong certificate appears when using an SSL-VPN.

Go to VPN > SSL > Config and set Server Certificate to use the correct certificate.
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Adding FortiToken two-factor authentication to

a user account

Two-factor authentication enhances security because it requires both the user
password - something that the user knows - and a dynamic token code provided by

a FortiToken - something that the user has.

1. Registering FortiToken with a FortiGate unit and FortiGuard.

2. Adding two-factor authentication to the user’s account.

3. Creating a policy that requires user authentication.

d
Internet

FortiGuard

a0 o

11 ¢

% FortiGate

1]
0
0
a

o

Internal user

with FortiToken
or FortiToken Mobile

Internal Network

Adding FortiToken two-factor authentication to a user account

ot
External user
with FortiToken
or FortiToken Mobile
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Registering FortiToken
with a FortiGate unit and
FortiGuard

Go to User & Device > Two-factor
Authentication > FortiTokens and select
Create New. .Select the Serial Number
field and enter the FortiToken serial number.

If you have several FortiTokens to add, you
can list their serial numbers one per line in
a text file and use the Import function.

Select OK.

FortiOS reports the serial number as
invalid if you mistype it or if it is a
duplicate of one you have already entered.

Wait for the FortiGuard to validate your
FortiToken’s serial number. When you first
enter the serial number its status is listed
as Pending. When FortiGuard validates
the serial number, the status changes to
Available.

If this FortiToken has already been
registered to another FortiGate unit, the
Status column shows Error.

Type (®) Hard Token () Mobile Token

Comments 0/255

[write a comment...

Serial Number & FTK2000BQL7PIW13 +] Import |

0K i Cancel |

[~ rype |~ serisiNamber | v status | ~user | Yorit |
&

FTKZ000BQL7PIW1Z [[ Available a
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Adding two-Factor
authentication to the user’s
account

User Name tbrown
Go to User & Device > User > User I if’.‘fab'e
Definition and open the user’s account for
(O Match user on LDAP server [Please Select]
editing. O Match user on RADIUS server | [please Select]

. . () Match user on TACACS+ server [Please Select]
Enable Two-factor Authentication and select

the FortiToken from the list. Select OK. Contact Info

[Email Address

#sMs (*) FortiGuard Messaging Service () Custom
Phone Number  13-555-1200

# Enable Two-factor Authentication
Token | ¢ FTK2000BQL7PIW13 -

¥ Add this user to groups ] FortiGate_Administrators

[ SslvpnGroup
] WiFi_users
# full-time

] part-time

0K | Cancel

The following steps are only for confirmation.

The lst of users (User & Device > User > | TS TSN NSNSy e

User Definition) shows which users have oee - e .
guest LOCAL (X ) (1]
two-factor authentication enabled. ssmith LOCAL Q 1
tbrown LOCAL & FTK2000BQL7PIW13 1
telbar LOCAL 2 2

The FortiTokens list (User & Device > Two- m
factor Authentication > FortiTokens) e S

shows that the FortiToken is assigned to a
user.
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Creating a Polic that
requires user authentication

Go to Policy > Policy > Policy and create a
User Identity policy with an authentication
rule. This example allows the user tbrown to
access the Internet (WAN1) from the Internal
network (port1).

In this example we just add the user with
the FortiToken to the policy. We could have
added that user to a group and selected
the user group.

Results

When the user tries to access an Internet
web site, the FortiGate unit requests user
name and password authentication:

After successful ID/password authentication,
the FortiGate requests the FortiToken code.

To obtain the token code:

e hard token: press the button on the
FortiToken device

e soft token: use the FortiToken Mobile
smartphone app to obtain the code

Incoming Interface
Source Address
Outgoing Interface
Destination Address
Group(s)

User(s)

Schedule

Service

Action

portl

= all
wanl
= all LF ]
Click to add...
4 tbrown x|
[T always b
O ALL ¥
" ACCEPT -

F::RATINET.

1 1 &

Authentication Required

Please enter your username and password to continue.

Usemname: tbrown

Password: eeeses

==RTINET

FortiToken Code Required

Token Code: 075159
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Using two-Factor authentication with IPsec VPN

An IPsec VPN can use two-factor user authentication for enhanced security. In this
example, a remote user uses FortiClient to connect to a private network behind a
FortiGate unit. The FortiGate unit and FortiClient authenticate each other using a
pre-shared key. The user is then authenticated by XAUTH (ID/password), plus a
FortiToken token code.

1. Registering FortiToken with a FortiGate unit and FortiGuard
Adding two-factor authentication to the user’s account
Defining an address for the internal network

Configuring the VPN on the FortiGate unit.

Configuring the VPN in FortiClient

o o A~ N

Creating a security policy for VPN users

dd
Internet

FortiGuard

FortiClient user
with FortiToken
or FortiToken Mobile

Q
11

FortiGaote

Internal Network

Using two-factor authentication with IPsec VPN
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Registering FortiToken
with a FortiGate unit and
FortiGuard

Go to User & Device > Two-factor

. . . Type (%) Hard Token () Mobile Token
Authentication > FortiTokens and select Comments s
Create New. .Select the Serial Number Serial Number & FTK2000BQL7PIWL3 © [mimporte|
field and enter the FortiToken serial number. ‘ oK [ ———
If you have several FortiTokens to add, you
can list their serial numbers one per line in a
text file and use the Import function.
FortiOS reports the serial number as
invalid if you mistype it or if it is a
duplicate.
Wait for the FortiGuard to validate your © Create New D Refresh
FortiToken’s serial number. When you first | " Type |7 Serial Number | 7 Status | vUser | 7 Drift |
& FTK2000BQL7PIW13 I Available 0

enter the serial number, its status is listed
as Pending. When FortiGuard validates
the serial number, the status changes to
Available.

If this FortiToken has already been
registered to another FortiGate unit, the
Status column shows Error.
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Adding two-Factor
authentication to the user’s
account

Go to User & Device > User >
User Definition and open the user’s
account for editing.

Enable Two-factor Authentication and select
the FortiToken from the list. Select OK.

Defining an address for the
internal network

The VPN configuration and the firewall policy
require a defined address for the Internal
network.

Go to Firewall Objects > Address >
Addresses and select Create New.

User Name

) Password

tbrown

(] Disable

() Match user on LDAP server [Please Select]
() Match user on RADIUS server [Please Select] =
e

Contact Info
[1Email Address

Vsms

() Match user on TACACS+ server [Please Select]

(*) FortiGuard Messaging Service () Custom
Phone Number  513-555-1200

@ Enable Two-factor Authentication

Token | ¢ FTK2000BQL7PIW13 -

¥ Add this user to groups

Category

MName

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

SslvpnGroup
WiFi_users

full-time

0ROOO

part-time

(®) Address IPvG Address
Local LAN
= [Change]

Subnet

192.168.1.0/255.255.255.0

Any
“

FortiGate_Administrators

Multicast Address

|Write a comment...

0/255

Using two-factor authentication with IPsec VPN
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Confi uring the VPN on the
FortiGate Unit

Go to VPN > IPsec > Auto Key (IKE) and
select Create VPN Wizard.

Follow the wizard, entering the information
that it requests.

The user group that you select determines
who is allowed to connect to this VPN.

Clients will connect to the FortiGate unit
through the WAN1 interface, which is
connected to the Internet.

Address Range defines the IP address range
to assign to clients.

Select the Accessible Networks for your
clients, by selected the defined firewall
address(es), or select All.

The options on the final wizard page can
make the VPN more convenient to use. They
are disabled by default.

Name

VPN Type

fc_VPN

* Dial Up - FortiClient Windows, Mac and Android

() Dial Up - iPhone / iPad Native IPsec Client

e Authentication

Authentication Method
Pre-shared Key

User Group

Local Outgoing Interface

Address Range

Subnet Mask

DNS Server
(*)Use System DNS
-’;‘-Specifyr

¥ Enable IPv4 Split Tunnel
Accessible Networks

E‘Allow Endpoint Registration

[1Save Password
[l Auto Connect

[ClAlways Up (Keep Alive)

(®) Pre-shared Key (ORSA Signature

= full-time -

e Network:

wanl -
10.11.10.1-10.11.10.100
255.255.255.0

=] Local LAN -

° Client Options
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Creating a security polic
for VPN users VP

Go to Policy > Policy > Policy and select
Create New. Enter a policy to enable VPN
users to authenticate and communicate with
the local network.

Policy Type * Firewall ¢ YPN

Policy Subtype " Address @ User Identity © Device Identity
Incoming Interface fe_vpn o
Source Address =] all v
Outgoing Interface portl W

¥ Enable N&T
& Use Destination Interface address [~ Fixed Port
" Use Dynarnic IP Pool Click to add..,
" Use Central NAT Tahle

I” Enable Web cache

I™ Enable waAN Optimization

Configure Authentication Rules

@ Create Hew

User/Group| Destination address schedule Traffic Shaping | Logging
- (%) 9

e
= full-time Local LAM ALL always

v ACCEPT
& ANY all ALL always @ (%] @ DENY
™ Skip this policy for unauthenticated user
I Disclaimer
7 Customize Authentication Messages
Tags
Applied tags
£dd tag [ &
commants [t#irite a comment... 01023

oK I Cancel

Using two-factor authentication with IPsec VPN
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Confi uring the VPN in
FortiClient

In the FortiClient Console, select Remote
Access, then select Configure VPN. Sl VPN1 - |,

_____ Edit the selected con on
If FortiClient has other VPNs configured, — Delete the selected connection

select Add a new connection from the ‘ P Passworc
menu.

Enter the VPN configuration and select OK.

Connection Name |Ofﬁce |

Type ()SSL-VPN (3 IPsec VPN

Description | |

Remote Gateway |172.20.120.123 |

Authentication Method | Pre-Shared Key v

Pre-Shared Key |oooooooo-o |

Authentication (XAuth) & Prompt on login
() save login
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Results

In FortiClient console, select Remote Access.

Select the VPN and enter the user name and
password.

After connecting and authenticating by user
name and password, FortiClient requests the
FortiToken code.

Get the code from the FortiToken (hard
token), or FortiToken Mobile app (soft token)
and enter it.

If the token code is correct, the VPN
connects and FortiClient minimizes its
window.

On the FortiGate unit, the VPN > Monitor >

Office ~ g8k .

thrown

[ Aute Connect

Connect

& 245542
FortiToken Code

0K Cancel

m T Type T Username|YT Remote Gateway|Y Proxy ID Destination|

IPsec Monitor page ShOWS the Connected fe_wpn_0 Dialup thrown 172.20.120.52 10.11.10.1-10.11.10.1
client.
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Using two-fFactor authentication with SSL VPN

An SSL VPN can use two-factor user authentication for enhanced security. In this
example, a remote user uses FortiClient to connect to a private network behind a
FortiGate unit. The FortiGate unit and FortiClient authenticate each other using a

pre-shared key. The user is authenticated by User ID/password) plus a FortiToken
token code.

1. Registering FortiToken with a FortiGate unit and FortiGuard
Adding two-factor authentication to the user’s account
Defining an address for the internal network

Configuring the SSL VPN on the FortiGate unit.

o &> 0N

Creating a security policy for SSL VPN users

d
Internet

FortiGuard

Remote user
with FortiToken
or FortiToken Mobile

11

FortiGate

Internal Network
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Registering FortiToken
with a FortiGate unit and
FortiGuard

Go to User & Device > Two-factor
Authentication > FortiTokens and select
Create New. Select the Serial Number
field and enter the FortiToken serial number.

If you have several FortiTokens to add, you
can list their serial numbers one per line in a
text file and use the Import function.

FortiOS reports the serial number as
invalid if you mistype it or if it is a
duplicate.

Wait for the FortiGuard to validate your
FortiToken’s serial number. When you first
enter the serial number its status is listed
as Pending. When FortiGuard validates
the serial number, the status changes to
Available.

If this FortiToken has already been
registered to another FortiGate unit, the
Status column shows Error.

Type ® Hard Token (O Mobile Token

Comments |Write a comment... 0/255

Serial Number & FTK2000BQL7PIW13 W Import |

oK | Cancel |

|~ Tyoe | SerialNumber |~ Status | T user | Drift |
4

FTK2000BQL7PIW13 [E Available o

Using two-factor authentication with SSL VPN
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Adding two-Factor
authentication to the user’s
account

Go to User & Device > User >
User Definition and open the user’s
account for editing.

Select Enable Two-factor Authentication
and then select the FortiToken from the list.
Select OK.

Defining an address for the
internal’ network

Go to Firewall Objects > Address >
Addresses and select Create New.

The VPN configuration and the firewall policy
require a defined address for the Internal
network.

User Name thrown
(] Disable
@ Password PV,
() Match user on LDAP server [Please Select]
() Match user on RADIUS server [Please Select]

) Match user on TACACS+ server [Please Select]

Contact Info
(1 Email Address

¥ sMs

® FortiGuard Messaging Service () Custom
Phone Number | g13.555-1200

# Enable Two-factor Authentication

Token | ¢ FTK2000BQL7PIW13 -

# Add this user to groups

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

[T FortiGate_Administrators
) SslvpnGroup

] WiFi_users

# full-time

] part-time

| 0K | Cancel

® Address IPv6 Address Multicast Address
Local LAN
E£] [Change]

Subnet

192.168.1.0/255.255.255.0

Any -

ci

|Write a comment 0/255

0K i Cancel |
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Creajrin?J 0 User group for
SSL VPN users

Go to User & Device > User > User
Groups and create a Firewall type user
group, adding the users who will be
permitted to use the SSL VPN.

ConFiguring an SSL VPN
web por’ral

Go to VPN > SSL > Config.

The default encryption will work with typical
browsers.

Name

Type

Members

IP Pools

Server Certificate

Require Client Certificate

Encryption Key Algorithm

Idle Timeout

Login Port

full-time
® Firewall () Fortinet Single Sign-On (F550) O Guest

& tbrown IR T
& jsmith *
@ blee *
SSLVPN_TUNNEL_ADDRL x| Q

| Self-Signed |

—

() High - AES(128/256 bits) and 3DES
(=) Default - RC4(128 bits) and higher
) Low - RC4(64 bits), DES and higher

300 (seconds)

10443

] Allow Endpoint Registration {Tunnel Mode Only)

> Advanced (DNS and WINS Servers)

| Apply |

Using two-factor authentication with SSL VPN
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Go to VPN > SSL > Portal.

Creating a security polic
For SSI_9 VPN users Y PoEY

Go to Policy > Policy > Policy and select
Create New. Enter a policy to enable VPN
users to authenticate and communicate with
the local network.

Name: web-access

Portal Message:  welcome to SSL VPN Service
Theme: [ Blue 2

Page Layout:
(6]

(] Enable Tunnel Mode
# Enable Web Mode

Applications ot yTTP/HTTPS @ FTP ¥ RDP ¥ SMB/CIFS
# ssH ' TELNET ¥ wNC O PING
# CITRIX  RDP NATIVE ¥ Fort Forward

# Include Session Info
) Include Connection Tool
[ Include FortiClient Download

# Include Bookmarks

) Create New

[ ome | tupe | tocation | Descrioton |

No matching entries found
E Prompt Mobile Users to Download FortiClient App

# Allow Multiple Concurrent Sessions For Each User

| Wiew Portal |
| Apply

Palicy Type O Firewall &) VPN
Policy Subtype (O 1psec (*)SSL-VPN
Incoming Interface wanl -
Remote Address =] all ¥
Local Interface portl -
Local Protected Subnet £=] Local LAN ¥
1 SSL Client Certificate Restrictive
Cipher Strength Any -

Configure SSL-VPN Authentication Rules

3 Create New

e e e e

v ACCEPT
@ DENY

& full-time ALL always full-access

;'i; ANY ALL always - -

Tags
Applied tags
Add tag

Comments
|'\-\-'rite a comment... |o;1023

| OK | Cancel
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Results

In a browser, enter the FortiGate IP
address and port 10443. For example
https://172.20.120.123:10443.

If you receive a warning about the certificate
being unrecognized, allow the browser to
continue access.

Enter the user name and password and
then select Login. If the user account has
two-factor authentication enabled, the
FortiToken Code field is added. Obtain
the code from the FortiToken device or
FortiToken Mobile app and enter it. Select
Login again.

You are connected to the SSL VPN portal.

The VPN > Monitor > SSL-VPN Monitor
page shows the connected SSL VPN client.

Name: thrown
Password: sennne
FortiToken Code: LLTTTT

Welcome to SSL VPN Service @ Help gl* Logoud

tbrown (0 hour(s), 0 minute(s), 41 Connect ) (Disconnect ) (Refresh
second(s)) Link status:

Bytes sent:

Byles received:

Time Logged In:

HTTP Inbound/Outbound
Traffic:

HTTPS Inbound/Outbound
Traffic:

0 bytes / 0 bytes

0 bytes / 0 byles

Collecting information...

Windows server
telbar PC

Type: [(HTTR/HTTPS ¢

Host:

(8 No] user | Sourceip|  BeginTme | Descripton |
o 1

thrown 172.20.120.52 Thu Sep 12 10:04:32 2013

O

Subsession Tunnel TIP:10.212.134.200

Using two-factor authentication with SSL VPN
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Au‘rhen’rica’ring SSL VPN users using LDAP

This example illustrates how to configure a FortiGate to use LDAP authentication
to authenticate remote SSL VPN users. With a properly configured LDAP server,
user and authentication data can be maintained independently of the FortiGate,
accessed only when a remote user attempts to connect through the SSL VPN
tunnel.

This recipe assumes that the LDAP server is already configured.

1. Registering the LDAP server on the FortiGate
Importing LDAP users

Creating the SSL VPN user group

Creating the SSL address range

Configuring the SSL VPN tunnel

Creating security policies

N o o &~ e N

Results

id:  twhite
Pw; b.2.2.9.2.9.9.¢.¢

Tunnel Mode Internal Network

Remote User
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Re is’rering the LDAP server
on the FortiGate

Go to User & Device > Authentication >
LDAP Servers and select Create New.

Enter the LDAP Server’s FQDN or IP in
Server Name/IP. If necessary, change the

Name
Server Name/IP
Server Port

Common Name Identifier

Example_LDAP
10.10.10.1
389

cn

. Distinguished Name Example LDAP Server 3
Server Port Number (the default is 389.) ) . ~
Bind Type O Simple O Anonymous @ Regular
Enter the Common Name lIdentifier. Most User DN example_admin
LDAP servers use “cn” by default. Password
] Secure Connection
In the Distinguished Name field, enter the
base distinguished name for the server, using
the correct X.500 or LDAP format.
Set the Bind Type to Regular, and enter
the LDAP administrator’s distinguished name
and password for User DN and Password.
Imporhng LDAP users
Go to User & Device > User > User
Definition, and create a new user, selecting O Local User
Remote LDAP User. () Remote RADIUS User
O Remote TACACS+ User

Choose your LDAP Server from the © Remote LDAP User
dropdown list.
You will be presented with a list of user
accounts, filtered by the LDAP Filter to © Choose Existing Example. LDAP :
include only common user classes. O Create New h

If you are using a different objectClass to

identify users on your LDAP server, edit

the filter to show them in the list.
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Select the users you want to register as
users on the FortiGate, and select Next.

Confirm that the user information has been
imported properly, and select Done.

Creaﬁng the SSL VPN user
group

Go to User & Device > User > User
Groups, and create an LDAP user group.

Add all of the user accounts imported from
LDAP to the Members list.

If you have already configured user groups
on the LDAP server, you can use the
Remote Groups menu to import them.

Creaﬁng the SSL address
ranges

Go to Firewall Objects > Addresses >
Addresses, and create a new address.

Set the Type to IP Range, and in the
Subnet/IP Range field, enter the range of
addresses you want to assign to SSL VPN
clients. Select Any as the Interface.

Then create another Address for each Subnet
or IP Range within your internal network to
which remote users will connect.

Name SSLVPN_LDAP_group
Type @® Firewall O Fortinet Single Sign-On (FSSQ) O
Members 3 twhite K

Remote groups

@ Add

Example_LDAP

Category @ Address (O IPv6 Address (O Multicast Address
Name LDAP_SSL_range

Color @B [Change]

Type 1P Range -

Subnet / IP Range 10.10.100.100-10.10.100.200

Interface Any -
Category @ Address IPv6 Address Multicast Address
Name Local Network Subnet

Color & [Change]

Type Subnet

Subnet / IP Range 192.168.1.144

Interface Any -
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ConFi?uring the SSL VPN
tunne

Go to VPN > SSL > Portal, and select the
plus icon in the upper right to create a new
SSL Portal configuration.

Enable Tunnel Mode, and enable Split
Tunneling. For the IP Pool, select the
address range you created. Enable Web
Mode, and set the options as desired.

Enable Include Bookmarks, and create a
bookmark to access a internal network PC.
In this example, the bookmark is an RDP
connection, for remote desktop access.

By default, SSL authentication expires
after 28800 seconds (8 hours). This limit
can be changed in the CLI;
config vpn ssl settings

set auth-timeout

Crea‘ring securi+y Policies

You will need to create two policies to handle
web mode and tunnel mode SSL traffic.

Go to Policy > Policy > Policy, and create
a new VPN policy to allow the SSL traffic
through to the internal network.

Set the Incoming Interface to your
Internet-facing interface, your Remote
Address to all, your Local Interface to your
internal network interface, and for the Local
Protected Subnet, select the network
access addresses you created.

Name: LDAP_full_access

Portal Message:  welcome to SSL VPN Service

| SteelBlue |+ }

(8] e
™ Enable Tunnel Mode
# Enable Split Tunneling
IP Pools

Theme:

Page Layout:

[=] LDAP_SSL_range X
Client Options [ Save Password [ Auto Connect [ Always Up (Keep Alive)
™ Enable Web Mode

Applications & yTTp/HTTPS © FTP ™ ROP ™ SMB/CIFS
# SSH ™ TELNET ™ VNC ™ PING
# CITRIX # RDP NATIVE [J Port Forward

# Include Session Info

[ Include Connection Tool

# Include FortiClient Download
[} Include Login History

# Include Bookmarks

(3 Create New
[ Name | Twpe | tocatn | Descripion |

w RDP (1)
RDP_example RDP

192.168.1.144
™ Prompt Mobile Users to Download FortiClient App
™ Allow Multiple Concurrent Sessions For Each User

Policy Type O Firewall @ VPN
Incoming Interface wani
Remote Address £ all

Local Interface portl (Internal)

Local Protected Subnet f=] Local Network Subnet

Authenticating SSL VPN users using LDAP
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Under Configure SSL-VPN Authentication
Rules, select Create New to create a new
rule to govern SSL traffic.

Set the Group to your SSL VPN group,
select your LDAP user as User, and select
your SSL-VPN Portal from the list.

Configure the logging and security profiles as
needed.

Return to the policy list, and select Create
New again, to create the tunnel mode firewall
policy. Leave the Type as Firewall, and the
Subtype as Address.

Set the Incoming Interface to the SSL VPN
tunnel interface. Set the Source Address

to the VPN users address range. Set the
Outgoing Interface to the internal network
interface, and set the Destination Address
to the internal network addresses that SSL
users will need to reach.

Enable NAT, and configure logging and
security policies as needed.

Group(s)
User(s)
Schedule
SSL-VPN Portal
Action
Logging Options
O Mo Log
@ Log Security Events

O Log all Sessions

Security Profiles

@ AntiVirus
OF Web Filter
@™ Application Control
IPS
OF Email Filter
@ DLP Sensor
VoIP
ICAP
Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

# Enable NAT

= SSLVPN_LDAP_group

o twhite x
= always -
LDAP_SSL Portal x
v ACCEPT

default X
default

default X
default

default

default x

default

default

@ Firewall O VPN

@ Address O User Identity O Device Identity
ssl.root (sslvpn tunnel interface)

& LDAP_SSL _range

portl (Internal)

5] Local Network Subnet

_ always -
7 ALL

« ACCEPT -
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Results

Log into the SSL portal using the LDAP user
credentials. The FortiGate will automatically
contact the LDAP server for verification.

The FortiGate unit performs the host check.

After the check is complete, the SSL portal
appears.

{;- Favorites {;‘g
_|@I’ogin | | M- -

Please Login

Name: twhite

Password: ssnsee

|@ HostCheck Plugin - Internet Explorer, optimized for Bing and MSN
= |E1 https://172.20.120.123:10443/remote/hostcheck_install?: mm =] ,O Search the

S Favorites W
‘@Hmchackpmgin | | - v @ P

Performing Host Check...

If you see the yellow warning bar that the hostcheck ActiveX control is not installed or need permission to run,
please click on it to install or run it. Alternatively, if you do not want to install or run the ActiveX control,
the host checking function can be perfromed by a Java applet.

FRERR  Seorch the web (Babyion)

b
| £ Welcometo SSL VPN Service ] fi - B - & - Page~ Safety~ Took~ @~ & 7
Welcome to SSL VPN Service 3 Help il Logout

Time Logged In- twhite (0 hour(s). 2 minute(s). 36 secand(s)) [ Disconnect ]
HTTP Inbound/Outbound Traffic: 0 bytes / 0 bytes Link status: Down
HTTPS Inbound/Outbound Traffic: 0 bytes / 0 bytes N

Bytes sent: 0

[Remotadesktop . T !

Windows server FortiClient SSLVPN offline

Type: HTTP/HTTPS [~

Host:

EFortiClient Windows

DIFortiClient Mac

D FortiClient i0S

Bl EortiClient Android

Authenticating SSL VPN users using LDAP
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Select a bookmark, such as the RDP link, to
begin an RDP session, and connect to a PC
on the internal network.

Go to VPN > Monitor > SSL-VPN to verify
the list of SSL users. The Web Application
description indicates that the user is using
web mode.

Go to Log & Report > Traffic Log >
Forward Traffic to see details about SSL
traffic.

—
/& RDP - Internet Explorer, optimized for Bing and MSN
e —

=8

Launching RDF session...
Connecttor192168.1.114 -1

“Mﬂ

Wed Apr 17 11:41:06 2013

twhite

Subsession

Dst

Received

Sent / Received
Sent

Group

Protocol
Destination Country
roll

Timestamp
Sequence Number
Src Interface
VPN

Level

Src Port

Sub Type
Received Packets

Dst Interface

172.20.120.23

Web Application: RDP 192.168.1.114

192.168.1.114
85391

8.71 KB/ 83.58 KB
8923

N/A

&

Reserved

65289

Wed Apr 17 14:13:11 2013
2700

wanl
sslvpn_web_mode
notice

53712

forward

se

portt

Virtual Domain
Source Country
Duration
Application Details
Service

User

Dst Port
Status

Tran Display
Policy ID

Src

Sent Packets
VPN Type

Log ID

Threat

Date/Time

root
Reserved

36

RDP
[ twhite

3389

noop
11

[ twhite (172.20.120.23)
71

sslvpn

1z

14:13:11 (Wed Apr 17 14:
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In the Tunnel Mode widget, select Connect
to enable the tunnel.

Select the RDP bookmark to begin an RDP
session.

Go to VPN > Monitor > SSL-VPN to verify
the list of SSL users. The Tunnel description
indicates that the user is using tunnel mode.

Connect [ Disconnect l [ Refresh
Link status: Up
Bytes sent: 46865
Bytes received: 118096

FortiClient S5LVPN connected to server

P&TROP ~internet Explorer optmized for Bing. mﬂx@ﬁui

Launching RDP session...

Connectto192.168.1.114 -f

Cuser | Sowcew | begintime | Descri

twhite 172.20.120.23 Wed &pr 17 11:41:06 2013

Subsession

Tunnel IP:10.212.134.200

Authenticating SSL VPN users using LDAP
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SSL and IPsec VPN

Virtual private networks (VPNs) extend a private network across a public network,
typically the Internet. Two types of VPN can be configured with FortiGate unit: SSL
VPN and IPsec VPN.

SSL VPN configuration requires an SSL VPN web portal for users to log into, a
user authentication configuration for SSL VPN users, and the creation of SSL VPN
security policies that control the source and destination access of SSL VPN users.

IPsec supports a similar client server architecture as SSL VPN. However, to support
a client server architecture, IPsec users must install and configure an IPsec VPN
client (such as FortiClient) on their PCs or mobile devices.

This section contains the following examples:

Providing remote users with access using SSL VPN

o Connecting an Android to a FortiGate with SSL VPN

J Configuring SSL VPN with strong authentication using certificates
o Using IPsec VPN to provide communication between offices

o Extra help: IPsec VPN

o Using policy-based IPsec VPN for communication between offices
J Providing secure remote access to a network for an iOS device

o Connecting an Android to a FortiGate with IPsec VPN

J Configuring a FortiGate unit as an L2TP/IPsec server

. Configuring IPsec VPN with a FortiGate and a Cisco ASA

o Creating a VPN with overlapping subnets

o Using redundant OSPF routing over IPsec VPN

The FortiGate Cookbook 5.0.7



\P/r(')\lviding remote users with access using SSL
P

This example provides remote users with access to the corporate network using
SSL VPN and connection to the Internet through the corporate FortiGate unit.
During the connecting phase, the FortiGate unit will also verify that the remote
user’s antivirus software is installed and current.

1. Creating an SSL VPN tunnel for remote users
2. Creating a user and a user group

3. Adding an address for the local network

4

. Adding security policies for access to the Internet and internal
network

5. Setting the FortiGate unit to verify users have current antivirus

software
6. Results
Internet
Remote SSL VPN user
WANI
SSL KOP* { 17220120123
Browsmg

1\

FortiGate

Port 1
19218199/24

~

Internal Network Windows Server
1921681114

Providing remote users with access using SSL VPN

321

X
(@]
(@]
m
X
(@]
(@]
(@)
L
<
)
'_
oc
(@]
L
L
T
'_




Creaﬁng an SSL VPN tunnel
for remote users

Go to VPN > SSL > Portal.
Edit the full-access portal.

The full-access portal allows the use of
tunnel mode and/or web mode. In this
scenario we are using both modes.

Enable Split Tunneling is not enabled
so that all Internet traffic will go through
the FortiGate unit and be subject to the
corporate security profiles.

Select Create New in the Include
Bookmarks area to add a bookmark for a
remote desktop link/connection.

Bookmarks are used as links to internal
network resources.

Name: full-access
Portal Message:  Welcome to SSL VPN Service
Theme: Blue A

Page Layout:

Enable Tunnel Mode

7] Enable Split Tunneling

IP Pools =] SSLVPN_TUNNEL_ADDR1 X

Client Options [7]Save Password []Auto Connect [T Always Up (Keep Alive)
Enable Web Mode

Applications HTTP/HTTPS FTP RDP SMB/CIFS
SSH TELNET VNG PING
CITRIX RDP NATIVE [@] Port Forward

Include Session Info

Include Connection Tool
Include FartiClient Download
Include Bookmarks

@ Create New
e o

Ne matching entries found

Prompt Mobile Users to Download FortiClient App
Allow Multiple Concurrent Sessions For Each User

| View Portal |
Category Remote desktop -
Name Windows server
Type RDP -
Location 192.168.1.114|
Screen Width 1024
Screen Height 768
Logon User

Logon Password

Keyboard Layout English, US -
Description
Full Screen Mode
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Crea‘ring a user and a user

QFOUP
Go to User & Device > User > User
Definition.

Add a remote user with the User Creation
Wizard (in the example, ‘twhite’).

Go to User & Device > User > User
Groups.

Add the user to a user group for SSL VPN
connections.

o Choose User Type

(=) Local User

() Remote RADIUS User

() Remote TACACS+ User

(_) Remote LDAP User

9 Specify Login Credential

User Name twhite
Password ~ sssessss
_—— [T
| €@ choose ser Type ) € Specify Login Credential © Provide Contact Info

Email Address

~ SMS

twhite @example.com

actinfo > @ rrovide Extra Info

Phone Number 555555555
Service Type FortiGuard Messaging Service s
) | > I cancel
[ choose user Type @ specty Login Credential P @ Provice
# Enable

Two-factor Authentication

User Group

Name  sslvpn_group

Type @ Firewall

Available Users

) Fortinet Single Sign-On (FS50) ) Guest

Members

RADIUS Single Sign-On (RSS0)

- Local Users -
guest

»

twhite

Q

@ - Local Users - -

Providing remote users with access using SSL VPN
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Adding an address for the
local network

Go to Firewall Objects > Address >
Addresses.

Add the address for the local network. Set
Type to Subnet, Subnet/ IP Range to the
local subnet, and Interface to an internal
port.

olicies for

Addm securn’rr
nternet and

access o the
internal network

Go to Policy > Policy > Policy.

Add a security policy allowing access to
the internal network. Set Type to VPN and
Subtype to SSL-VPN.

If your FortiGate unit does not have the
Policy-based IPsec feature turned on, you
will only have to set Policy Type to VPN.

Set Incoming Interface to your Internet-
facing interface, Local Interface to an
internal port and Local Protected Subnet
to the address for the local network. Create
a new Authentication Rule to allow the
remote user group access.

Category @ Address IPv6 Address Multicast Address
Name Local LAN

Color [E [Change]

Type Subnet -
Subnet / IP Range 192.168.1.0/255.255.255.0

Interface portl -
Show in Address List

Comments Write a comment... 0/255
Palicy Type ) Firewall @ VPN

Paolicy Subtype ) IPsec @ SSL-VPN

Incoming Interface wani -
Remote Address = all (¥
Local Interface portL -

Local Protected Subnet [=] Local LAN ¥

[T S5L Client Certificate Restrictive

Cipher Strength Any -

Configure SSL-VPN Authentication Rules
@ Create New

User/Group Schedule | UTM Security | SSL-VPN Portal |Logging

5 sslvpn_group ALL

3 twhite always full-access & v ACCEPT
Y ANY ALL always - (%) @ DENY
Tags
Applied tags
Add tag
Comments Write 3 comment... 0/1023

324

The FortiGate Cookbook 5.0.7



Add a second security policy allowing access
to the Internet.

For this policy, Incoming Interface is ss/vpn
tunnel interface and Outgoing Interface is
your Internet-facing interface.

SeHing the FortiGate
unit 1o verify users have
current antivirus software

Go to System > Status > Dashboard.

In the CLI Console widget, enter the
commands on the right to enable the host to
check for compliant antivirus software on the
remote user’s computer.

Results

Log into the portal using the credentials you
created in step two.

Policy Type @ Firewall ) VPN
Policy Subtype @ Address ) User Identity () Device Identity
Incoming Interface sslvpn tunnel interface -
Source Address ¥ SSLVPN_TUNNEL_ADDR1 W
Qutgoing Interface wanl -
Destination Address =] all w
Schedule [T always -
Service B ALL W
Action v ACCEPT -
Enable NAT

@ Use Destination Interface Address [] Fixed Port

0 Use Dynamic IP Pool Click to add...

) Use Central NAT Table

# config vpn ssl web portal
{portal) # edit full-access
{full-mccess) # set host-check av

{full-access) # end

t ]

/€ 1ogin - Int

i for Bing and MSN

{“f Favorites {:‘3
| & login

= BB -

Please Login

Name: twhite
Password: ssnsee

Providing remote users with access using SSL VPN 325
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The FortiGate unit performs the host check.

After the check is complete, the portal
appears.

Select the bookmark Remote Desktop link
to begin an RDP session.

Go to VPN > Monitor > SSL-VPN to verify
the list of SSL users. The Web Application
description indicates that the user is using
web mode.

/€ HostCheck Plugin - Internet Explorer, optimized for Bing and MSN
- |E_ https://172.20.120.123:10443/ remote/hostcheck _install’: I8 Certificate Error | 1 | 9| X | | /2 Search the
¢ Favorites )
| @ vosicheck Plugin [ | th -8B -2 &~

Performing Host Check...

If you see the yellow warning bar that the hostcheck ActiveX control is not installed or need permission to run,
please click on it to mstall or run it. Alternatively, if you do not want to mstall or run the ActiveX control,
the host checldng function can be perfromed by a Java applet.

I 2 searen the web 8abyton)

oy Favorites 55

| & welcome to SsL VPN Service: [ v B v @ v Pager Safetyv Tookv @v & 7

Welcome to SSL VPN Service 2 Help g Logout

Time Logged In: twhite (0 hour(s), 2 minute(s), 35 secand(s)) Disconnect

HTTP Inbound/Outbound Traffic: 0 bytes / 0 bytes

Link statt D
HTTPS Inbound/Outbound Trafic: 0 bytes / 0 bytes ink status own
Bytes sent: 0
Bytes received 0
e e
Windows server FortiClient SSLVPN offine

Type
Host:

;
]

Ed FortiClient Windows
FortiClient Mac
FortiClient i0S

[ FortiClient Android

1% RDP - Interet Explorer, optmized for mng an mb@u'

Launching RDF session...

Connectto192.168.1.114 -1

|__No._| user | SourcelP | __BeginTime | Desd
1

twhite 172.20.120.23 Wed Apr 17 11:41:06 2013
Subsession Web Application:RDP 192.168.1.114
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Go to Log & Report > Traffic Log >
Forward Traffic and view the details for the
SSL entry.

In the Tunnel Mode widget, select Connect
to enable the tunnel.

Select the bookmark Remote Desktop link
to begin an RDP session.

Go to VPN > Monitor > SSL-VPN to verify
the list of SSL users.

The tunnel description indicates that the user
is using tunnel mode.

Dst

Received

Sent / Received
Sent

Group

Protocol

192.168.1.114

85591

8.71 KB/ 83.58 KB

8923

N/A

&

Destination Country FReserved

roll

Timestamp

65389

Wed Apr 17 14:13:11 2013

Sequence Number 2700

Src Interface
VPN

Level

Src Port

Sub Type
Received Packets

Dst Interface

wanl
sslvpn_web_mode
notice

53712

forward

L=

portl

Virtual Domain root
Source Country Reserved
Duration 36

Application Details

Service
User

Dst Port
Status

Tran Display
Policy ID
Src

Sent Packets
VPN Type
Log ID
Threat

Date/Time

RDP
[ twhite

3383

noop
11
[ twhite (172.20.120.23)
71

sslvpn

14:13:11 (Wed Apr 17 14:

— —
/€ RDP - Internet Explorer, optimized for Bing and MSN
L —

Link status: Up
Bytes sent: 46865
Bytes received: 118096
FortiClient SSLVPN connected to server
—-:IHE- |

Launching RDP session...

Connectto192.168.1.114 -f

[Cuser | Souwrcel | BeginTime | Descr

twhite 172.20.120.23

Subseszzion

Wed Apr 17 11:41:06 2013

Tunnel IP:10.212.134.200

Providing remote users with access using SSL VPN
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Go to Log & Report > Traffic Log >
Forward Traffic and view the details for the
SSL entry.

Go to Log & Report > Traffic Log >
Forward Traffic.

Internet access occurs simultaneously
through the FortiGate unit.

Select an entry to view more information.

Dst
Received

Sent [ Received
Sent

Group

Protocol
Destination Country
roll

Timestamp
Sequence Number
Src Interface

VPN

Level

Sre Port

Sub Type

Received Packets

Dst Interface

D Refresh

05

2 14:26:04
3 14:26:04
4 14:26:03
5  14:25:57
6 14:25:44
7 14:25:40
8 14:25:40
9 14:25:40

Dst

Received

Src NATIP

Duration

Src NAT Port

Service

Destination Country
roll

Timestamp
Sequence Number
Src Interface

Sent Packets

Src Port

Sub Type

Received Packets

Dst Interface

@ Download Raw Log

[+ |~ oate/vime[ Src nterface | st nterface

192.168.1.114
226664

54.36 KB / 319.01 KB
55665

NfA

[

Reserved

65389

Wed Apr 17 14:17:15 2013
3618

wanl
sslvpn_web_mode
notice

53820

forward

407

unknown-0

ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanil

= 66.171.121.34 (fortinet.com)

938
172,20.120.123
17

54165

HTTE

United States
65289

Wed Apr 17 14:26:03 2013
2096

ssl.root

5

54165

forvard

5

vanl

Virtual Domain root
Source Country Reserved
Duration 83
Application Details

Service RDP
User Il twhite
Dst Port 3289
Status v

Tran Display noop
Policy ID 11

Src

Sent Packets 329

VPN Type sslvpn
Log ID 1z
Threat

Date/Time

2.1
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200

®

=

=S

i1

Il twhite (172.20.120.23)

14:17:15 (Wed Apr 17 14:17:15 2013)

74.125.1

173.194.77.54
173.154.43.79
66.171.121.34 (fortinet.c
74.121.50.17 (www.page
208.91.113.212

192.168.55.30

192.168.55.30

192.168.55.30

Virtual Domain root

Source Country Reserved
Sent / Received S35E/938 B
Sent 535
Application Details

Protocol s

Dst Port 80

Status close

Tran Display snat

Policy ID g

Src 10.212.134.200
Level notice

Log ID 12

Threat

Date/Time

14:26:03 (Wed Apr 17 14:26:03 2013)
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Sgnnec‘ring an Android to a FortiGate with SSL

This recipe describes how to provide a group of remote Android users with secure,
encrypted access to the network using FortiClient and SSL VPN.

You must download the FortiClient application from the Play Store and install it on your Android device. Refer to the
FortiClient for Android QuickStart Guide. This recipe was tested using Android version 4.3.

1. Creating an SSL VPN tunnel for remote users
Creating a user and a user group

Adding an address for the network

0D

Adding security policies for access to the Internet and
internal network

o

Configuring the tunnel on FortiClient for Android
6. Results

WANI
||| |7220m013 .~ B (fe
(Internet ) SSL VPN)

FortiGate

Por+t |
192168199/24

3

Internal Network

Remote User
(Android + FortiClient)
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Creaﬁng an SSL VPN tunnel
for remote users

Go to VPN > SSL > Portal.
Edit the full-access portal.

The full-access portal allows the use of
tunnel mode and/or web mode. In this
scenario we are using both modes.

Enable Split Tunneling is not enabled
so that all Internet traffic will go through
the FortiGate unit and be subject to the
corporate security profiles.

Select Create New in the Include
Bookmarks area to add a bookmark for a
remote desktop link/connection.

Bookmarks are used as links to internal
network resources.

Name: full-access
Portal Message:  Welcome to SSL VPN Service
Theme: Blue A

Page Layout:

Enable Tunnel Mode

7] Enable Split Tunneling

IP Pools =] SSLVPN_TUNNEL_ADDR1 X

Client Options [7]Save Password []Auto Connect [T Always Up (Keep Alive)
Enable Web Mode

Applications HTTP/HTTPS FTP RDP SMB/CIFS
SSH TELNET VNG PING
CITRIX RDP NATIVE [@] Port Forward

Include Session Info

Include Connection Tool
Include FartiClient Download
Include Bookmarks

@ Create New
e o

Ne matching entries found

Prompt Mobile Users to Download FortiClient App
Allow Multiple Concurrent Sessions For Each User

| View Portal |
Category Remote desktop -
Name Windows server
Type RDP -
Location 192.168.1.114|
Screen Width 1024
Screen Height 768
Logon User

Logon Password

Keyboard Layout English, US -
Description
Full Screen Mode
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Crea’ring a user and a user 2 3

@ Local User

erOUP () Remote RADIUS User

() Remote TACACS+ User

Go to User & Device > User > User © Remote LDAP User
Definition.

Next > Cancel

Add a remote user with the User Creation 5
Wizard (in the example, ‘twhite’). User Name twhite

Password ~ sesessss

© crose v e @ sty Logn crse ;

Email Address twhite @example.com
™ SMS
Phone Number 555555555
Service Type FortiGuard Messaging Service h

< Back j;‘.:!w '.'Jja:dj
@ Choose User Type @ Specify Login Credential ) @ Provide Contact Info

# Enable

") Two-factor Authentication

() User Group

Go to User & Device > User > User Name  sslvpn_graup
G Type @ Firewall ) Fortinet Single Sign-On (FS50) ) Guest RADIUS Single Sign-On (RSS0O)
roups' Available Users Members
- Local Users - - 6 - Local Users - -
Add the user to a user group for SSL VPN guest twhite

Q

connections.
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Adding an address for the
network

Go to Firewall Objects > Address >
Addresses.

Add the address for the local network. Set
Type to Subnet, Subnet/ IP Range to the
local subnet, and Interface to an internal
port.

olicies for

Addm securn’rr
nternet and

access o the
internal network

Go to Policy > Policy > Policy.

Add a security policy allowing access to
the internal network. Set Type to VPN and
Subtype to SSL-VPN.

If your FortiGate unit does not have the
Policy-based IPsec feature turned on, you
will only have to set Policy Type to VPN.

Set Incoming Interface to your Internet-
facing interface, Local Interface to an
internal port and Local Protected Subnet
to the address for the local network. Create
a new Authentication Rule to allow the
remote user group access.

Category @ Address IPv6 Address Multicast Address
Name Local LAN

Color [E [Change]

Type Subnet -
Subnet / IP Range 192.168.1.0/255.255.255.0

Interface portl -
Show in Address List

Comments Write a comment... 0/255
Palicy Type ) Firewall @ VPN

Paolicy Subtype ) IPsec @ SSL-VPN

Incoming Interface wani -
Remote Address = all (¥
Local Interface portL -

Local Protected Subnet [=] Local LAN ¥

[T S5L Client Certificate Restrictive

Cipher Strength Any -

Configure SSL-VPN Authentication Rules
@ Create New

User/Group Schedule | UTM Security | SSL-VPN Portal |Logging

5 sslvpn_group ALL

3 twhite always full-access & v ACCEPT
Y ANY ALL always - (%) @ DENY
Tags
Applied tags
Add tag
Comments Write 3 comment... 0/1023
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Add a second security policy allowing access
to the Internet.

For this policy, Incoming Interface is ss/vpn

Policy Type
Policy Subtype
Incoming Interface

Source Address

@ Firewall ) VPN

@ Address () User Identity () Device Identity

=sslypn tunnel interface

¥ SSLVPN_TUNMNEL_ADDRL L¥)
tunnel interface and Outgoing Interface is Outgoing Interface wanl -
your Internet-facing interface. Destination Address Eal o
Schedule [T always -
Service O ALL W
Action « ACCEPT -
Enable NAT
@ Use Destination Interface Address  [| Fixed Port
) Use Dynamic IP Pool Click to add...
) Use Central NAT Table
FortiClient™for Android @ Foriclont :
Open FortiClient on your Android device and
press Settings. & FortiClient
SSL VPN settings
Tunnel name
Fortinet
. Server 3
Fortinet °
Port 3
Username D)
Password :
Savin_g account passwords is not a recommended \ )
secunt’ ractice
i
Certificate e
X.509 certificate in PKCS12 format
Check server certificate 3
Disabled -
CA server certificate 3
X.509 CA server certificate in .cer file
Connecting an Android to a FortiGate with SSL VPN 333



Select Server to configure the server
address.

If you changed the default SSL VPN port in
the FortiGate, you must also change the
Port setting on the Android device.
Otherwise, leave the port as default.

Next, enter the Username and Password
that you configured on the FortiGate.

Return to the main screen and press the
Connect button.

Confirm the server connection and press the
Login button.

Server

OK Cancel

Username

oK Cancel

Password
OK Cancel

Login Fortinet

twhite

I Lagin | Cancel
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FortiClient attempts to establish an SSL VPN
tunnel with the FortiGate.

Once the SSL VPN tunnel is active,
FortiClient shows the remote and local
endpoints, and the duration of the current
session.

With the tunnel active, the Android user can
start their phone’s mail client or web browser
and see content on the protected network.

To close the tunnel, press the Disconnect
button.

On the FortiGate, verify the connection by
navigating to VPN > Monitor > SSL-VPN
and verify the list of SSL users.

The tunnel description indicates that the user
is using tunnel mode.

& FortiClient -

& FortiClient :

Connecting to Fortin

Fortinet
Current Session: 0:02
Remote: 172.20.120.81
Local: 10.212.134.200

[“user | sourcetr | poginTime | Description _

twhite 172.20.120.23 Wed Apr 17 11:41:06 2013
Subsession Tunnel IP:10.212.134.200
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Go to Log & Report > Traffic Log >
Forward Traffic and view the details for the
SSL entry.

Go to Log & Report > Traffic Log >
Forward Traffic.

Internet access occurs simultaneously
through the FortiGate unit.

Select an entry to view more information.

Dst
Received

Sent [ Received
Sent

Group

Protocol
Destination Country
roll

Timestamp
Sequence Number
Src Interface

VPN

Level

Sre Port

Sub Type

Received Packets

Dst Interface

D Refresh

05

2 14:26:04
3 14:26:04
4 14:26:03
5  14:25:57
6 14:25:44
7 14:25:40
8 14:25:40
9 14:25:40

Dst

Received

Src NATIP

Duration

Src NAT Port

Service

Destination Country
roll

Timestamp
Sequence Number
Src Interface

Sent Packets

Src Port

Sub Type

Received Packets

Dst Interface

@ Download Raw Log

[+ |~ oate/vime[ Src nterface | st nterface

192.168.1.114
226664

54.36 KB / 319.01 KB
55665

NfA

[

Reserved

65389

Wed Apr 17 14:17:15 2013
3618

wanl
sslvpn_web_mode
notice

53820

forward

407

unknown-0

ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanl
ssl.root wanil

= 66.171.121.34 (fortinet.com)

938
172,20.120.123
17

54165

HTTE

United States
65289

Wed Apr 17 14:26:03 2013
2096

ssl.root

5

54165

forvard

5

vanl

Virtual Domain root
Source Country Reserved
Duration 83
Application Details

Service RDP
User Il twhite
Dst Port 3289
Status v

Tran Display noop
Policy ID 11

Src

Sent Packets 329

VPN Type sslvpn
Log ID 1z
Threat

Date/Time

2.1
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200
10.212.134.200

®

=

=S

i1

Il twhite (172.20.120.23)

14:17:15 (Wed Apr 17 14:17:15 2013)

74.125.1

173.194.77.54
173.154.43.79
66.171.121.34 (fortinet.c
74.121.50.17 (www.page
208.91.113.212

192.168.55.30

192.168.55.30

192.168.55.30

Virtual Domain root

Source Country Reserved
Sent / Received S35E/938 B
Sent 535
Application Details

Protocol s

Dst Port 80

Status close

Tran Display snat

Policy ID g

Src 10.212.134.200
Level notice

Log ID 12

Threat

Date/Time

14:26:03 (Wed Apr 17 14:26:03 2013)
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ConPl urlng SSL VPN with s’rrong authentication
usmg certificates

The FortiGate unit can require SSL VPN users to authenticate using a certificate.
Similarly, the client can require the FortiGate unit to authenticate using a certificate.
The client browser must have a local certificate installed, and the FortiGate unit
must have the corresponding CA certificate installed.

This example includes requiring client authentication as well as enabling FortiGate
unit authentication.

This example assumes that the correct CA certificate is installed on the FortiGate, and that the client browser has a
corresponding local certificate.

1. Creating an SSL VPN tunnel for remote users
2. Creating a user and a user group

3. Adding an address for the local network

4

. Adding security policies for access to the Internet and
internal network

o

Configuring the SSL VPN server certificate
6. Results

Remote SSL VPN user

Internet

Client certificate
stored in browser

WANI A
Internal Network 17220120123 | Certificates

Joojon

loojon
19 ooy
olootioos

Port | |FortiGate| Certificate Authority <<
192168199/24 stored in FortiGate
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Creaﬁn@ an SSL VPN tunnel
for remote users

Go to VPN > SSL > Portal.
Edit the full-access portal.

The full-access portal allows the use of
tunnel mode and/or web mode. In this
example you will use both modes.

Enable Split Tunneling is not enabled
so that all Internet traffic will go through
the FortiGate unit and be subject to the
corporate security profiles.

Crea’ring a user and a user

QI’OUP

Go to User & Device > User > User
Definition.

Add a remote user with the User Creation
Wizard (in the example, ‘twhite’).

Name: full-access

Portal Message:  Welcome to SSL VPN Service

Theme: Blue

Page Layout:

Enable Tunnel Mode
7] Enable Split Tunneling

IP Pools

-

F=] SSLVPN_TUNNEL_ADDR1 x| Q

Client Options [ Save Password [|Auto Connect [ Always Up (Keep Alive)
Enable Web Mode

Applications HTTP/HTTPS FTP RDP SMB/CIFS
SSH TELNET VNC PING
CITRIX RDP NATIVE [¥] Port Farward

Include Session Info
Include Connection Tool
Include FortiClient Download

o Choose User Type 2

@ Local User
() Remote RADIUS User

() Remote TACACS+ User

() Remote LDAP User

Next > :mn_'j

o Choose User Type 9 Specify Login Credential 3

User Name

Password

twhite

Next > :ﬂu::]

© Croccevor e 0 spayLoon e —

Email Address
@ sms
Phone Number

Service Type

twhite @example.com

555555555

FortiGuard Messaging Service -

xt > '_u:.-.'j

™ Enable

[ Two-factor Authentication

) User Group

Done.
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Go to User & Device > User > User
Groups.

Add the user to a user group for SSL VPN
connections.

Addmg an address for the
local network

Go to Firewall Objects > Address >
Addresses.

Add the address for the local network. Set
Type to Subnet, Subnet/ IP Range to the
local subnet, and Interface to an internal
port.

olicies for

Addln securl’rr
nternet and

access 1o the
internal network

Go to Policy > Policy > Policy.

Add a security policy allowing access to
the internal network. Set Type to VPN and
Subtype to SSL-VPN.

Set Incoming Interface to your Internet-
facing interface, Local Interface to an
internal port and Local Protected Subnet
to the address for the local network.

Create a new Authentication Rule to allow
the remote user group access.

Enable SSL Client Certificate Restrictive.

Name  sslvpn_group

Type @ Firewall ) Fortinet Single Sign-On (FSSO) ) Guest RADIUS Single Sign-On (RSSO)

Available Users Members
- Local Users - - - Local Users -
guest @ twhite
Category @ Address IPv6e Address Multicast Address
Name Local LAN
Color £l [Change]
Type Subnet -
Subnet / IP Range 192.168.1.0/255.255.255.0
Interface portl -
Show in Address List
Comments Write a comment... 0/255
Policy Type ©) Firewall @ VPN
Policy Subtype ) IPsec @ SSL-VPN
Incoming Interface wani -
Remote Address £ all o
Local Interface port1 -
Local Protected Subnet [=] Local LAN ¥

I SSL Client Certificate Restrictivel

Cipher Strength Any -

Configure SSL-VPN Authentication Rules
@ Create New

User/Group m UTM Security | SSL-VPN Portal | Logging

T sslvpn_group
twhite

I
L ANY ALL

ALL always full-access ] v ACCEPT

always s (%] @ DENY
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You must enable the SSL Client

Certificate Restrictive checkbox
or certificates will not be required for the
tunnel.

Add a second security policy allowing access
to the Internet.

For this policy, Incoming Interface is ssivpn
tunnel interface and Outgoing Interface is
your Internet-facing interface.

ConFigurin the SSL VPN

server certificate
Go to VPN > SSL > Config.

Select the desired server certificate and
enable Require Client Certificate.

You must enable the Require Client

Certificate checkbox or certificates
will not be required for the tunnel.

Optionally, set the Encryption Key
Algorithm, Idle Timeout, and Login Port
as desired.

Results

On the remote client, attempt to connect to
the SSL VPN tunnel using a web browser or
FortiClient.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

Enable NAT

@ Firewall ) VPN
@ Address 1 User Identity () Device Identity

sslvpn tunnel interface -

Y SSLVPN_TUNMNEL_ADDR1 L)
wanl -
= all v
[0 always -
2 ALL (¥
v ACCEFT -

@ Use Destination Interface Address [] Fixed Port

) Use Dynamic IP Pool

) Use Central NAT Table

IP Pools

Server Certificate

Require Client Certificate
Encryption Key Algorithm

Idle Timeout

Login Port

Click to add...

SSLWPN_TUNNEL_ADDR1 )

Fortinet_CA_ SSLProxy -
High - AES(128/256 bits) and 3DES
@ Default - RC4(128 bits) and higher
Low - RC4(64 bits), DES and higher
300 (seconds)

10443

[T Allow Endpoint Registration (Tunnel Mode Only)
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USing a web browser

Enter the tunnel IP into your web browser’s
address bar.

If the client certificate has not yet been
installed in the browser, you will be prompted
by a warning message.

If you are absolutely certain that this is the
IP you wish to connect to, click Proceed
anyway to accept the certificate. Otherwise,
click Back to safety (these options may
vary from browser to browser).

Once the browser acknowledges the
FortiGate certificate, you will be presented
with a web portal login screen.

Enter the username and password
associated with the VPN and click Login.

The web portal opens and displays the
session information and any bookmarks that
may have been assigned.

Use this portal to connect to the SSL VPN
tunnel. Under Tunnel Mode, click Connect.

The connection is successful when the Link
status is ‘Up’ and traffic flows.

This is probably not the site you are looking for!

P

You attempted to reach 209.87.254.222. but instead you actually reached a server identifying itself as
FGT1KC3912801463. This may be caused by a misconfiguration on the server or by something maore serious.
An attacker on your network could be trying to get you to visit a fake {and potentially harmful} version of
209.87.254.222.

You should not proceed, especially if you have never seen this wamning before for this site.

[ Proceed anyway ] [ Back to safety ]

P Help me understand

Please Login
Name: twhite
Password: sasnns

Welcome to SSL-VPN Service % Help ﬂ-‘- Logout

Time Logged In:
HTTP Inbound/Cutbound Traffic:
HTTPS Inbound/Outbound Traffic:

psheng (0 hour(s), 0 minute(s), 41 second(s))
0 bytes / 0 bytes
0 bytes / 0 bytes

|ConnectionTool
Type: HTTP/HTTPS ~
Host:

[0 FortiClient i0S
[ FortiClient Android

Link status: Up
Bytes sent: 21845
Bytes received: 16322
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Using FortiClient

Open the FortiClient application and create a
new SSL VPN connection.

When connecting to this tunnel the first time,
you are presented with a security alert asking
whether or not to trust the certificate.

To install the certificate permanently, click
View Certificate > Install Certificate.

Follow the Certificate Import Wizard. Click
Next.

#=# FortiClient =

File Help

(1)

" FE3RATINET.
Attention

Virus Protection is disabled
2 | W

A secure connection with this site cannot be verified. Would you still ke
to proceed?

The certfficate you are viewing does not match the name of the site you
are trying to view.

Yes ] [ No ] [ View Cerficate [ More Info

Status: 0%

Disconnect

G } Setup Endpoint Registration over VPN i c‘_@_.; \@,

' Welcome to the Certificate Import
Wizard

P This wizard helps you copy certificates, certificate trust
= lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network:
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

[ Mext = ] [ Cancel

< Back
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When the wizard asks you which store
to place the certificate in, browse to and
select the Trusted Root Certification
Authorities store.

Click Next, confirm the import options, and
click Finish. The wizard will inform you that
the certificate imported successfully.

Click OK until you are back at the security
alert and click Yes.

The tunnel should now activate.

The next time you connect to this tunnel you
won’t need to reimport the certificate, unless
of course you imported it incorrectly the first
time.

' Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

,

ri“l This page requires a securs connection which includes
?. server authentication.

The Certificate lssuer for this site is untrusted or
unknown. Do you wish to proceed?

L Yes J ’ HNo ] ’ View Certificate ] ’ More Infa
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Using IPsec VPN to provide communication
between offices

This example provides secure, transparent communication between two FortiGates
located at different offices using route-based IPsec VPN. In this example, one office
will be referred to as HQ and the other will be referred to as Branch.

1. Configuring the HQ IPsec VPN
Adding firewall addresses for the local and remote LAN on HQ
Creating an HQ security policy and static route

Configure the Branch IPsec VPN Phase 1 and Phase 2
settings

> @D

o

Add Branch firewall addresses for the local and remote LAN

6. Create a branch IPsec security policy and static route

7. Results
WANI WANI
17220120123 ﬁ\ 1722012022
IPsec \_ Internet )
Port 1
192181.99/24 1010.1.99/24

Internal Internal
Network (HQ) Network (Branch)
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Conﬁiguring the HQ's IPsec
VPN

On the HQ FortiGate, go to VPN > IPsec >
Auto Key (IKE).

Select Create Phase 1. Set IP Address
to the IP of the Branch FortiGate, Local
Interface to the Internet-facing interface,
and enter a Pre-shared Key.

Name To_Branch_Net

Comments Write a comment 0/255

Remote Gateway Static IP Address

IP Address 172.20.120.22

Local Interface wanl

Mode 7 Aggressive @ Main (ID protection)
Authentication Method  preshared Key -

Pre-shared Key

Peer Options
@ Accept any peer ID

-8B E

IKE Version @102
Mode Canfig ]
Local Gateway IP 5 Main Interface IP Specify |0.0.0.0
P1 Proposal
1 - Encryption 3DES - Authentication SHA1 -
2 - Encryption AES128 - Authentication SHA1
DH Group 10 2@ s 140
Keylife 28800 (120-172800 seconds)
Local ID (optional)
XAUTH @ Disable “1Enable as Client Enable as Server
NAT Traversal Enable
Keepalive Freguency 10 (10-900 seconds)
Dead Peer Detection Enable

Using IPsec VPN to provide communication between offices
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Now select Create Phase 2, set it to use
the new Phase 1, and expand the Advanced
options.

Specify Source address as the HQ subnet
and Destination address as the Branch
subnet.

Adding firewall addresses
for the local and remote
LAN on HQ

Go to Firewall Objects > Address >
Addresses.

Create a local address. Set Type to Subnet,
Subnet/IP Range to the HQ subnet, and
Interface to an internal port.

Name

Comments

Phase 1
Advanced... |

P2 Proposal

Keylifa:

Autokey Keep Alive

Auto-negotiate

Quick Mode Selector

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Write a comment

To_Branch_Net_Phase?

0/255

To_Branch_Net

1- Encryption: 3DES ~ Authentication: SHA1 -

2- Encryption: AES128 v Authentication: SHA1 - BB
Enable replay detection
Enable perfect forward secrecy (PFS).
DHGroup 1) 20 5@ 14 )
Seconds - 1800 (Seconds) 5120 (KBytes)
[] Enable
[7] Enable
Source address O Specify  192.168.1.0/24
O Select Address----—- -
Source port 0
Destination address ) Specify 10.10.1.0/24
© Select . Address--—-——-- -

Destination port 0
Protocol 0

@ Address IPvE Address Multicast Address

Local LAN

= [Change]

Subnet -

192.168.1.0/255.255.255.0

portl -

Write a comment 0/255
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Create a remote LAN address. Set Type to

Category @ Address IPv6 Address Multicast Address
Subnet, Subnet/IP Range to the Branch Name Remote LAN
subnet, and Interface to the VPN Phase 1. Color & [Change]
Type Subnet -
Subnet / IP Range 10.10.1.0/255.255.255.0
Interface To_Branch_Net -
Show in Address List
Comments Write a comment 0/255
Go to Policy > Policy > Policy. Policy Type @ Firewall © SSL-VPN
Policy Subtype @ Address () User Identity () Device Identity
Create a policy for outbound traffic. Set Incoming Interface port1 ¥
Incoming Interface to an internal port, Source Address £l Local LAN o
Qutgoing Interface
Source Address to the local address, o ToBranch et v
] Destination Address [=] Remote LAN (¥
Outgoing Interface to the VPN Phase 1, Schedule ey -
and Destination Address to the remote Service AAL o
LAN address. Action v ACCEFT -
7] Enable NAT
Create a second policy for inbound traffic. Policy Type © Firewall © SSL-VPN
Set Incoming Interface tO the VPN phase Policy Subtype @ Address () User Identity () Device Identity
Incoming Interface h
1, Source Address to the local address, oorce Adcene To_franch et ~
. . f=] Remote LaN W
Outgoing Interface to an internal port, and Outgoing Interface ot o
Destination Address to the local address. Destination Address ] Local LAN ¥
Schedule J always -
Service o ALL w
Action « ACCEPT -
[7] Enable NAT
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Go to Router > Static > Static Routes.

Create a route for IPsec traffic, setting
Device to the VPN Phase 1.

If the Router menu is not visible, go to
System > Config > Features to ensure
that Advanced Routing is turned on.

Confi uring the Branch's
IPsec VPN

One the Branch FortiGate, Go to VPN >
IPsec > Auto Key (IKE).

Select Create Phase 1. Set IP Address to
the IP of the HQ FortiGate, Local Interface
to the Internet-facing interface, and enter the
same Pre-shared Key used previously.

Destination IP/Mask  10.10.1.0/255.255.255.0

Device To_Branch_Net -
Distance 5 (1-255, Default=10)
Priority 0 (0-4294967295)
Comments Write 3 comment 0/255
Name To_HQ_Net
Comments Write a comment 0/255
Remote Gateway Static IP Address
IP Address 172.20.120.123
Local Interface wanil -
Mode Aggressive @ Main (ID protection)

Authentication Method  preshared Key
Pre-shared Key

-

Peer Options

@ Accept any peer ID

IKE Version @ 1 2

Mode Config

Local Gateway IP Main Interface [P Specify 0.0.0.0
P1 Proposal

1 - Encryption 3DES - Authentication SHA1 -
2 - Encryption AES128 -~  Authentication sHa1 ~ EH E

DH Group 1 2 S5 14
Keylife 28800 (120-172800 seconds)
Local ID (optional)
XAUTH @ Disable Enable as Client Enable as Server
NAT Traversal 7| Enable
Keepalive Frequency 10 (10-900 seconds)
Dead Peer Detection ¥| Enable
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Now select Create Phase 2, set it to use
the new Phase 1, and expand the Advanced
options.

Specify Source address as the Branch
subnet and Destination address as the HQ
subnet.

Adding Firewall addresses

For the local and remote
LAN on HQ

Go to Firewall Objects > Address >
Addresses.

Create a local address. Set Type to Subnet,
Subnet/IP Range to the Branch subnet,
and Interface to an internal port.

Name To_HQ_Net_Phase2

Comments \yrite 3 comment 0/255

Phase 1 To_HQ_Net

Advanced... |

P2 Proposal 1- Encryption: 3DES  ~ Authentication: SHA1
2- Encryption: AES128 - Authentication: SHA1
Enable replay detection
Enable perfect forward secrecy (PFS).

DHGroup 10 20 5@ 14 0

Keylife: Seconds v 1800 (Seconds) | 5120

Autokey Keep alive  [7] Enable

Auto-negotiate [7] Enable

(KBytes)

Quick Mode Selector  gSource address © Specify  10.10.1.0/24
O Select Address
Source port 0
Destination address () Specify 192.168.1.0/24
O Select Address
Destination port 0
Protocol 0
Category @ Address IPvG Address Multicast Address
Name Local LAN
Calor £l [Change]
Type Subnet i

Subnet / IP Range
Interface
Show in Address List

Comments

10.10.1.0/255.255.255.0

lan

Write a comment

0/255
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Create a remote LAN address. Set Type
to Subnet, Subnet/IP Range to the HQ
subnet, and Interface to the VPN Phase 1.

Creating an HQ securit
Policy and static route.

Go to Policy > Policy > Policy.

Create a policy for outbound traffic. Set
Incoming Interface to an internal port,
Source Address to the local address,
Outgoing Interface to the VPN Phase 1,
and Destination Address to the remote
LAN address.

Create a second policy for inbound traffic.
Set Incoming Interface to the VPN

phase 1, Source Address to the local
address, Outgoing Interface to an internal
port, and Destination Address to the local
address.

Category

Name

Color

Type

Subnet / IP Range

Interface

Show in Address List

Comments

Policy Type

Paolicy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

Paolicy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

@ Address IPvE Address
Remote LAN

= [Change]

Subnet

192.168.1.0/255.255.255.0

To_HGQ MNet
Write a comment
@ Firewall ) S5L-VPN
@ Address ) User Identity
lan
[=] Local LAN
To_HQ_ Met

5] Remote LAN
J always
Y ALL

" ACCERT

@ Firewall ) S5L-VPN

@ Address
To_HQ_Met

{=] Remote LAN
lan

£=] Local LAN

7 always

7 ALL

v' ACCEPT

User Identity

Multicast Address

0/255

Device Identity

Device Identity

€ € O (¢

C 0 CC
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Go to Router > Static > Static Routes.

Create a route for IPsec traffic, setting
Device to the VPN Phase 1.

Results

Go to VPN > Monitor > IPSec Monitor to
verify the status of the VPN tunnel. It should
be up.

A user on either of the office networks should
be able to connect to any address on the
other office network transparently.

From the HQ FortiGate unit go to Log &
Report > Traffic Log > Forward Traffic to
verify that both inbound and outbound traffic
is occurring.

To verify traffic on the Branch FortiGate unit
as well, go to Log & Report > Traffic Log >
Forward Traffic.

Destination IP/Mask  192,168.1.0/255.255.255.0

Device To_HQ_MNet A
Distance 3 (1-255, Default=10)
Priarity 0 (0-4294967295)
Comments

Write a comment...

O Bring Down 2232 B

To_Branch_Net

2  15:17:43
3 15:17:32

portl
To_Branch_Net

1 192.168.1.116
2 15:10:12 192.168.1.116
3 15:07:47 10.10.1.200
4 15:05:45 10.10.1.200
5 15:04:28 10.10.1.200
6 14:40:08 10.10.1.200

0255

m ¥ Incoming Data | ¥ Outgoing Data .

1725 B

ﬂ T Date/Time T Src Interface ¥ Dst Interface

To_Branch_Net
portl

T Date/Time

10.10.1.200

10.10.1.200

192.168.1.114
192.168.1.114
192.168.1.114
192.168.1.114
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Extra help: IPsec VPN

This section contains tips to help you with some common challenges of IPsec VPNs.

The options to configure policy-based IPsec VPN are unavailable.

Go to System > Config > Features. Select Show More and turn on Policy-based IPsec
VPN.

The VPN connection attempt fails.
If your VPN fails to connect, check the following:
¢ Ensure that the pre-shared keys match exactly.
e Ensure that both ends use the same P1 and P2 proposal settings.

¢ Ensure that you have allowed inbound and outbound traffic for all necessary network
services, especially if services such as DNS or DHCP are having problems.

¢ Check that a static route has been configured properly to allow routing of VPN traffic.
e Ensure that your FortiGate unit is in NAT/Route mode, rather than Transparent.

e Check your NAT settings, enabling NAT traversal in the Phase 1 configuration while
disabling NAT in the security policy.

e Ensure that both ends of the VPN tunnel are using Main mode, unless multiple dial-up
tunnels are being used.

¢ |If you have multiple dial-up IPsec VPNs, ensure that the Peer ID is configured properly
on the FortiGate and that clients have specified the correct Local ID.

e |If you are using FortiClient, ensure that your version is compatible with the FortiGate
firmware by reading the FortiOS Release Notes.

¢ Ensure that the Quick Mode selectors are correctly configured. If part of the setup
currently uses firewall addresses or address groups, try changing it to either specify the
IP addresses or use an expanded address range.
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e |[f XAUTH is enabled, ensure that the settings are the same for both ends, and that the
FortiGate unit is set to Enable as Server.

e |f your FortiGate unit is behind a NAT device, such as a router, configure port forwarding
for UDP ports 500 and 4500.

e Remove any Phase 1 or Phase 2 configurations that are not in use. If a duplicate
instance of the VPN tunnel appears on the IPsec Monitor, reboot your FortiGate unit to
try and clear the entry.

If you are still unable to connect to the VPN tunnel, run the diagnostic command in the CLI:

diag debug application ike -1
diag debug enable

The resulting output may indicate where the problem is occurring. When you are finished,
disable the diagnostics by using the following command:

diag debug reset
diag debug disable

The VPN tunnel goes down frequently.

If your VPN tunnel goes down often, check the Phase 2 settings and either increase the
Keylife value or enable Autokey Keep Alive.
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Using polic -based IPsec VPN for communication
between otFices

This example uses policy-based IPsec VPN, and assumes that both offices have
connections to the Internet with static IP addresses. In this example, one FortiGate
unit will be called HQ and the other will be called Branch.

-

. Enabling policy-based VPN on the HQ FortiGate unit

2.
3.
4.
5.
6.
7.
8.

Configuring the HQ IPsec VPN Phase 1 and Phase 2 settings
Adding the HQ firewall addresses for the local and remote LAN
Creating an HQ IPsec security policy

Configuring the Branch IPsec VPN Phase 1 and Phase 2 settings
Adding Branch firewall addresses for the local and remote LAN
Creating a branch IPsec security policy

Results

wanl Por+3
17220120123 /_‘—\ 17220120141

IPsec [ N

Internet

ortl Por+4
192168199/24 1010199/24

Internal Internal
Network (HQ) Network (Branch)
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Enabling policy-based VPN on
the HQFortiGate unit

Go to System > Config > Features. Select
Show More and turn on Policy-based
IPsec VPN.

Configuring the HQ IPsec
VPN Phase’l and Phase 1

se‘r‘rings

Go to VPN > IPsec > Auto Key (IKE).

Select Create Phase 1. Set IP Address

to the IP of the Branch FortiGate, Local
Interace to the Internet-facing interface, and
enter a Pre-shared Key.

Policy-based IPsec VPN @

Name
Comments
Remote Gateway
IP Address

Local Interface

Mode
Authentication Method

Pre-shared Key

Peer Options

IKE Version
Mode Config
Local Gateway IP

P1 Proposal

DH Group

@10

Changes:
1
| & v Policy-based IPsec VPN
—!—!— Disabied -> Enabled

Apply

HQ_to_Branch_P1

‘Wrw[e a comment...

Static IP Address

172.20.120.141

wanl -

() Aggressive (=) Main (ID protection)

Preshared Key

(s) Accept any peer ID

2

(¥)Main Interface IP

1 - Encryption | 3pgs

2 - Encryption | ags128 +

1

2

s5& 14

(1 Specify

Authentication | sya1

Authentication | sya1

0/255

.33
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Now select Create Phase 2, set it to use
the new Phase 1, and expand the Advanced
options.

Specify Source address as the HQ subnet
and Destination address as the Branch
subnet.

Adding HQ addresses for the
local and remote LAN on the
HQ FortiGate unit

Go to Firewall Objects > Address >
Address.

Create a local address. Set Type to Subnet,
Subnet/IP Range to the HQ subnet, and
Interface to an internal port.

Name HQ_to_Branch_P2

Comments  \yrite 3 comment. .. 0/255

Phase 1 HQ_to_Branch_P1

| Advanced... |

P2 Proposal

Keylife:

Autokey Keep Alive

Quick Mode Selector

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

1- Encryption: 3DES » Authentication: SHA1 -
2- Encryption: AES128 - Authentication: sHa1 ~ E El
Enable replay detection
Enable perfect forward secrecy (PFS).
DHGroup 1 2@ 5@ 14 )

Seconds - 1800 (Seconds) | 5120 (KBy
] Enable
Source address ) Specify 192.168.1.0/24

) Select Address-——--
Source port 4]

Destination address ) Specify 10.10.1.0/24

O Select Address------
Destination port 0

Protacol 0

@ Address IPvE Address Multicast Address
Local LAN
=] [Change]

Subnet =
192.168.1.0/255.255.255.0

portl -

Write a comment... 0/255
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Create a remote LAN address. Set Type to
Subnet, Subnet/IP Range to the Branch
subnet, and Interface to the Internet-facing
interface.

Creating an HQ IPsec
securi’ry Policy

Go to Policy > Policy > Policy.

Create a new policy. Set Type to VPN and
Subtype to IPsec. Configure the policy to
allow traffic from the local interface to pass
through the outgoing VPN interface (in the
example, wan1) using the VPN tunnel created
in Phase 1.

When the policy is created, ensure that it is
placed at the top of the policy list by clicking
on the policy sequence number and dragging
the row to the top of the policy table.

Category

MName

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Policy Type

Paolicy Subtype

Local Interface

Local Protected Subnet
Qutgoing VPN Interface
Remote Protected Subnet
Schedule

Service
Logging Options
3 Mo Log
< Log Security Events

& Log all Sessions

VPN Tunnel

@ Address IPv6 Address Multicast Address

Remote LAN
=] [Change]

Subnet -
10.10.1.0/255.255.255.0

wanl -

Write a comment... 0/255

) Firewall @ VPN

@ IPsec () 55L-VPN

portl -
[=] Local LAN

wanl h
[=] Remote LAN

[T always -

AL

() Create New @ Use Existing
VPN Tunnel HQ_to_Branch_P1

Allow traffic to be initiated from the remote ¢
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Configuring the Branch
IPsec VPN Phase | and Phase
i se’r’rings

Go to VPN > IPsec > Auto Key (IKE).

Select Create Phase 1. Set IP Address to
the IP of the HQ FortiGate, Local Interace
to the Internet-facing interface, and enter
the same Pre-shared Key used in the HQ
Phase 1.

Select Create Phase 2, set it to use the
new Phase 1, and expand the Advanced
options.

Specify Source address as the Branch
subnet and Destination address as the HQ
subnet.

Name
Comments
Remote Gateway
IP Address

Local Interface

Mode
Authentication Method

Pre-shared Key

Peer Options
IKE Version

Mode Config
Local Gateway IP

P1 Proposal

DH Group

Name
Comments

Phase 1

| Advanced...

P2 Proposal

Keylife:

Autokey Keep Alive

Quick Mode Selector

Write a comment...

Branch_to_HQ _P1

Write a comment... [l o/2s5
Static IP Address
172.20.120.123
lan

) Aggressive (E) Main (ID protection)

port3 (External Interface) -

(=) Accept any peer ID
@102

(=)Main Interface IP () Specify

1 - Encryption | 3pgs Authentication | sya1
2 - Encryption | agsizs

s 14

Authentication | gya1

B33
10 2

Branch_to_HQ_P2

0/255

Branch_to_HQ P1

1- Encryption: 3DES + Authentication: SHA1 A

2- Encryption: AES128 ~ Authentication: SHA1 - BB
Enable replay detection
Enable perfect forward secrecy (PFS).
DHGroup 1) 2 5@ 14 O
Seconds - 1800 (Seconds) |5120 (KBytes)
[ Enable
Source address @) Specify 10.10.1.0/24
O Select . Address----— -
Source port 0
Destination address ) Specify 192.168.1.0/24
@ Select . Address----— -
Destination port 0
Protocol 0
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Adding Branch addresses
for the local and remote

LAN on the HQ FortiGate
unit

Go to Firewall Objects > Address > Category @ Address  IPv6 Address « Multicast Address
Address. Name Local LAN

Calor &l [Change]
Create a local address. Set Type to Subnet, | mpe — -
Subnet/IP Range to the Branch subnet, Subnet / IP Range 10.10.1.0/255.255.255.0
and Interface to an internal port. Interface port4 (Internal Interface) -

Show in Address List

Comments Write a comment... 0/255
Create a remote LAN address. Set Type Category © Address  IPv6 Address « Multicast Address
to Subnet, Subnet/IP Range to the HQ Name Remote LAN
subnet, and Interface to the Internet-facing | <" & [Change]
interface. Type Subnet =

Subnet / IP Range 192.168.1.0/255.255.255.0

Interface port3 (External Interface) -

Show in Address List

Comments Write a comment... 0/255
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Creating a Branch IPsec
9ecuri+y Policy

Go to Policy > Policy > Policy.

Create a new policy. Set Type to VPN and
Subtype to IPsec. Configure the policy to
allow traffic from the local interface to pass
through the outgoing VPN interface (in the
example, wan1) using the VPN tunnel created
in Phase 1.

When the policy is created, ensure that it is
placed at the top of the policy list by clicking
on the policy sequence number and dragging
the row to the top of the policy table.

Results

Go to VPN > Monitor > IPSec Monitor to
verify the status of the VPN tunnel. It should
be up.

A user on either of the office networks should
be able to connect to any address on the
other office network transparently.

From the HQ FortiGate unit go to Log &
Report > Traffic Log > Forward Traffic.

From the Branch FortiGate unit go to Log &
Report > Traffic Log > Forward Traffic.

Policy Type

Policy Subtype

Local Interface

Local Protected Subnet
Qutgoing VPN Interface
Remote Protected Subnet
Schedule

Service
Logging Options
< Mo Log
¢ Log Security Events

¢ Log all Sessions

VPN Tunnel

) Firewall @ VPN

@ IPsec

) S5L-VPN

portd (Internal Interface)

{=| Local LAN

port3 (External Interface)

[=] Remote LAN

[T always

7 ALL

) Create New @ Use Existing

VPN Tunnel

Branch_to_HQ P1
Allow traffic to be initiated from the remote sits

m T Remote Gateway| ¥ Proxy ID Source| ¥ Proxy ID Destination m

_to_Branch_P1 172.20.120.141 192.168.1.0/24

¥ Sent / Received | ¥ Policy ID
3

192.168.1.117 0+1208.91.112.50 304EB/304 B
192.168.1.114 10.10.1.100 1.08 KB/ 1.24 KB
192.168.1.117 0+0 208.91.113.70 1.19 KB/ 1.19 KB

172.20.120.141 172.20.120.125 1.79 KB/ 1.90 KB
10.10.1.100 192.168.1.114 468 B/ 1.29 KB
10.10.1.100 192.168.1.114 516 B/876 B

192.168.1.117 0+ 208.91.112.53  3.26 KB/ 10.00 KB
10.10.1.100 192.168.1.150 441B/5258B

11
3
5
11
11
3
11

10.10.1.0/24 © Bring Down

ALL_UDP_CUSTOM
PING
ALL_UDP_CUSTOM
RDP
ALL_UDP_CUSTOM
PING
ALL_UDP_CUSTOM
12101/udp

HQ_to_Branch_P1

HQ_to_Branch_P1
HQ_to_Branch_P1

HQ_to_Branch_P1

23664 B

ipsec-stat

ipsec-stat

ipsec-stat

ipsec-stat

Dote/Time | vSrc | ¥ st " Sem / Received | T Palicy 0 | * Service | von ]

09:57:05 10.10.1.100  172.20.181.32
09:56:57 10.10.1.100  ™111.221.77.1.
09:56:57 10.10.1.100 =5 157.55.235.1.

10.10.1.100 192.168.1.114

09:56:35 10.10.1.100 ™111.221.74.23

0B/0B
46 0B/0B
54 0B/0B

0B/0B

¥ Policy ID

1 57622/udp
1 40039/udp
1 40042/udp
1 40045/udp
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Providing secure remote access to a network
for an i0S device

This recipe uses the VPN Wizard to provide a group of remote iOS users with
secure, encrypted access to the corporate network. The example enables group
members to access the internal network and forces them through the FortiGate unit
when accessing the Internet. The example uses an iPad 2 running iOS 6.1.2 (menu
options may vary for different iOS versions and devices).

1. Creating a user group for iOS users
2. Adding addresses for the local LAN and remote users
3. Configuring IPsec VPN phases using the VPN Wizard

4. Creating security policies for access to the internal network and
the Internet

5. Configuring VPN on the iOS device
6. Results

WANI

||| |7220m015 [y ) 50
, [ Infernet ) IPsec 000
rem e ) akels)

Fort | >

192168199/24 I
Remote User
(iPad)

-

Internal Network



Crea‘ring 0 User group for
iOS users

Go to User & Device > User > User
Definition.

Create a new user.

Go to User & Device > User > User
Groups.

Create a user group for iOS users and add
the user you created.

Adding addresses for the
local CAN and remote users

Go to Firewall Objects > Address >
Addresses.

Add the address for the local network,
including the subnet and local interface.

User Name twhite
[] Disable
@ Password sesees
7 Match user on LDAP server [Please Select]
7 Match user on RADIUS server [Please Select]

) Match user on TACACS+ server | [Please Select]

Name jos_group

Type @ Firewall ) Fortinet Single Sign-On (FSSO) () Guest RADIUS Single Sign-On (RSS0)

Available Users Members

- Local Users - - @ - Local Users - -
guest twhite

Category @ Address IPvE Address Multicast Address
Name LocalLAN

Color &l [Change]

Type Subnet -

Subnet / IP Range
Interface
Show in Address List

Comments

192.168.1.0/255.255.255.0

portl -

Write a comment... 0/255
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Go to Firewall Objects > Address >

Category @ Address IPv6 Address Multicast Address
Addresses. Name ios_users
Color £ [Change]
Add the address for the remote user,
including the IP e _— -
Including the range. Subnet / IP Range 10.10.1.100-10.10.1.110
Interface Any -
Show in Address List
COHFiﬂUI’iHQ the IPsec VPN e e s camment
Go to VPN > IPSec > Auto Key (IKE).
- N i
Select Create VPN Wizard. Name the VPN ame ios_P1
. . . VPN Type
connection and select Dial Up - iPhone /
. . . . () Dial Up - FortiClient Windows, Mac and Android
iPad Native IPsec Client. Click Next. -
(=) Dial Up - iPhone / iPad Native IPsec Client
| = Back | l Next > Cancel
Enter your pre-shared key and select the iOS
|
user group, then click Next. Note that the
pre-shared key is a credential for the VPN Pre-shared Key
. y u G = | -
and should differ from the user’s password. serroup & los_group
[ < Back ] [ lext > Cance
Select your Internet-facing interface for the
Local Outgoing Interface, and enter the IP Local Qutgeing Interface wanl -
range from the address range you created. Address Range 10.10.1.100-10.10.1.110
Subnet Mask 255.255.255.0
DNS Server
(=) Use System DNS
() Specify
|_|Enable IPv4 Split Tunnel
= Back l l Done Cancel
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Assigning an IP to the VPN
interace (optional)

If you wish to control the IP address that will
be assigned to any traffic egressing over the
IPsec interface, you can assign an IP to the
interface.

Go to System > Network > Interfaces.
Expand your Internet-facing interface and
edit the VPN interface.

Assign the IP and Remote IP addresses.
These addresses should not be related to
the IPs used for the internal network or the
Internet-facing interface.

Crea‘ring securi+y policies
for access to the internad
network and the Internet

Go to Policy > Policy > Policy.

Create a security policy allowing remote iOS
users to access the internal network.

Name
Type

Interface

Addressing mode
P
Remote IP
IPv6 Address

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

ios_P1
Tunnel Interface

wanl

Manual
10.10.80.1
172.16.2.5
/0

@ Firewall ©) VPN

@ Address () User Identity

ios_P1

=l all

portl

{=] Local LAN
[T always
@ ALL

v ACCEPT

() Device Identity
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Go to Policy > Policy > Policy.

Create a security policy allowing remote iOS
users to access the Internet securely through

Policy Type
Policy Subtype
Incoming Interface

Source Address

@ Firewall ©) VPN
@ Address ) User Identity

ios_P1

(7 Device Identity

=] all ¥
the FortiGate unit. Ensure that Enable NAT Outgoing Interface wan1 -
is checkmarked. Destination Address =] all ¥
Schedule [T always -
Service 2 ALL e
Action « ACCEPT -
Enable NAT
(&) Use Destination Interface Address [ Fixed Port
() Use Dynamic IP Pool Click ta add,..
COH-PI@UI’IH@ VPN on the i0S
deviceé
On the iPad, go to Settings > General >
VPN and select Add VPN Configuration. Description To-Office-VPN
Server 172.20.120.123
Enter the VPN address, user account, and focount i
password in their relevant fields. Enter the Password eesees
pre-shared key in the Secret field. T
se Certificate
Group Name
Secret [TTITITY]
In order to connect to the VPN tunnel, a
Group Name may be required. If you are
unable to connect, add this field to the
VPN client to determine if the blank field is
the cause.
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Results

On the FortiGate unit, go to VPN >
Monitor > IPsec Monitor and view the
status of the tunnel.

Users on the internal network will be
accessible using the iOS device.

Go to Log & Report > Traffic Log >
Forward Traffic to view the traffic.

Select an entry to view more information.

Remote iOS users can also access the
Internet securely via the FortiGate unit.

Go to Log & Report > Traffic Log >

" Name | T Type | T Remote Gateway | T Username | T Proxy ID Sour

ios_F1_0

‘D Refresh

Dialup

@& Download Raw Log

172.20.120.126

twhite 0.0.0.0-255.255.255.

n ¥ Date/Time | ¥ Src Interface | ¥ Dst Interface m ¥ Sent / Received n

1 11:22:41 ios_P1
2 11:22:41 ios_P1
3 11:22:41 ios_P1
4 11:21:42 portl

Dst

Received

Sent / Received
Sent

Service
Destination Country
Status

Tran Display
Policy ID

Src

Sent Packets
VPN Type

Sub Type
Received Packets

Dst Interface

192.168.1.114
7z
72B/728B
7z

PING
Resarved

v

noop

(-3
10.10.1.100
=L
ipsec-dynamic
forward
2

portl

wanl
wanl
wanl

wanl

10.10.1.100
10.10.1.100
10.10.1.100
192.168.1.117 [0 208.91.113.70 304 B/ 304B

(Yo s i |

Virtual Domain
Source Country
Duration
Application Details
Protocol

roll

Timestamp
Sequence Number
Src Interface
VPN

Level

logid

Threat

Date/Time

[*l 208.91.112.53 598B/221 8
[+l 208.91.112.53 60B/292B
[*0 208.91.112.53 56 B/288 B

ﬂmw\lw

root
Resarved

63

1

65428

Thu Feb 21 11:20:44 2013
220067

ios_P1L

ios_P1_0

notice

13

11:20:44 (Thu Feb 21 11:20:44 2013)
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Forward Traffic to view the traffic.

Select an entry to view more information.

View the status of the tunnel on the iOS
device.

On the iPad, go to Settings > General >

VPN and view the Status of the connection.

n DateITl'me Y Dst Interface
:

Y Sent / Received | 7 polid

1 El 10.10.1.100 |E= 74.121.50.17 102 579 B 7
2 11:22:41 ios_P1 wanl 10.10.1.100 [*0208.91.112.53 59B/221B 7
3 11:22:41 ios_P1 wanl 10.10.1.100 [*0208.91.112.53 60B/292B 7
4 11:22:41 ios_P1 wanl 10.10.1.100 [*0208.91.112.53 56B/288B 7
5 11:20:42 ios_P1 wanl 10.10.1.100 == 173.194.73.105 8126/ 6426 7
Dst BE 74.121.50.17 Virtual Domain root
Received 579 Source Country Reserved
Src NATIP 172.20.120.123 Sent / Received 1023 B/ 579 B
Duration 2 Sent 1022
Src NAT Port 50183 Application Details
Service HTTR Protocol 6
Destination Country United States Dst Port 20
roll 65428 Status closs
Timestamp Thu Feb 21 11:28:43 2013 Tran Display snat
Sequence Number 221594 Policy ID 7
Src Interface ios_P1 Src 10.10.1.100
VPN ios_P1_0 Sent Packets 3
Level notice VPN Type ipsac-dynamic
Src Port S0189 logid 12
Sub Type forvard Threat
Received Packets 4 Date/Time 11:28:43 (Thu Feb 21 11:28:43 2013)
Dst Interface wanl
Settings VPN
Airplane Mode 'm
~
fad wiFi FortiDocs! VPN [ on @)
Status Connected: 0:17 »

—
VPN VPN Connected
@ Notifications

Location Services On

:H Brightness & Wallpaper
Picture Frame

\@| General
& iCloud

Choose a Configuration...
100d iOS
i0S-VPN
Custom

Test

Add VPN Configuration...

o © @

v
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Using a Ping tool, send a ping packet
directly to an IP address on the LAN behind
the FortiGate unit to verify the connection
through the VPN tunnel..

e

Ping

IP Address to ping:

‘. Stop ‘

|192.168.10.101

‘ Clear .

Result:

Ijelay: 2000 ms

PING 192.168.10.101 (192.168.10.101)

36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101
36 bytes from 192.168.10.101

: icmp_seq=0 ttl=63 time=16 ms

: iemp_seq=1 =63 time=14 ms

: icmp_seq=2 ttl=63 time=14 ms

: iemp_seq=3 =63 time=14 ms

: icmp_seq=4 ttl=63 time=15 ms

: icmp_seq=5 =63 time=10 ms

: iemp_seq=6 =63 time=15 ms

: icmp_seq=7 ti=63 time=8 ms

: iemp_seq=8 ti=63 time=11 ms

: icmp_seq=9 t=63 time=14 ms
:iemp_seq=10 ttI=63 time=14 ms
:icmp_seg=11 t1=63 lime=14 ms
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\(},gplnec’ring an Android to a FortiGate with IPsec

This recipe describes how to provide a group of remote Android users with secure,
encrypted access to the network using FortiClient.

You must download the FortiClient application from the Play Store and install it on your Android device. Refer to the
FortiClient for Android QuickStart Guide. This recipe was tested using Android version 4.3.
1. Creating a user group for Android users

2. Adding firewall addresses for the user group and DMZ
network

Configuring the FortiGate as an L2TP server
Configuring IPsec VPN using the VPN Wizard
Assigning an IP to the VPN interface (optional)

o o~

Creating a security policy for access to the internal network
and the Internet

N

Configuring VPN on the Android device using FortiClient
8. Results

I I ‘ IYI\If?'_\IOI.IZOJB . 4 ﬁ)\ 7

([ Internet ) IPsec

FortiGate

Port 1
192168199/24

-

Internal Network

Remote User
(Android + FortiClient)
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Creaﬁn@ 0 User group For
Android users

Go to User & Device > User > User
Definition and select Create new to start
the user creation wizard.

Add a user for each remote client, specifying
the user type and login credentials.

Provide extra information as required and
press OK.

Go to User & Device > User > User
Groups.

Create a user group for Android users and
add the users you created.

Adding firewall addresses

for the Android user group
and the DMZ network

Go to Firewall Objects > Address >
Addresses.

Select Create New and add a firewall
address for the Android users.

o Choose User Type o Specify Login Credential

User Name bwayne

Password 0 sesesesss

l < Back J l Next > J l Cancel J

Name Android_Users

Type (=)Firewall (_)Fortinet Single Sign-On (FSSO) () Guest
Single Sign-0n {RS50)

Members & bwayne K|

Remote authentication servers

@ Add
No matching entries found
| OK /| Cancel |
Name Android_Users
Type IP Range -
Subnet / IP Range 192.168.1.90-192.168.1.99
Interface wanil -
Show in Address List [
Comments [Write a comment... 0/255
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Go to Firewall Objects > Address >
Addresses.

Select Create New and add a firewall
address for the DMZ network.

Configuring the FortiGate
as on L2TP server

Go to System > Dashboard > Status and
enter the following in the CLI Console:

Configuring IPsec VPN using
the VPN Wizard

Go to VPN > IPSec > Auto Key (IKE) and
select Create VPN Wizard.

Select Dial Up - FortiClient Windows,
Mac and Android and follow the wizard,
entering the information that it requests.

Name DMZ_Server
Type Subnet

Subnet / IP Range 10.10.10.0/255.255.255.0

Interface dmz
Show in Address List o
Comments |Write a comment...

config vpn 12tp

set sip 192.168.1.90

set eip 192.168.1.99

set status enable

set usrgrp Android Users
end

Name AndroidVPN

VPN Type
(*)Dial Up - FortiClient Windows, Mac and Andraid
(_)Dial Up - iPhone / iPad Native IPsec Client

< Back: l [ Next > ]

0/255

Connecting an Android to a FortiGate with IPsec VPN
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The user group that you select determines
who is allowed to connect to this VPN.

Enter the pre-shared key that will also be
used on the Android device.

Clients will connect to the FortiGate unit
through the WANT1 interface, which is
connected to the Internet.

Address Range defines the IP address
range to assign to clients.

The options on the final wizard page can
make the VPN more convenient to use. They
are disabled by default.

Go to VPN > IPsec > Auto Key (IKE) and
edit the AndroidVPN Phase 1.

Set 1 - Encryption to AES728 with SHA1
authentication.

Set 2 - Encryption to 3DES with SHA7
authentication.

€ Prisetup D> @ Authentication 3 4

Authentication Methed (*)Pre-shared Key (_JRSA Signature
Pre-shared Key

User Group

= Android_Users -

Local Outgoing Interface wanil -
Address Range 192.168.1.50-192.168.1.59

Subnet Mask 255.255.255.0
DNS Server

(=)Use System DNS

(_)Specify
|_|Enable IPv4 Split Tunnel

[_|Allow Endpoint Registration

JHi.ZL -

Lancel

|_|Save Password
[ Auto Connect
[“1Always Up (Keep Alive)

< Back Done

Lance|

P1 Proposal
1 - Encryption | AES128 :| Authentication| SHA1  +|
2 - Encryption | 3DES +|  Authentication | sHa1 s |E B
DH Group 100 20 s™ 14()
Keylife |28800 | (120-172800 seconds)

Local ID | (optional)
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Go to VPN > IPsec > Auto Key (IKE) and
edit the Android VPN Phase 2.

Set 1 - Encryption to AES728 with SHA1
authentication.

Set 2 - Encryption to 3DES with SHA1
authentication.

Enable Perfect Forward Secrecy (PFS)
and set Keylife to 3600 seconds.

Assigning an IP to the VPN
interace (optional)

If you wish to control the IP address that will
be assigned to any traffic egressing over the
IPsec interface, you can assign an IP to the
interface.

Go to System > Network > Interfaces.
Expand your Internet-facing interface and
edit the VPN interface.

Assign the IP and Remote IP addresses.
These addresses should not be related to
the IPs used for the internal network or the
Internet-facing interface.

Name AndroidVPN

Comments |W'\[e a comment... 0/255

Phase 1 AndroidVPN
| Advanced... |

P2 Proposal 1= Encryption: | AES128 $ |Authentication: | SHAL

2- Encryption: | 3DES = |Authentication: | SHAL1
@] Enable replay detection
™ Enable perfect forward secrecy (PFS).

DHGroup 1 ()2 (150 14 ()

Keylife: Seconds :| | 3600 (Secands) 5120 (KBytes)
Autokey Keep Alive Enable
Auto-negotiate Enable
DHCP-IPsec Enable
Name AndroidVPN
Type Tunnel Interface
Interface wanl
Addressing mode Manual
Ip 10.10.80.1
Remote IP 172.16.2.5
IPvE Address /0

Connecting an Android to a FortiGate with IPsec VPN
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Creaﬁn@ a securi’ry olicy
for access to the internad
network and the Internet

Go to POIicy > POIicy > POIicy Policy Type (s)Firewall (_)VPN
Policy Subtype (=) Address () User Identity (_Device Identity
Create a security policy allowing remote Incoming Interface AndroidVPN v
Android users to access the internal network. | Source Address Eal ¥
Outgoing Interface lan ¥
The source interface is the AndroidVPN Destination Address 9 Local LAN (¥)
interface. Schedule T always -
Service 7 ALL [+ ]
Action ' ACCEPT -
# Enable NAT
(®) Use Destination Interface Address (| Fixed Port
() Use Dynamic IP Pool Click to add...

Logging Options
() No Log
() Log Security Events

(@) Log all Sessions

Confi uring VPN using
FortiClient on the Android
device

On your Android device, open FortiClient and BBl Eoriclint
select Add IPsec VPN.
Enter an account name for the IPsec account
and press OK.
Add IPsec VPN Add SSL VPN E
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The IPsec settings menu appears.

Begin by configuring the Phase 1 and Phase
2 encryption and authentication settings to
match those of the FortiGate

Under Server Settings > Network
Settings, enter the address of the FortiGate
interface that is connected to the Internet.

Under Server Settings > Authentication
Settings, enter the pre-shared key that you
created during Phase 1 configuration on the
FortiGate.

& FortiClient

IPsec Settings

Server Settings
FortiGate and network settings

IPsec Phase 1 Settings

Encryption and authentication for Phase 1

IPsec XAuth Settings

XAuth and user settings

IPsec Phase 2 Settings

Encryption and authentication for Phase 2

& FortiClient

Encryption
AES-128

Authentication
SHA-1

Encryption
3DES

Authentication
SHA-1

& FortiClient

Network Settings

FortiGate

172.20.120.81

Authentication Settings

Authorization Method
Pre-Shared Key

Pre-Shared Key

Certificate

X.509 Certificate in PKCS12 format

IKE Mode
Aggressive Mode

Connecting an Android to a FortiGate with IPsec VPN
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Results

In FortiClient, access the newly created @ rortCiiont
VPN and enter the assigned username and
password, then press Connect.

user bwayne

Password | *eeceeeee

I:‘ Show password.

Connect

As the FortiClient attempts to connect to the
VPN, a warning message prompts you to
trust the application.

@‘ FortiClient attempts to create a
VPN connection.

By proceeding, you are giving the
application permission to intercept all
network traffic. Do NOT accept unless
you trust the application. Otherwise,

you run the risk of having your data
compromised by a malicious software.

v I trust this application.

Cancel
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Once the FortiClient connects to the VPN,
a connection status window indicates the
traffic flow and duration of the connection.

If there are problems connecting, check the
event log on the FortiGate unit by going to
Log & Report > Log Access > Event Log.
The logs will show if the connection was
successful. You can also use the following
command to get more details about where
the connection attempt failed:

diag debug application ike -1

The output can indicate something as simple
as a pre-shared key mismatch, caused by
the Android user entering the password
incorrectly.

To verify that the tunnel has come up, go to
VPN > Monitor > IPsec Monitor.

The AndroidVPN tunnel should appear in the
list.

& FortiClient

Connected to: Work VPN

l IPsec <

Duration: 0:18

Local: 192.168.10.90

o,

Sa

Remote: 172.20.120.81

Bytes Sent: 242

Bytes Received: 0

Disconnect

V)
W

[ Name |~ Type| ™ Remote Gateway | T Remote Port | * Uscrname T Timeout| T Proxy ID Source

3506 0.0.0.0-255.255.255.255

T T T

AndroidVPN_0  Dialup 172.20.120.126

152.168.10.50-192.168.10.50 O Bring Down

64916

288 B

bwayne

83 seconds

Connecting an Android to a FortiGate with IPsec VPN
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ConFiguring a FortiGate unit as an L2ZTP/IPsec
server

The FortiGate implementation of L2TP enables a remote dialup client to establish
an L2TP/IPsec tunnel with the FortiGate unit directly. Creating an L2TP/IPsec tunnel
allows remote users to connect to a private computer network in order to securely
access their resources. For the tunnel to work you must configure a remote client to
connect using an L2TP/IPsec VPN connection. This recipe is designed to work with
a remote Windows 7 L2TP client.

The FortiGate unit must be operating in NAT/Route mode and have a static public IP address.

1. Creating an L2TP user and user group
Enabling L2TP on the FortiGate
Configuring the L2TP/IPsec phases

D

Creating a security policy for access to the internal network
and the Internet

o

Configuring a remote Windows 7 L2TP client

6. Results

1

FortiGate

Internet

LZTP/IPsec LZTP/IPsec

Remote Windows 7
LZTP Client

Internal Network
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Creaﬁn@ an L2TP user and
user group

Go to User & Device > User > User
Definition.

Create a new L2TP user for each remote
client.

Go to User & Device > User > User
Groups.

User Name

bwayne

|| Disable
(*) Passward T
() Match user on LDAP server [Please Select]
() Match user on RADIUS server [Please Select]

() Match user on TACACS+ server [Please Select]

Name

Type
Single Sign-0n {RS50)
Members

L2TP_users

(=)Firewall (_)Fortinet Single Sign-On (FSSO) () Guest

Create a user group for L2TP users and add 3 bwayna He
Remote authentication servers
the users you created. _
&) Add
No matching entries found
| OK || Cancel |
Enabling LZTP on the
FortiGate
Enable L2TP on the FortiGate and assign an
IP range for L2TP users.
Go to System > Dashboard > Status > config vpn L2TP
CLI Console and enter the CLI commands set sip 192.168.10.1
shown here. set eip 192.168.10.101
The sip indicates the starting IP in the IP set status enable
range. The eip indicates the ending IP in the set usrgrp L2TP_users
IP range. end
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ConFiguring the L2TP/IPsec
phases

On the FortiGate, go to VPN > IPsec > Auto
Key (IKE).

Select Create Phase 1. Set IP Address
to the IP of the FortiGate, Local Interface
to the Internet-facing interface, and enter a
Pre-shared Key.

Enable all of the DH Groups and disable
Dead Peer Detection.

When you are finished with Phase 1, select
Create Phase 2. Name it appropriately and
set it to use the new L2TP Phase 1.

Expand the Advanced options and specify
a suitable Keylife. For example, 3600
seconds and 250000 KBytes.

Name L2TP

Comments |Write a comment... orass
Remote Gateway Dialup User

Local Interface | wanl *|

Mode ) hggressive (=) Main (ID protection)
Authentication Method | preshared Key s

Pre-shared Key

Peer Options
(=) Accept any peer ID
) Accept this peer ID
) Accept peer ID in dialup group = Android_Users
P1 Proposal
1 - Encryption | 3DES ) Authentication | SHA1 3
2 - Encryption | AES128 3|  Authentication [ SHA1  + |E [
DH Group 1 2 s 14
Keylife 28800 {120-172800 seconds)
Local ID (optional)
XAUTH (s)Disable (_Enable as Client (_Enable as Server
NAT Traversal # Enable
Keepalive Frequency 10 (10-300 seconds)
Dead Peer Detection | Enable
Name L2TP_P2
Comments |ywrite a comment... 0/255
Phase 1 | L2TP
Advanced... |
P2 Proposal 1= Encryption: [ 3DES __ * |Authentication: [ SHAL ¢ |
2- Encryption: [ AES128 ¢ |Authentication: [ sHAL  + B El
@] Enable replay detection
|_| Enable perfect forward secrecy (PFS).
DH Group 1 25140
Keylife: [ Both +| 3600 (Seconds) | 250000 (KBytes)
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Go to System > Dashboard > Status > config vpn ipsec phase2

CLI Console. In the CLI Console widget, edit L2TP P2
edit the Phase 2 encapsulation mode using set encapsulation transport-mode
the CLI commands shown here. end

Crea‘ring a securi’ry olicy
For access to the internad
network and the Internet

Policy-based IPsec VPN @ f |

To ensure that policy-based IPsec VPN pheid &
is enabled, go to System > Config > L)
Features, set Policy-based IPsec VPN to
be turned on, and click Apply.

Changes:

+* Policy-based IPsec VPN
Disabled -» Enabled

T
Go to Policy > Policy > Policy. Palicy Type Firewall VPN
. . Policy Subtype (=)IPsec (_ISSL-VPN
Create an IPsec VPN security policy Local Interface — -
allowing remote L2TP users to access the Local Protected Subnet = al v
internal network. Outgoing VPN Interface wanl -
Remote Protected Subnet £= all L+
Since L2TP is encapsulated on the data Schedule B aiwars -
link layer, only one policy is required for Service BAL o
incoming requests to WAN1.
Logging Options
() No Leg
Set both the Local Interface and the © Log Security Events

(=) Log all Sessions

Outgoing VPN Interface to wan1.

VPN Tunnel () Create New (#) Use Existing

Set both the Local Protected Subnet and

VPN Tunnel L2TP -
the Remote Protected Subnet to all.

& Allow traffic to be initiated from the remote site

Next to VPN Tunnel, select L2TP and Allow
traffic to be initiated from the remote
site.
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ConFigurin a remote
Windows T1L2TP client

To connect to the FortiGate using L2TP, the
remote client must be configured for L2TP/
IPsec. The following configuration was tested
on a PC running Windows 7.

On the Windows PC, create a new VPN
connection.

Right-click on the new connection and select
Properties, then modify the connection with
the settings shown.

The Host name is the wan1 interface of the
FortiGate unit that is acting as the L2TP/
IPsec server.

Under the Options tab, enable LCP
extensions.

r

= L2TP VPN Connection Properties

==

General | Options | Security | Networking | Sharing |

Host name or IP address of destination (such as microsoft.com or
157.54.0.1 or 3fe1234:1111):

172.20.120.81
First connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this vitual connection.

[] Dial ancther connection first:

See our online privacy statement for data collection and use
information.

= L2TP VPN Connection Properties PS

| General | Options |Securi’ry I Networking I Sharing|

Dialing options

Display progress while connecting

Prompt for name and password, certificate, etc.
Include Windows logon domain

PPP Settings ==

Enable LCP extensions

["] Enable software compression

["] Negetiate multifink for singleink connections

[ ok ][ Ccanecel

FPF Settings...

oK | [ Cancel

382

The FortiGate Cookbook 5.0.7




Under the Security tab, set the Type of
VPN to Layer 2 Tunneling Protocol with
IPsec (L2TP/IPsec).

Ensure that you allow only Unencrypted

password (PAP) protocol. Disable other
protocols.

Click Advanced Settings and enter the
pre-shared key you created in the Phase 1
configuration on the FortiGate.

F ™
= L2TP VPN Connection Properties ﬁ

| General | Options | Security | Networking I Sharing|

Type of VPN:
[Layer 2 Tunneing Protocal with IPsec (L2TP/IPSec) ~|

Automatic
Pairt to Point Tunneling Protocol (PPTP

ayer 2 Tunneling Protocal with [Psec (LZTP/IPSec)
Secure Socket Tunneling Protocol (SSTP)
IKEv2

Authertication
() Use BExtensible Authentication Protocol (EAP)

Properties
(@ Allow these protocols

Unencrypted password (PAF)
[T Challenge Handshake Authentication Protocal (CHAP)
[] Micrasoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (@nd domain, i any)

h
rAdvanced Properties — AG—_————— ﬂj

|

(@) Use preshared key for authentication

(71 Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate
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Results

On the remote user’s PC, connect to the
Internet using the L2TP/IPsec connection

you created.

Enter the L2TP user’s credentials and click

Connect.

Verify the connection in the GUI by
navigating to VPN > Monitor > IPsec
Monitor.

You can view more detailed information
in the event log. Go to Log & Report >
Event Log > VPN.

.

K« Connect L2TP VPN Connection

User name:

Password:

Domain:

[] Save this user name and password for the following users:

bwayne

Me anly

B Anyone who uses this computer

[ Connect ” Cancel

l l'&' Properties ] [

Help

[ amels Tvne - semote Gaovay - memoierortbeemame rineon  Pronyio Souee

L2TP.0  Dialup

172.20.120.

222

3584

172.20.120.81-172.20.120.81

7@1@:«

172.20.120.222-172.20.120.222

© Bring Down

552 B

3 seconds 2

[ Vil | Amn | veews |

negotiate
tunnel-up
phase2-up
install_sa
negotiate
negotiate
negotiate
negotiate

negotiate

success

success

success

success

success

success

progress IPsec phase 2

IPsec connection status chang
IPsec phase 2 status change
install IPsec SA

progress IPsec phase 2
progress IPsec phase 1
progress IPsec phase 1
progress IPsec phase 1

progress IPsec phase 1
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Select an entry to view the connection
details, including IPSec Local IP, IPSec
Remote IP, VPN Tunnel type, User, and
more.

The IPSec Remote IP shown here should
match the Remote Gateway shown under
VPN > Monitor > IPsec Monitor.

Action
Date/Time
ESP Transform
IPSec Local IP
Level

Log ID
Outgoing Interface
Role

Sub Type

User

Virtual Domain

XAUTH User

negotlate
13:13:15 (1380805595)
ESP_AES
172.20.120.81
notice

37122

wanl
responder
vpn

1 bwayne
root

NfA

Cookies

ESP Auth

Group

IPSec Remote IP
Local Port
Message
Remote Port
Status
Timestamp

VPN Tunnel

XAUTH Group

babl32a63bde04598/08f?fcbb07cdc7bb
HMAC_SHA1

NfA

172.20.120.222

500

negotlate [Psec phase 2

500

success

Thu Oct 3 13:13:15 2013

L2ZTP

N/A
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Confi uring IPsec VPN with a FortiGate and a
Cisco'ASA

The following recipe describes how to configure a site-to-site IPsec VPN tunnel.

In this example, one site is behind a FortiGate and another site is behind a Cisco
ASA. Using FortiOS 5.0 and Cisco ASDM 6.4, the example demonstrates how to
configure the tunnel between each site, avoiding overlapping subnets, so that a
secure tunnel can be established with the desired security profiles applied. The
procedure assumes that both devices are configured with appropriate internal and
external interfaces.

1. Configuring the Cisco device using the IPsec VPN Wizard
Configuring the FortiGate tunnel phases
Configuring the FortiGate policies

Configuring the static route in the FortiGate

o > 0N

Results

Site 1 Site 2

(
I | ‘ Wln’reme’r '“llllll

IPsec VPN

FortiGate W CISCO ASA
LAN
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Configuring the Cisco
devicé using the IPsec VPN
Wizard

In the Cisco ASDM, under the Wizard menu,
select IPsec VPN Wizard.

Wizards | Window Help

Startup Wizard...
| IPsec VPN Wizard...
S5L VPN Wizard...
High Availability and Scalability Wizard...
Packet Capture Wizard...

From the options that appear, select Site-to- | venTunnel Type:
site, with the VPN Tunnel Interface set to Site-10-Site VPN
outside, then click Next.

Remole

imemet 1‘5

VPN Remote Access
Local f Remote

Remote Access | e Internet “.
Bl ginemt A

WPM Tunnel Interface: | outside -

Enable inbound IPsec sessions to bypass interface access lists, Group policy and per-user
autharization access lists still apply to the traffic.

In the Peer IP Address field, enter the IP Configure the TP address of the peer device, authentication method and the tunnel group for this
address of the FortiGate unit through which site-tosite el
the SSL VPN traffic will flow. Peer IP Address: |172.20.120.81
Authentication Method
Under Authentication Method, enter a @ Pre-shared key
secure Pre-Shared Key. You will use the Pre-Shared Key: | Password
same key when configuring the FortiGate ) Cerfificate
tunnel phases. Choose something more Certificate Signing Algorithm:  rsa-sig
secure than “Password”. Certificate Name:

When you are satisfied, click Next.
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The next steps in the IPsec VPN Wizard is to
establish the tunnel phases 1 and 2.

The encryption settings established here
must match the encryption settings
configured later in the FortiGate.

Configure Phase 1 with AES-256
Encryption and SHA Authentication.

Set the Diffie-Hellman Group to 5.

Configure Phase 1 with AES-256
Encryption and SHA Authentication.

Enable PFS and set the Diffie-Hellman
Group to 2.

Click Next.

Set the Local Network and Remote
Network.

Click Next and review the configuration
before you click Finish.

The tunnel configuration on the Cisco ASA

is complete. Now you must configure the
FortiGate with similar settings, except for the
remote gateway.

Encryption: AES-256 -

Authentication: SHA -

Ciffie-Helman Group: 5 -
Encryption: AES-256 -
Authentication: SHA -

/| Enable Perfect Forwarding Secrecy (PF5)

Diffie-Hellman Group: 2 -

Local Metworks: | inside-network/24 | |

Remote Networks: | 172,20.120.81 [ =]

‘fou have created a Site-to-Site VPN tunnel with the following attributes:

WPM Tunnel Interface: outside
Peer IP Address: 172.20,120.81
IPSsec authentication uses pre-shared key:Passward
Tunnel Group Mame; 172.20.120.81
IKE Policy Encryption / Authentication [ Diffie-Hellman Group: AES-256 f SHA J/ Group 5
IPsec ESP Encryption [ ESP Authentication: AES-256 [ SHA
Perfect Forward Secrecy (PFS): enabled

Diffie-Helman Group: 2
Traffic flow to be protected by this tunnel;

(local) 192.168.1.0/24

(remote) 172,20.120.81
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Con%?urm +he FortiGate
tunne Phases

In the FortiOS GUI, navigate to VPN >
IPsec > Auto Key (IKE) and select Create
Phase 1.

Name the tunnel, statically assign the IP
Address of the remote gateway, and set the
Local Interface to wan1.

Select Preshared Key for Authentication
Method and enter the same preshared key

you chose when configuring the Cisco IPsec
VPN Wizard.

Configure this phase to match the encryption
settings configured on the Cisco device and
click OK.

Select Create Phase 2.

Identify Phase 1, which you just configured,
and ensure that the encryption settings
match the Phase 2 encryption settings
configured on the Cisco device.

Optionally, under Quick Mode Selector,
specify the Source address and
Destination address at the endpoints of
the tunnel.

Name Site2Site

Comments Write a comment.. 0/25%
Remote Gateway Static IP Address

1P Address 172.20.120.222

Local Interface wanl =

Mode Aggressive (=) Main (1D protection)

Authentication Method | preshared Key
Pre-shared Key seasssesassaRattsantssnnRanens
Peer Options

(=) Accept any peer ID

~//Enable IPsec Interface Mode

IKE Version ®1 2
Mode Config
Lacal Gateway IP Main Interface IP Specify 0.0.0.0
P1 Proposal
1 - Encryption | AES256 - Authentication | SHA1
DH Group 1 2 5¥ 14
Keylife 28800 (120-172800 seconds)
Local ID (optional)
Name Site2Site2
Comments |yrite a comment... 0/255
Phase 1 Site2Site
Advanced...
P2 Proposal

1- Encryption: | AES256 * |Authentication: | SHAL
™ Enable replay detection
@] Enable perfect forward secrecy (PFS).

DH Group 1 25 14

Keylife: Seconds :| | 1800 (Seconds) 5120
Autokey Keep Alive @] Enable
Auto-negotiate ¥ Enable
Quick Mode Selector Source address Specify (102 168.100.0/24
Select | mmmas, Addresge=ss==
Source port 0

Destination address Specify 192.168.1.0/24

Select | ------ Address------

Destination port i)

Protocol i)

Configuring IPsec VPN with a FortiGate and a Cisco ASA
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ConFiguring the FortiGate
policies

Navigate to Policy > Policy > Policy and
create firewall policies that allow inbound
and outbound traffic over the tunnel.

In the first (outbound) policy, set the
Incoming Interface to lan and set the
Source Address to all.

Set the Outgoing Interface to the tunnel
interface and set the Destination Address
to all. Configure the Schedule and Service
as desired.

Create the second (inbound) policy to allow
traffic to flow in the opposite direction, and
configure the Schedule and Service as
desired.

ConFiqgring the static route
in the FortiGate

Navigate to Router > Static > Static
Routes and select Create New.

Create a static route with the Destination
IP/Mask matching the address of the Cisco
local network (by default, 192.168.1.0).

Under Device, select the site-to-site tunnel,
and click OK.

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgeing Interface
Destination Address
Schedule

Service

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Destination IF/Mask

Device

Distance
Priority

Comments

(=)Firewall () VPN

(E)Address (_'User Identity |_'Device Identity
lan

=l all

SiteZsite

=] all

[0 always

0 ALL

(=)Firewall (_)VPN

(*)Address (_User Identity (_Device Identity
Site2Site

=] all

lan

=] all

T always

7 ALL

192.168.1.0/255.255.255.0
SiteZSite
10 (1-255, Default=10)

0 (0-4294967295)

Write a comment..

C C Q¢

CCCC

0/255
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Results

The tunnel should now be active. On the
FortiGate, verify that the tunnel is ‘up’ by
navigating to VPN > Monitor > IPsec
Monitor.

The IPsec Monitor table will indicate the
source and destination addresses, and the
status of the tunnel (up or down) and its
uptime.

For more detailed tunnel information, go to
Log & Report > Event Log > VPN and
view the table.

Select the tunnel entry in the table to view
the information in greater detail.

S Y T Tl e

Site2Site Static IP or Dynamic DNS 172.20.120.222 B8 152.168.100.0/24
¥ Proxy ID Destination| 7 Status |7 tncumlng Datal 7 Outgoing Datal T Uptime | |

152.168.1.0/24 © Bring Down 21698 2570 seconds

D Refresh @ Download Raw Log

[ ¢ | vowerime | views | vAcin | vswms | vwemase | vuewvume |

2 143817 negotiate success progress IPsec phase 2 Sitezsite
3 143807 install_sa install IPsec SA Site2site
4 143817 negotiate success progress IPsec phase 2 Sitezsite
5 14:09:45 negotiste  success negotiate IPsec phase 2 Site2Site
6 14:09:45 negotiate success progress IPsec phase 2 Sitezsite
7 14:09:45 tunnal-up Ipsec connection status change sita2site
8 14:09:45 phasez-up Ipsec phase 2 status change Sitezsite
s 14:09:45 install_sa install IPsec SA Sitezsite
10 14:08:46 negotiate success progress IPsec phase 2 Site2site
11 14:09:46 negotiate success progress IPsec phase 1 Sitezsite
12 14:00:46 negotiate success progress IPsec phase 1 Site2Site

Action negotiate Cookies c2ad4addadedfi/a3odsazsadefart

Date/Time 14:38:17 (1384353457) ESP Auth HMAC_SHAL

ESP Transform ESP_AES Group NA

1PSec Local IP 172.20.120.81 1PSec Remote IP 172.20.120.222

Level notice Local Port 500

Log ID 37122 Message negatiate [Psec phase 2

Outgoing Interface wanl Remote Port 500

Role responder Status success

Sub Type won Timestamp Wed Nov 13 14:38:17 2013

User 1 NA VPN Tunnel Site2site

Virtual Domain root XAUTH Group N/A

XAUTH User N/A
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Crea’ring a VPN with overlapping subnets

This recipe describes how to construct a VPN connection between two networks
with overlapping IP addresses in such a way that traffic will be directed to the
correct address on the correct network, using Virtual IP addresses and static routes.

1. Creating VPN tunnels between the two FortiGate units

2. Adding the virtual IP range and address
3. Creating inbound and outbound security policies
4. Configuring static routes
5. Repeat the steps on FGT2
6. Results
Internet
FPort 2 Port 2
17216201 17216301
IPsec
FaTl_to_FaT2
Por+] VPN Tunnel
Network 1 Network_2
1011101.0/24 1011101.0/24
(VIP 10.21101.0/24) (VIP 1031101.0/24)
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Creahng VPN tunnels

between the two FortiGates

Go to VPN > IPsec > Auto Key (IKE). Name FGT1 to FGT2

Select Create Phase 1, and set the Comments [Write a comment... 0

IP Address to the address used by the Remote Gateway Static IP Address

Internet-facing interface of FGT_2. Set the IP Address 172.16.30.1

Local Interface to your Internet-facing Local Interface —— s

interface, and enter a Pre-shared Key. Mode O Aggressive ® Main (ID protection)
Authentication Method | pPreshared Key [
Pre-Shared Ke\f PPN RN RN R RN RN RN RN RRRR Y

Then create the Phase 2, selecting your Name To FGT2 P2

Phase 1 from the list.
Comments |write a comment... 0/255
Phase 1 [ FGT1_to_FGT2 5

Adding the virtual IP range

and oddress

Go to Firewall Objects > Virtual IPs > Name VPN_VIP

Virtual IPs. Comments ‘Write a comment...

. . Color [Change]

You will need to create a Virtual IP range External Interf — — ]
xternal Interface ety ¥

that will be used to redirect the traffic to the ==

. ) T Static NAT

correct subnet. Give the VIP an appropriate ype _ ratie

name, and set the IPsec tunnel interface as S Soree Adeess Sllten

the External Interface. External IP Address/Range 10.21.101.1 -110.21.101.254
Mapped IP Address/Range 10.11.101.1 - 10.11.101.254

Set the External IP Address to a range [ Port Forwarding

in the subnet you’ll be redirecting from

(10.21.101.1-10.21.101.254) and the

Mapped IP address to the internal network

range (10.11.101.1-10.11.101.254).

Creating a VPN with overlapping subnets 393



Now go to Firewall Objects > Address >
Addresses.

Create a new address, setting the Type to IP
Range, and entering the VIP range of FGT2
(10.31.101.1-10.31.101.254).

Creating inbound and
outbourid securi’ry Policies

Go to Policy > Policy > Policy.

Create a firewall policy to handle outbound
VPN traffic, with the network-facing interface
as the Incoming Interface, and the IPsec
interface as Outgoing. Set the Destination
Address to the VIP Address Range. Enable
NAT.

Create a second security policy to handle
inbound VPN traffic, with the IPsec interface
as the Incoming Interface, network-facing
interface as Outgoing, and your VIP range
as the Destination Address. Disable NAT.

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

# Enable NAT

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

_| Enable NAT

® Address O IPv6 Address (O Multicast Address
FGT2 Range
M [Change]

IP Range -
10.31.101.1-10.31.101.254

@ Firewall O VPN

@ Address O User Identity O Device Identity
portl (Internal)

=l all

FGT1_to_FGT2

B FGT2 Range

[T always -
7 ALL

v ACCEPT -

@ Firewall O VPN
@ Address (O User Identity (O Device Identity
FGT1_to_FGT2
& FGT2 Range
portl (Internal)
VPN_VIP
[J always -
I~ ALL

+ ACCEPT -
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ConFiguring static routes

Go to Router > Static > Static Routes.

Create a new Static Route, with the
Destination IP as 10.31.101.0/24. For your
Device, select your FGT1_to_FGT2 VPN
interface. Set Distance to lower than the
default of 10 to prioritize this route.

Repea+ these s’reps on FGT1

First, create the Phase 1 on FGT_2, using
FGT_1’s Internet-facing interface IP for

the Phase 1 IP Address, and the FGT_2’s
Internet-facing interface as Local Interface.

Destination IP/Mask  10.31.101.0/24

Device [FGT1_to FGT2 |
Distance 5 (1-255, Default=10)
Priority 0 (0-4294967295)
Name FGT2_to_FGT1
Comments

|write a comment... | 07255

Remote Gateway Static IP Address

IP Address

172.16.20.1
Local Interface | 'wanl &
Mode O Aggressive @ Main (ID protection)
Authentication Method | Preshared Key e
Pre-Shareu Ke‘.‘" SO SSSISNNRRNRNBIBIIRIBIRIRNS
Create the Phase 2 for FGT_2. Name To FGT1 P2
Comments yrite a comment... 0/255
Phase 1 [ FGT2_to_FGT1 .
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Create the VIP Range, setting the IPsec
tunnel interface as the External Interface,
the External IP Address to the intended
local VIP range (10.31.101.1-10.31.101.254)
and the Mapped IP Address to the internal
network range (10.11.101.1-10.11.101.254).

Create the address range, setting the Type
to IP Range, and entering the VIP range of
FGT1 (10.21.101.1-10.21.101.254).

Create the two firewall policies to handle
outbound and inbound VPN traffic.

For the outbound policy, select your internal-
network-facing port as the Incoming
Interface, and the IPsec interface as
Outgoing. Set the Destination Address to
the VIP Address Range. Enable NAT.

For the inbound, set the IPsec interface
as the Incoming Interface, internal port
as Outgoing, and your VIP range as the
Destination Address. Disable NAT.

Name VPN_VIP_2

Comments [Write a comment... |
Color [Change]

External Interface | FGT2_to_FGT1 e
Type Static NAT

] Source Address Filter

External IP Address/Range 10.31.101.1 -10.31.101.254

Mapped IP Address/Range 10.11.101.1 - 10.11.101.254

[} Port Forwarding

Category @ Address (O IPv6 Address (O Multicast Address
Name FGT1 Range

Color 8 [Change]

Type IP Range -

Subnet / IP Range 10.21.101.1-10.21.101.254
Interface Any -

Show in Address List 4

Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

# Enable NAT

Incoming Interface
Source Address
QOutgoing Interface
Destination Address
Schedule

Service

Action

] Enable NAT

portl (Internal}
(=] all
FGT2_to_FGT1
=] FGT1 Range
I always

3 ALL

v ACCEPT

FGT2_to_FGT1

5] FGT1 Range

portl (Internal)
VPN_VIP_2

2 always

3 ALL

v ACCEPT
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Then create the Static Route, with the
Destination IP as 10.21.101.0/24. For your
Device, select your VPN interface.

Set the Distance lower than 10.

Results

On a FortiGate unit, you can go to VPN >
Monitor > IPsec Monitor to see the status
of the VPN tunnel.

Connect to the VPN, using a network
device in Network_1. Access the address
10.31.101.50, and your session will be
redirected to Network_2’s 10.11.101.50.

Then, from a VPN-connected device in
Network_2, visit 10.21.101.50, and you will
access Network_1’s 10.11.101.50.

Go to Log & Report > Traffic Log >
Forward Traffic and filter the Src Interface
column with the VPN Interface name to see
incoming VPN traffic and the Dst Interface
column to see outgoing.

Destination IP/Mask 10.21.101.0/24

Device | FGT2_to_FGT1 B
Distance 5 (1-255, Default=10)
Priority 0 (0-4294967295)

¥ Type T Status |7 Remote Gatewa ‘

FGT1_to_FGT2 Static IP or Dynamic DNS (4] Bring Down 172.16.30.1

[#] 7 Date/Time Y Src Interface | Dst Interfag

Creating a VPN with overlapping subnets

2 12:51:20 10.11.101.50 10.31.101.50 14.77 KB/ 14.77 KB portl FGT1_to_FGT2
3 12:46:53 10.11.101.50 10.31.101.50 6.50 KB / 6.33 KB portl FGT1_to_FGT2



Using redundant OSP¥F rou’ring over IPsec VPN

This example sets up redundant secure communication between two remote
networks using an Open Shortest Path First (OSPF) VPN connection. In this example,
the HQ FortiGate unit will be called FortiGate 1 and the Branch FortiGate unit will be
called FortiGate 2.

—

. Creating redundant IPsec tunnels on FortiGate 1
Configuring IP addresses and OSPF on FortiGate 1
Configuring firewall addresses on FortiGate 1
Configuring security policies on FortiGate 1
Creating redundant IPsec tunnels for FortiGate 2
Configuring IP addresses and OSPF on FortiGate 2
Configuring firewall addresses on FortiGate 2

Configuring security policies on FortiGate 2

© 0o N o o B~ 0D

Results

OSPF
—= -
WANI WANI

1722012024 o 17220120123
) IPsec ! 0\ I ‘

ad
Internet \ FortiGate 2
\_/ ortigatre

I\

FortiGate | ) IPsec \(’

N\

WAN 2 NAKN WAN 2 Internal
1722012023 ; 17220120127 10.2111/24

Internal
10.2011/24

OSPF

Internal Internal E—Ij

L_D/ Network Network
(HQ) (Branch)
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Creating redundant IPsec
tunnels on FortiGate |

Go to VPN > IPsec > Auto Key (IKE).

Select Create Phase 1 and create the
primary tunnel. Set IP Address to FortiGate
2’s wan1 IP, Local Interface to wan1 (the
primary Internet-facing interface) and enter a
Pre-shared Key.

Select Create Phase 2. Set it to use the
new Phase 1.

Name To-TGT2_Primary

Comments

/] 31288

|Pr|mary IPSec vpn to FortiGate2

Remote Gateway Static IP Address

IP Address 172.20.120.123
Local Interface wanl -
Mode ! Aggressive @ Main (ID protection)

Authentication Method Preshared Key

Pre-shared Key

Peer Options

(® Accept any peer ID
IKE Version @12
Mode Config
IPv6 Version

Local Gateway IP

(®Main Interface IP ([ Specify
P1 Proposal
1 - Encryption | 3DES Authentication | SHAL
2 - Encryption | AES128 Authentication [ sHa1 ¢ |E E
DH Group 1 2 5@ 14
Keylife 28800 (120-172800 seconds)
Local ID (optional)
XAUTH (=)Disable (_)Enable as Client Enable as Server
NAT Traversal @ Enable
Keepalive Frequency 10 (10-900 seconds)
Dead Peer Detection ™ Enable

Name P2_To_FGT2_Primary
Comments  phase 2 7/255
Phase 1 To_FGT2_Primary
| Advanced... |
P2 Proposal 1- Encryption: 3DES = Authentication: SHA1
2- Encryption: AES128 - Authentication: SHAL - EH B
Enable replay detection
Enable perfect forward secrecy (PFS).
DHGroup 10 20 5@ 140 150 160 17 0 180 19 200
Keylife: Seconds -~ 1800 (Seconds) | 5120 (KBytes)
Autokey Keep Alive  [[] Enable
Quick Mode Selector  source address O Specify  0.0.0.0/0
D Select | -, Address------ -
Source part 0
Destination address @ Specify  p.0.0.0/0
O Select Address—— -
Destination port 0
Protocol 0

210
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Go to VPN > IPsec > Auto Key (IKE).

Name To-TGT2_Second

Comments Secondary IPSec vpn to FortiGate2 4 33255

Select Create Phase 1 and create the Remote Gateway
secondary tunnel. Set IP Address to use 17 Adaress
FortiGate 2’s wan? IP, Local Interface ocal fnterace en
to wan2 (the secondary Internet-facing
interface) and enter the Pre-shared Key.

Static IP Address

172.20.120.127

Mode () Aggressive (*) Main (ID protection)
Authentication Method | preshared Key

Pre-shared Key

Peer Options
(2) Accept any peer ID
IKE Version @102
Mode Config
IPvG Version

Local Gateway IP

(*)Main Interface IP  (_)Specify

P1 Proposal
1 - Encryption | 3DES Authentication | SHA1
2 - Encryption | AES128 Authentication | SHAL @
DH Group 1 2 5 14
Keylife 28800 (120-172800 seconds)
Local ID (opticnal)
XAUTH (s)Disable (_Enable as Client Enable as Server
NAT Traversal  Enable
Keepalive Frequency 10 (10-800 seconds)
Go to VPN > IPsec > Auto Key (IKE).
y ( ) Name P2_To_FGT2_Second
Comments  |write a comment... 0/255
Select Create Phase 2. Set it to use the Phase1 [ To FGT2 Second
new Phase 1 | Advanced.. |
P2 Proposal 1- Encryption: | 3DES + |Authentication: | SHA1
2- Encryption: | AES128 ¢ |Authentication: | sHa1 ¢+ E B
@ Enable replay detection
@ Enable perfect forward secrecy (PFS).
DHGroup 1 ()2 ()5 14 ()
Keylife: Seconds ¢/ 1800 (Seconds) 4608000 (KBytes)
Autokey Keep Alive Enable
Auto-negotiate Enable
Quick Mode Selector  Spurce address ) spedfy [p.0.0.0/0
) Select | mmmnaam Addressesmes=s
Source port 0
Destination address () Specify 0.0.0.0/0
) Select | - Address------
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Configuring IP addresses
and OSPF on FortiGate |

Go to System > Network > Interfaces.

Select the arrow for wan1 to expand the list.
Edit the primary tunnel interface and create
IP addresses.

Select the arrow for wan2 to expand the
list. Edit the secondary tunnel interface and
create IP addresses.

Go to Router > Dynamic > OSPF.

Enter the Router ID for FortiGate 1.

Select Create New in the Area section.

Add the backbone area of 0.0.0.0.

Select Create New in the Networks
section.

Create the networks and select Area 0.0.0.0
for each one.

Name
Type

Interface

Addressing mode
P
Remote IP

IPv6 Address

Name
Type

Interface

Addressing mode
1P
Remote IP
1PvE Address

Router ID
} Advanced Options{Default, Redistribution)

To_FGT2_Primary
Tunnel Interface

wanl

Manual
[10.1.1.1
10.1.1.2
/0

To_FGT2_Second
Tunnel Interface

wan2

Manual
[t0.2.1.1
10.2.1.2
/0

1.1.1.1

[

0.0.0.0

Regular None

I N

ooO

10.1.1.1/255.255.255.255 0.0.0.0
10.2.1.1/255.255.255.255 0.0.0.0
10.20.1.0/255.255.255.0 0.0.0.0
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Select Create New in the Interfaces
section.

Create primary and secondary tunnel
interfaces. Set a Cost of 10 for the primary

interface and 100 for the secondary interface.

Configuring Firewall
addresses on FortiGate |

Go to Firewall Objects > Address >
Addresses.

Edit the subnets behind FortiGate 1 and
FortiGate 2.

I S S N R

[ primary_Tunnel

[ secondary_Tunnel

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

To_FGT2_Primary 10
To_FGT2_Second

@ Address

FGT1_LAN

= [Change]

Subnet

10.20.1.0/255.255.255.0

Any

LAN behind FortiGatel

@ Address

FGT2_LAN

= [Change]

Subnet

10.21.1.0/255.255.255.0

Any

LAN behind FortiGate2

100

IPv6E Address

IPv6 Address

0.0.0.0 MNane
0.0.0.0 Nane

Multicast Address

21/255

Multicast Address

21/255
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Edit the primary and secondary interfaces of
FortiGate 2.

ConFigurin securi’ry Policies
on FortiGote |

Go to Policy > Policy > Policy.

Create the four security policies required for
both FortiGate 1’s primary and secondary
interfaces to connect to FortiGate 2’s primary
and secondary interfaces.

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

@ Address IPv6 Address Multicast Address
FGT2_Primary_Int
= [Change]

Subnet -
10.1.1.2

Any -

IP of Primary IPsec interface in FortiGate2 . 43/255
@ Address IPv6 Address Multicast Address
FGT2_Secondary_Int
= [Change]

Subnet -
10.2.1.2

Any -

IP of Secondary IPsec interface in
FortiGate2 45/255

rewall ©) VPN

@ Address () User Identity ) Device Identity

Using redundant OSPF routing over IPsec VPN

internal -
{=| FGT1_LAN F)
To_FGT2_Primary -
[=] FGTZ_LAN W
[T always -
2 any (¥
v ACCEPFT -
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Policy Type
Paolicy Subtype
Incoming Interface

Source Address

Qutgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

Policy Type

Policy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

[T Enable NAT

Policy Type
Policy Subtype
Incoming Interface

Source Address

Outgoing Interface
Destination Address
Schedule

Service

Action

[] Enable NAT

irewall ) VPN

@) Address () User Identity
To_FGTZ_Primary

[5] FGT2_LAN

[Z] FGT2_Primary_Int
internal

=] FGT1_LAN

[T always

D any

v ACCEPT

Firewall ) VPN

@ Address () User Identity
internal

£5] FGT1_LAN
To_FGT2_Second

(5] FGT2_LAN

[T always

2 any

v ACCEPT

irewall © VPN

@ Address () User Identity ¢
To_FGT2_Second

=] FGT2_LAN

[=] FGT2_Secondary_Int
internal

=] FGT1_LAN

7 always

any

« ACCEPT

(71 Device Identity

") Device Identity

") Device Identity
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Creating redundant IPsec
tunnels on FortiGate 2

Go to VPN > IPsec > Auto Key (IKE). Name

To_FGT1_Primary

Comments Primary IPsec vpn to FortiGate1l //j 31/255
elect Create ase 1 and create the Remote Gateway Static IP Address
Select Create Ph 1 and te th
primary tunnel. Set IP Address to FortiGate e 1722042024
Lacal Interface | wanl ]
1’s wan1 IP, Local Interface to wan1 (the Mode | Aggressive (@ Main (ID protection)

primary Internet-facing interface) and enter a Asthentiation Method - Waiesheresiite
Pre-shared Key
Pre-shared Key.

Peer Options

(*) Accept any peer ID
IKE Version @1 02
Mode Config

Local Gateway IP - Main Interface IP Specify 0.0.0.0

P1 Proposal
1 - Encryption | 3DES : Authentication | SHA1
2 - Encryption | AES128 | Authentication | SHA1 ¢ |E O
DH Group 1 2 5 14
Keylife 28800 (120-172800 seconds)
Local ID (optional)
XAUTH (s)Disable (_Enable as Client Enable as Server
NAT Traversal # Enable
Keepalive Frequency 10 (10-900 seconds)
Dead Peer Detection # Enable
Select Create Phase 2. Set it to use the Name  P2_To_FGTi_Primary
new Phase 1. comments |Phase2 e
Phase 1 To_FGT1_Primary
Advanced... |
P2 Proposal

1- Encryption: 3DES - Authentication: SHA1 =
2- Encryption: AES128 v Authentication: sHA1l ~ B El
Enable replay detection
Enable perfect forward secrecy (PFS).
DHGroup 1 © 20 5@ 14 @ 150 16@ 17O 18D 190 200 210
Keylife: Seconds = 1800 (Seconds) | 5120 (KBytes)
Autokey Keep Alive [F] Enable

Quick Mode Selector  Source address © Spedify  0.0.0.0/0
© Select --——--Address----— -
Source port 0
Destination address () Spedfy  0.0.0.0/0
© Select  -—-Address-——— -
Destination port 0
Pratocol 0
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Select Create Phase 1 and create the
secondary tunnel. Set IP Address to use
FortiGate 2’s IP, Local Interface to wan2
(the secondary Internet-facing interface) and
enter the Pre-shared Key.

Select Create Phase 2. Set it to use the
new Phase 1.

Name
Comments
Remote Gateway
1P Address

Local Interface

Mode
Authentication Method

Pre-shared Key

Peer Options

IKE Version
Mode Config
IPv6 Version
Local Gateway IP

P1 Proposal

DH Group

Keylife

Local ID
XAUTH

NAT Traversal

Keepalive Frequency

To_FGT1_Second

'Secondary IPsec vpn to FortiGatel /| 337255
Static IP Address :
172.20.120.23
wan2 +
| Aggressive (=) Main (ID protection)
Preshared Key B

(9) Accept any peer ID

@102

(®)Main Interface IP () Specify

1 - Encryption | 3DES s Authentication | SHA1 s
2 - Encryption | AES128 = Authentication | SHAL ;| @
1 2 5@ 14

28800 (120-172800 seconds)
(optional)
(s)Disable (_Enable as Client Enable as Server
@ Enable
10 (10-900 seconds)

Dead Peer Detection ~ Enable

MName P2_To_FGT1_Second

Comments  phase?

6/255

Phase 1 To_FGT1_Second

Advanced...

P2 Proposal

Kevylife:
Autokey Keep Alive

Quick Mode Selector

1- Encryption: 3DES = Authentication: SHA1 -

2- Encryption: AES128 - Authentication: SHA1 LB 0
Enable replay detection

Enable perfect forward secrecy (PFS).

DHGroup 10 2@ 5@ 140 150 16 17 0 180 190 20

Seconds - 1800 (Seconds) 5120 (KBytes)
7] Enable
Source address © Specify  0.0.0.0/0

O Select Address————— -
Source port 0
Destination address @ Specify  0,0,0.0/0

O Select Address—-- -
Destination port 0
Protocol 0

D 21®
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ConFiguring IP addresses
and OSPF on FortiGate 1

Go to System > Network > Interfaces.

Select the arrow for wan1 to expand the list.
Edit the primary tunnel interface and create
IP addresses.

Select the arrow for wan2 to expand the
list. Edit the secondary tunnel interface and
create IP addresses.

Go to Router > Dynamic > OSPF.

Enter the Router ID for FortiGate 2.

Select Create New in the Area section.

Add the backbone area of 0.0.0.0.

Select Create New in the Networks
section.

Create the networks and select Area 0.0.0.0
for each one.

Name
Type

Interface

Addressing mode
1P
Remote IP
1Pv6 Address

Name
Type

Interface

Addressing mode
1P
Remote IP

1Pv6 Address

Router ID

To_FGT1_Primary
Tunnel Interface

wanl

Manual
10.1.1.2
10.1.1.1
]

To_FGT1_Second
Tunnel Interface

wanz

Manual

10.2.1.2
10.2.1.1
/0

[1.1.1.2

} Advanced Options(Default, Redistribution)

0.0.0.0

Regular MNone

B e e

oOoO

10.1.1.2/255.255.255.255 0.0.0.0
10.2.1.2/255.255.255.255 0.0.0.0
10.21.1.0/255.255.255.0 0.0.0.0
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Select Create New in the Interfaces n_-_
section. [C] primary_Tunnel To_FGT1_Primary 0.0.0.0 None
|:| Secondary_Tunnel To_FGT1_Second 100 0.0.0.0 MNone
Create primary and secondary tunnel
interfaces. Set a Cost of 10 for the primary
interface and 100 for the secondary interface.
Configuring firewall
addresses on FortiGate 2
GO to Firewall Objects > Address > Category @ Address IPvE Address Multicast Address
Addresses. Name FGTL_LAN
Color &) [Change]
Edit the subnets behind FortiGate 1 and Type Subnet -
FortiGate 2. Subnet / IP Range 10.20.1.0/255.255.255.0
Interface Any -
Show in Address List
Comments LAN behind FGT1 15/255
Category @ Address IPv& Address Multicast Address
Name FGT2_LAN
Color £ [Change]
Type Subnet -
Subnet / IP Range 10.21.1.0/255.255.255.0
Interface Any -
Show in Address List
Comments LAN behind FGT2 15/255
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Edit the primary and secondary interfaces of
FortiGate 1.

ConFigurin securi’ry Policies
on FortiGate 1

Go to Policy > Policy > Policy.

Create the four security policies required for
both FortiGate 2’s primary and secondary
interfaces to connect to FortiGate 1’s primary
and secondary interfaces.

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
Destination Address
Schedule

Service

Action

[C] Enable NAT

@ Address IPv6 Address Multicast Address
FGT1_Primary_Int

= [Change]

Subnet -
10.1.1.1

Any -

1P of Primary IPSec Interface in FGT1 37/255

@ Address IPv6 Address Multicast Address
FGT1_Secondary_Int

= [Change]

Subnet =
10.2.1.1

Any i

IP of Secondary IPsec Interface in FG1 38/255

@ Firewall ) VPN
@ Address () User Identity () Device Identity

Using redundant OSPF routing over IPsec VPN

internal -
E=] FGT2_LAN (7]
To_FGT1_Primary -
[=] FGT1_LAN W
[T always -
2 any L)
v ACCEPT -
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Policy Type
Policy Subtype
Incoming Interface

Source Address

Qutgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

Policy Type

Paolicy Subtype
Incoming Interface
Source Address
Qutgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

Policy Type
Policy Subtype
Incoming Interface

Source Address

Qutgoing Interface
Destination Address
Schedule

Service

Action

[7] Enable NAT

@ Firewall ) VPN

@ Address () User Identity () Device Identity

To_FGT1_Primary

=] FGT1_LAN

=] FGT1_Primary_Int
internal

=] FGT2_LAN

[T always

o any

v ACCEPT

@ Firewall ) VPN

@ Address () User Identity () Device Identity

internal

=] FGT2_LAN
To_FGT1_Second
=] FGT1_LAN

[T always

s any

v ACCEPT

@ Firewall ) VPN

@ Address (0 User Identity () Device 1dentity

To_FGT1_Second

[=] FGT1_LAN

[5] FGT1_Secondary_Int
internal

[=] FGTZ_LAN

[T always

2 any

v ACCEPT
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Results

Go to VPN > Monitor > IPsec Monitor to
verify the statuses of both the primary and
secondary IPsec VPN tunnels on FortiGate 1
and FortiGate 2.

Go to Router > Monitor > Routing.
Monitor to verify the routing table on
FortiGate 1 and FortiGate 2. Type OSPF for
the Type and select Apply Filter to verify
the OSPF route.

Verify that traffic flows via the primary tunnel.

From a PC1 set to IP:10.20.1.100 behind
FortiGate 1, run a tracert to a PC2 set to IP
address 10.21.1.00 behind FortiGate 2 and
vise versa.

From PC1, you should see that the traffic
goes through 10.1.1.2 which is the primary
tunnel interface IP set on FortiGate 2.

From PC2, you should see the traffic goes
through 10.1.1.1 which is the primary tunnel
interface IP set on FortiGate 1.

The VPN network between the two OSPF
networks uses the primary VPN connection.
Disconnect the wan1 interface and

" Name | iype |7 Remote Gateway

To_FGTL1_Primary Static IP or Dynamic DNS 172.20.120.24

To_FGT1_Second Static IP or Dynamic DNS 172.20.120.23 o]

I S i e

To_FGTZ2_Primary Static IP or Dvnamic DNS 172.20.120.123

To_FGT2_Second Static IP or Dynamic DNS 172.20.120.127 o

¥ Subtype

OSPF 10.21.1.0/24 10.1.1.2 To_FGT2_Prir

' Subtype

QSPF 10.20.1.0/24 10.1.1.1 To_FGT1_Primar
SiN>tracert 10.21.1.180
[racing route to TELBAR-PC [18.21.1.1881
jver a maximum of 38 hops:
1 {1 ms {1 ms {1 ms 18.28.1.1
2 <1 ms <1 ms <1 ms 18.1.1.2
3 1 ms {1 ms <1 ms TELBAR-PC [1@.21.1.1881

[race complete.

CaN\>tracert 10.20.1.1080
Ivacing route to TAHER_THINK [19.208.1.1688]1

pver a maximum of 38 hops:
i <1 ms <1 ms <1 ms 13 21 1.1
2 {1 ms {1 ms <1 ms 1.1
3 1 ms <1 ms <1 ms THHER _THINK [198.20.1.1088]

Irace complete.
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confirm that the secondary tunnel will be
used automatically to maintain a secure
connection.

Verify the IPsec VPN tunnel statuses on
FortiGate 1 and FortiGate 2. Both FortiGates
should show that primary tunnel is DOWN
and secondary tunnel is UP.

Go to VPN > Monitor > IPsec Monitor to
verify the status.

Verify the routing table on FortiGate 1 and
FortiGate 2.

The secondary OSPF route (with cost = 100)
appears on both FortiGate units.

Go to Router > Monitor > Routing
Monitor. Type OSPF for the Type and
select Apply Filter to verify OSPF route.

Verify that traffic flows via the secondary
tunnel.

From a PC1 set to IP:10.20.1.100 behind
FortiGate 1, run a tracert to a PC2 set to
IP:10.21.1.100 behind FortiGate 2 and
vice versa. From PC1, you should see that
the traffic goes through 10.2.1.2 which is
the secondary tunnel interface IP set on
FortiGate 2.

From PC2, you should see the traffic goes
through 10.2.1.1 which is the secondary
tunnel interface IP set on FortiGate 1.

" Name | T Tyse |  Remote Gateway

To_FGT1_Primary Static IP or Dynamic DNS 172.20.120.24
To_FGT1_Second Static IP or Dynamic DNS 172.20.120.23 0

L s X A

To_FGT2_Primary Static IP or Dynamic DNS 172.20.120.123
To_FGT2_Second Static IP or Dynamic DNS 172.20.120.127 0

T Subtype

O5FF 10.21.1.0/24 10.2.1.2 To_FGETZ_5

™ Subtype | = Network | ~ Gateway |7 Interfac

QSPF 10.20.1.0/24 10.2.1.1 To_FGET1_Secc

C:\>tracert 16.21.1.1688

Iracing route to TELBAR-PC [1@.21.1.1881
over a maximum of 38 hops:

1 <1 ms <1 ms <1 ms 10.28.1.1
2 <1 ms <1 ms {1 ms 18.2.1.2
3 1 ms 5 ms <1 ms TELBAR-PC [168.21.1.1661]

Trace complete.

C:z>tpacert 10.20.1.1600
Iracing route to 10.20.1.100 over a maximum of 38 hops
1 <1 ms {1 ms {1 ms 10.21.1.1
2 1 ms <1 ms {1ms 1B8.2.1.1
3 1 ms <1 ms <1 ms TAHER_THINK [18.28.1.1881

Irace complete.
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